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ABSTRACT 

This deliverable is the main outcome of Olympus’ Task 3.1 and describes 

cross-domain use cases and related technical requirements of OLYMPUS. It 

focuses on enriching and extending the capabilities and functionalities of use 

cases defined in D6.1 in order to define the technical aspects that OLYMPUS 

will need to fulfil. It generalizes the use cases requirements defined in Task 

6.1, by extending and abstracting those functional requirements. Thus, it 

defines a list of non-functional requirements categorized into four types: 

general requirements, operational requirements, security requirements, and 

usability requirements. Moreover, the document describes the initial list of Key 

Performance Indicators (KPI) for the evaluation of OLYMPUS. 
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EXECUTIVE SUMMARY 

Olympus’ Task T3.1 is intended to identify technical and technological 

requirements derived from the defined use cases in WP6 [1]. Towards this 

end, it follows an integral approach by addressing the digital identity life-cycle 

and the requirements from the OLYMPUS ecosystem’s stakeholders. Existing 

technologies, such as SAML, and emerging approaches based on distributed 

Identity Management (IdM) has been explored for the specification and 

management of virtual identities for privacy-preserving and fine-grained IdM.  

This task is closely related with Task 3.2 “Non-technical requirements for the 

Privacy enhancing digital identity Architecture”, so that legal and privacy 

aspects studied in Task 3.2 can be aligned and satisfied from the technical 

point of view. Furthermore, task T3.1 takes as input the work carried out so 

far in WP6, including the use cases’ functional requirements. 

The outcomes of Task 3.1 are documented in this deliverable D3.1. In this 

sense, general Identity-management processes and relations between the 

OLYMPUS use-cases  [1], and other frameworks and EU projects related to 

identity management, such as, FP7 ABC4Trust [2] or H2020 Aries [3] has 

been analysed coming up with general cross-domain use-cases, that covers 

the full identity life-cycle. The use cases defined in D6.1 and this generalized 

cross-domain use cases served as baseline to obtain several non-functional 

requirements that can be grouped in different types. 

Thus, it defines several requirements belonging to different kind of non-

functional requirements, encompassing, general requirements, operational 

requirements, security requirements, and usability requirements. These 

requirements are the baseline for the OLYMPUS architecture’s components 

to be defined in Task 3.3. 

In addition, initial technical Key performance Indicators (KPI) have been 

detailed to be used as reference to evaluate the resulting OLYMPUS 

framework. 

The document is structured as follows. Section 1 introduces the identity 

management aimed in the OLYMPUS project.   Section 2 explains the global 

processes “cross-domain use cases” (including the main processes of the 

identity life-cycle) that takes part in the OLYMPUS. Next, section 3 delves into 

the “Non-Functional” requirements of the project. Section 4 introduces the Key 

Performance Indicators. Finally, a conclusion section and annexes. 
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1. INTRODUCTION 

In this section, we describe the Oblivious Identity Management (IdM) aimed 

for by the OLYMPUS Project. On a high-level, the IdM should provide both 

users and service provides with the convenience of password-based Single-

Sign Solutions (SSO), but without their drawbacks. It is well known that the 

main disadvantage of classical SSO solutions is the reliance on a fully trusted 

Identity Provider (IdP). This IdP then becomes a single point of failure in the 

following senses: 

• A compromised IdP can impersonate the user (gain full access to all his 

accounts) and learns his login password. 

• The IdP learns user’s behaviour (which account was used when). 

• Unavailability of the IdP results in unavailability of the SSO service. 

OLYMPUS circumvents all these drawbacks by distributing the task of the IdP 

among several IdPs. Moreover, advanced cryptography will allow us to 

mitigate the drawbacks while preserving most of the usability advantages of 

SSO. In terms of distinguishing security and privacy properties, the distributed 

OLYMPUS IdP aims to provide the following properties (if at least one of the 

IdPs is not corrupted): 

 

• Enable password-authenticated & privacy-friendly SSO. 

o Passwords allow convenient use of the OLYMPUS IdM.  

o No long-term key material needed on the user side. 

o No secure hardware needed on the user side. 

• Protect user passwords against offline attacks. 

o User passwords remain secure even when the IdPs get 

compromised (if one / or a critical threshold of IdPs remain 

honest). 

o Short and simple passwords are enough. 

• Security against impersonation attacks. 

o If less than a critical number of IdPs remain honest, the user 

cannot be impersonated. 

• Proactive security. 

o The secret key material of IdPs can be refreshed to mitigate, e.g., 

undetected security breaches. 

• Privacy & Obliviousness of IdP. 

o IdPs cannot track the user’s behaviour. 
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2. CROSS-DOMAIN USE CASES 

This section describes the generic identity-related processes or cross-domain 

uses cases, that applies to several, independent use cases. This cross-

domain use cases are obtained after extending and generalizing the use-

cases defined in Olympus deliverable D6.1 [1]. 

Olympus aims to be an interoperable identity management ecosystem that 

maintains compatibility with traditional systems such as SAML or OpenID, 

acting as an identity provider and adding privacy features for the benefit of 

users. 

Olympus will provide Identity management solutions for both users and 

Identity Providers, thereby it aims to create, maintain and manage identity and 

attribute information about end users, while providing authentication and 

attribute assertions to service providers. This functionality can be described 

as the following 4 general services/phases. 

 

2.1. Enrolment 
 

During this first phase, the user is created in the Olympus virtual Identity 

Provider (vIdP). 

From the user’s perspective, the process is started with the user entering a 

username and password. From a technical perspective certain cryptographic 

protocols are executed between the user’s client software and an OLYMPUS 

virtual IdP’s (vIdP). 

The protocols allow the vIdP to manage, in distributed way, the username 

along with some cryptographic material, which will allow the user to prove 

knowledge of the password without the individual vIdP learning the password. 

After the enrolment phase, the user has a “blank” user account registered with 

the username, i.e. It only contains the username attribute and no additional 

information. 
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Figure 1. General abstract process of Enrolment with Olympus 

 

2.2. ID Proofing 
 

In order to populate the newly enrolled user account with some attributes, an 

ID Proofing process, demonstrating that the user is who he claims to be, 

should be performed. 

The identity confirmation is carried out outside the vIdP. The user must 

complete the proofing process through a valid identity provider (e.g, eIDAS  

platform [5]) based on an official document or certificate (e.g, passport, driver 

license, etc.). 

The proofing occurs when the it is necessary to obtain qualified information 

about the real user (e.g, financial information, health information, insurance 

status…) in order to make use of a certain service (request a bank loan, obtain 

a new insurance contract, etc.). In these cases, the vIdP may contact external 

resources to gather this information and will afterwards attest to the 

correctness of this information. 

The user presents his/her official documentation to the authorized identity 

provider and obtains a valid token that allows the vIdP to verify that this is 

indeed the real identity of the user. 

While the ID Proofing process will most often occur in connection with, or 

immediately after, the enrolment process, it can also be performed at a later 

point in time. For example, a user might enroll in the system and prove their 

identity using an eID. At a later point in time, the user might want to attach 
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financial information to the account and gives the vIdP an access-token, 

allowing the vIdP access to the user’s financial information from the user’s 

bank. 

Note that after the initial ID proofing, additional information may be attached 

to an account without the interaction of the users. The vIdP could monitor 

public/open records and add attributes to the user account if relevant. This 

could for instance be relevant in relation to a credit rating use-case, where the 

vIdP could monitor a public bankruptcy registry. 

 

 

Figure 2. General abstract process of ID Proofing with Olympus 

 

2.3. Authentication 
 

The Authentication process enables a user to employ his virtual identity 

against a specific service hosted in the Service Provider (or Relying Party). 

The process starts with the user entering his/her username and password. 

This allows the client software to execute a protocol with the vIdP, proving 

knowledge of the password. 

At this point, the user specifies what information is required to access the 

service provider. This requirement information will commonly be supplied by 

the service provider to the user, who confirms that it wishes to reveal that 

information to the service provider. This is done by the user constructing an 

authentication request to the vIdP; specifying the specific attributes to reveal 

to the service provider, but without revealing the identity of the service 

provider to the vIdP.  

Each IdP within the vIdP now validates that the required attributes can be 

satisfied by the user’s account. If the validation is successful, a partial 

signature is generated for an authentication token which is sent to the user. 
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Finally, combining all the partial signatures the user obtains a full 

authentication token which is presented in the service provider.  

 

 

Figure 3. General abstract process of Authentication with Olympus 
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2.4. Update, Delete & Revocation 
 

As all tokens issued by the vIdP are short-lived, revocation is not relevant for 

the use-cases. The ability for the user to delete their account, should however 

be supported. This process starts with the user typing a username and 

password, establishing a secure and authenticated channel with the IdPs that 

conforms the vIdP. Next, the user issues a delete account command, ordering 

the vIdP to delete the account from the database. 

In order to update the regular user attributes, the user may perform the ID 

Proofing process described earlier. Updating the user password is however a 

more complex operation. This requires the user software to execute a protocol 

similar to the enrolment protocol, with the change that the existing user 

attributes are attached to the updated account. Additionally, another optional 

process is the update of the internal cryptographic material stored on each 

server, which is unique for each user. 

 

 

Figure 4. General abstract process of Update & Delete with Olympus  
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3. GLOBAL NON-FUNCTIONAL REQUIREMENTS  

This section defines the non-functional requirements of Olympus accounting the 

cross-domain uses cases defined in section 2. The requirements are grouped in 

four categories. General Requirements, Security Requirements, Usability 

Requirements, and Operational Requirements. For the OLYMPUS functional 

requirements of the use cases, the reader is referred to deliverable D6.1 [1]. 

 

3.1. General Requirements 
 

oID Description Rationale Fit Criterion Priority 

g.RQ.1 Short-lived 
authentication 
tokens: The vIdPs 
should provide short-
lived tokens to the 
user, which can be 
relayed to service 
providers. 

Eliminates the 
need for long 
term storage of 
security critical 
material user-
side. 

Validity time 
interval in 
token. 

H 

g.RQ.2 Unlinkability across 
SPs and sessions: 
Identity of one user 
cannot be linked 
across different SPs or 
multiple accesses-
sessions to the same 
SP. 

Privacy of user.  H 

g.RQ.3 User side hardware 
environment: Users 
should not be required 
to make use of specific 
hardware 
environments to 
operate, i.e. no 
security critical 
material needs to be 
stored on the user’s 
device. 

Eliminates the 
need for long 
term storage of 
security critical 
material user-
side. 

 H 

g.RQ.4 Integrable with 
existing IdM 
technologies: 
Possibility of allowing 
integration with 
standard technologies 
such as SAML, 
OpenID. 

Ease of adoption 
of the Olympus 
solution. 

 
L 

g.RQ.5 Data-minimization: 
limit personal data 
collection, storage, 
and usage to data that 
is relevant, adequate, 
and absolutely 

Ensure user 
privacy 

 H 
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necessary for carrying 
out the purpose for 
which the data is 
processed. 

g.RQ.6 Optional support of 
anonymous 
authentication; No 
identifiable information 
about the user is 
disclosed to the SP. 

Allows a user to 
be anonymous 
towards a SP. 

 L 

g.RQ.7 Personal data 
processing following 
the GDPR regulation 
[4] (Modify, Delete, 
Retention…) Data 
structures are set up 
with GDPR in mind.  

Legal 
compatibility 

 H 

g.RQ.8 OLYMPUS ecosystem 
should provide a 
transparency 
property, clearly 
indicating what 
attributes are hidden 
and protected by the 
OLYMPUS system. 

Ensure user 
privacy. 

 M 

g.RQ.9 No brute-forcible 
security critical data 
stored on IdPs. 
Security critical known 
only to users (e.g. 
passwords) must not 
be stored on the IdP 
servers in such a way 
that it can be learned 
in a reasonable 
amount of time, in 
case of a server 
breach. 

User protections 
in case of 
breach. 

 M 

g.RQ.10 User Data Deletion 
/Retention: in an 
event of failure (e.g. 
tool crash) the user 
personal data handled 
so far, will be deleted 
and not retained. 

Ensure user 
privacy 

 H 

 

3.2. Security Requirements 
 

     
ID Description Rationale Fit 

Criterion 
Priority 

se.RQ.1 No Impersonation by 
IdPs: Coalition of less than 
a threshold number of IdPs 
will not be able to 

Only real user can 
authenticate. 

 H 
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impersonate the user. That 
is, IdPs cannot issue 
access tokens for any SP. 

se.RQ.2 Hiding SPs from IdP: IdPs 
cannot observe which user 
is accessing which SP. 

Unlinkability: 
privacy of user’s 
choice of SPs. 

 L 

se.RQ.3 Authentication: All 
components and entities of 
OLYMPUS must use 
authentication protocols to 
mutually authenticate.  

Preventing MitM 
attacks 

Following 
NIST or 
ISO 
standards 

H 

se.RQ.4 Data Integrity: All 
components of OLYMPUS 
must protect the integrity of 
the identity data, metadata 
and logfiles during 
transport and at rest.  

Prevent external 
attacks 

Following 
NIST or 
ISO 
standards 

H 

se.RQ.5 Confidentiality: All 
components of OLYMPUS 
must maintain the 
confidentiality of data 
during transport and at 
rest.  

Prevent external 
attacks 

Following 
NIST or 
ISO 
standards 

H 

se.RQ.6 Availability: All OLYMPUS 
components must ensure 
that the unavailability of 
their own or other system 
components does not 
modify any security 
functionality. 

   

se.RQ.7 Access control: All 
OLYMPUS components 
must enforce appropriate 
access rules such that only 
authorized persons or 
instances are allowed to 
access identity data, 
metadata or other security 
relevant data (e.g. 
cryptographic keys).  

Preventing 
illegitimate use 

Following 
NIST or 
ISO 
standards 

H 

se.RQ.8 Replay: Every 
cryptographic protocol 
between OLYMPUS 
internal components, token 
and client and between 
service provider must be 
resistant against replay 
attacks.  

Preventing 
illegitimate use 

Following 
NIST or 
ISO 
standards 

H 

se.RQ.9 Token standards: The 
authentication tokens 
should comply with 
relevant standards, 
cryptography requirements, 
authentication protocols 
and protection profiles (if 
available) and must 
correctly implement them. 
Any identity token used to 
log on to OLYMPUS must 
be tamper proof.  

Preventing 
illegitimate use and 
MitM attacks 

Following 
NIST or 
ISO 
standards 

H 
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se.RQ.10 User cannot falsify or 
change authentication 
tokens. Tokens assert 
exactly what the vIdP 
agrees to 

Only info asserted 
by the vIdP gets 
accepted by the 
SPs 

 H 

se.RQ.11 Proactive security. The 
secret key material of the 
IdP can be refreshed. 

Mitigate undetected 
security breaches 
at IdP 

 H 

 

3.3. Usability requirements 
 

     
ID Description Rationale Fit Criterion Priority 
     
us.RQ.1 Effectiveness: All 

users must be able 
to authenticate and 
provide credential 
using OLYMPUS 
technology without 
prior training in the 
user. 

Increase 
chance of 
adoption 

Qualitative 
user 
evaluation 

H 

us.RQ.2 Efficiency: A user 
should be able to 
authenticate and 
provide credential 
using OLYMPUS 
technology within an 
acceptable time as 
perceived by the 
user. I.e. it should be 
perceived as equally 
fast as using other 
authentication 
technologies. 

Increase 
chance of 
adoption 

Qualitative 
user 
evaluation 

H 

us.RQ.3 Satisfaction: 
Authenticating and 
providing credentials 
using OLYMPUS 
technology should be 
a satisfying 
experience to the 
user. 

Increase 
chance of 
adoption 

Qualitative 
user 
evaluation 

H 

 

3.4. Operational requirements 
 

ID Description Rationale Priority 
    
op.RQ.1 Provide added value for 

stakeholders involved: 
Stakeholders are relatively 
satisfied with the solutions they 
currently use for authentication. 
This implies that, with 
OLYMPUS, at least the users 
SHOULD be provided with 

Increase chance 
of adoption. 

H 
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some added value, e.g. 
usability, privacy or security 
benefits. 

    
op.RQ.2 Interoperability: Different 

scenarios, uses cases and 
business cases are 
characterized by different 
services and authentication 
methods. Therefore, a great 
variety of services and 
authentication methods 
SHOULD be supported, at least 
business cases defined in 
Olympus D6.1[1]. 

Increase chance 
of adoption and 
usefulness of 
OLYMPUS. 

L 

op.RQ.3 Mobile support: The use of 
mobile devices is increasing in 
importance for both, consumer 
as well as professional services. 
However, authentication for 
access through mobile devices 
remains a challenge in many 
use cases. Therefore, 
OLYMPUS SHOULD support 
authentication through mobile 
devices  

Increase chance 
of adoption and 
usefulness of 
OLYMPUS. 

L 
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4. KEY PERFORMANCE INDICATORS (KPI)  

4.1. Key Performance Indicators (KPI) Definition 
 

Defining a Key Performance Indicator (KPI) within the OLYMPUS context is 

an important mechanism which provides a measurable value that 

demonstrates how effectively a demonstrator or Pilot is reaching its key 

objectives.  

The evaluation process will use these KPIs to evaluate the success rate of 

reaching specified targets through tools, enablers and other mechanisms. In 

this way, KPIs help OLYMPUS to understand how well it is performing in 

relation to its strategic goals and objectives. In the broadest sense, a set of 

KPIs can tell how well the scenario and the OLYMPUS components involved 

are performing.  

The demonstrator will evaluate the KPIs aiding to validate both functional and 

the ecosystem performance. Every presented KPI is described in a table in a 

different row considering the following format: 

• Abbreviation – shortened form 

• Unit (of measurement) - representing what kind of measurement it will 

provide. 

• Description - as the selected KPI literal description. 

• End-user/Testers – Who will perform the evaluation. 

• Evaluation Criteria - as the way the KPI is going to be measured or 

considered. The evaluation criteria can be “Practice” or “Questionnaire”:  

o Practice: Code and deployment evaluations of the implemented 

system. 

o Questionnaire: Evaluation and validation through user questionnaires. 

 

4.2. Key Performance Indicators (KPI) 
 

The KPIs are divided into three categories: technical, user experience, and 

quality assurance: 

• The technical category demonstrates how well the implemented solution 

performs from a technical perspective and can be used to identify 

bottlenecks. 

• The user experience category demonstrates how the implemented is 

perceived by the users (both end users and 3rd party developers). 



19 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

• The quality assurance category demonstrates how thoroughly the 

demonstrator / pilots have been tested. 

 

TECHNICAL KPIs 
 

KPI #  Unit Description End-users/Testers 
Evaluation 

Criteria 

1 Enrolment 
performance time 

Total time to 
perform enrolment 

End user Practice 

2 Enrolment 
performance 
(client) 

Time to perform 
enrolment on client 
side 

End user Practice 

3 Enrolment 
performance 
(server) 

Throughput of 
enrolments (no. 
enrolments in some 
timeslot) 

End user/server Practice 

4 Authentication 
performance time 

Total time to 
perform 
authentication 

End user Practice 

5 Authentication 
performance time 
(client) 

Time to perform 
authentication on 
the client side 

End user Practice 

6 Authentication 
performance time 
(server) 

Throughput of 
authentications (no. 
authentications in 
some timeslot) 

End user/server Practice 

7 Validation 
performance  

Time to validate 
token on Service 
provider side 

End user Practice 

 

USER EXPERIENCE KPIs 
 

KPI 
# 

Unit Description 
End-

users/Testers 
Criteria 

8 User trust Perceived level of trust in 
solutions using 
OLYMPUS and the use 
of information 

General public 
/Associate 
partners 

Demonstrator evaluation 
and questionnaire 
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9 Tool usability  App user friendliness, 
look and feel perceived 
by the user (simple to 
install, easy to navigate, 
provides use guidelines 
and information about 
problems, easy to 
remove). 

General public 
/Associate 
partners 

Demonstrator evaluation 
and questionnaire 

10 API usability  Level of simplicity, 
adaptability and 
functionality perceived by 
developers. 

Developers Practice and questionnaire 

11 API 
completeness 

Level of completeness 
on the API 
documentation perceived 
by developers.  

Developers Practice and questionnaire 

12 API 
understandabi
lity 

Level of 
understandability on the 
API documentation 
perceived by developers.  

Developers Practice and questionnaire 

 

QUALITY ASSURANCE KPIs 
 

 

KPI 
# 

Unit Description 
End-

users/Testers 
Criteria 

13 Number of 
evaluators 

Number of people from the 
target groups that will 
evaluate the corresponding 
tool. 

General public 
/Associate 
partners 

Demonstrator 
evaluation 

14 Average number 
of interactions 

Total number of enrolments 
+ authentications divided by 
the number of evaluators. 

General public 
/Associate 
partners 

Demonstrator 
evaluation 

15 Protocol 
abortions 

number of 
enrolment/authentication 
protocols started but not 
finished. 

General public 
/Associate 
partners 

Demonstrator 
evaluation and 
questionnaire 
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5. CONCLUSIONS 

This document has described a set of cross-domain use cases introduced in 

the OLYMPUS project. This cross-domain use cases define general identity-

related processes, independent of the specific use case, to manage the entire 

identity life-cycle. The cross-domain use cases are described in a generic way 

to embrace diverse kind of use cases.  

In addition, the document has described a list of non-functional global 

requirements that have been categorized into four types: General, security, 

usability and operational. These requirements establish the bases of the 

project, contributing to the architectural design that is being carried out. 

Lastly, a set of key performance indicators (KPI) have been identified. These 

indicators are intended to evaluate the performance of the OLYMPUS solution 

once it is designed and implemented. The evaluation procedure takes from 

the user experience to more technical measures (like crypto material 

generation times) and add how these measurements are expected to be 

made. 

6. REFERENCES 

[1] Rafa Torres et al. “D6.1. Use cases description document”. OLYMPUS 

(OBLIVIOUS, IDENTITY MANAGEMENT FOR PRIVATE USER-

FRIENDLY SERVICES), H2020 EU project, grant agreement No 786725. 

February 2019 

[2] Sabouri A., Krontiris I., Rannenberg K. (2012) Attribute-Based Credentials 

for Trust (ABC4Trust). In: Fischer-Hübner S., Katsikas S., Quirchmayr G. 

(eds) Trust, Privacy and Security in Digital Business. TrustBus 2012. 

Lecture Notes in Computer Science, vol 7449. Springer, Berlin, Heidelberg 

[3] Bernabe J.B., Skarmeta A., Notario N., Bringer J., David M. (2017) 

Towards a Privacy-Preserving Reliable European Identity Ecosystem. In: 

Schweighofer E., Leitold H., Mitrakas A., Rannenberg K. (eds) Privacy 

Technologies and Policy. APF 2017. Lecture Notes in Computer Science, 

vol 10518. Springer, Cham 

[4]  Regulation (EU) 2016/679 of the European Parliament and of the Council 

of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and 

repealing Directive 95/46/EC (General Data Protection Regulation) Official 

Journal of the European Union, Vol. L119 (4 May 2016), pp. 1-88 

[5] Regulation, E. U. (2014). No 910/2014 of the European Parliament and of 

the Council of 23 July 2014 on electronic identification and trust services 

for electronic transactions in the internal market and repealing Directive 

1999/93/EC (eIDAS Regulation). European Union, 44-59. 


