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cases and describes how these can be effectively executed. The test cases 
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EXECUTIVE SUMMARY 

This deliverable is the outcome of OLYMPUS’ Task T5.1, which aims to 

ensure the software quality of implementations developed in the OLYMPUS 

project. The work described here is closely related to the protocols and 

requirements developed in WP3, the software implemented in WP4 and the 

use cases described in WP6.  

D5.1 describes how the software developed as part of WP4 and the 

prototypes used in the two use cases will be tested. The testing framework 

uses various common technologies and best practices, such as continuous 

integration (CI), test driven development and cloud-based deployment to 

ensure the quality of implemented software. 

In order to verify that the requirements of D3.1 are met, the testing 

framework contains a number of benchmarks the implemented software 

must undergo. These benchmarks, along with a modular architecture, allow 

the different algorithms and protocols developed in WP3 to be meaningfully 

compared with each other using a consistent platform.  

The document is structured as follows: Section 1 gives an introduction to 

testing and how it is done in the project. Section 2 gives a description of the 

architecture of the OLYMPUS framework and the use cases. Section 3 

describes how testing is done on the core OLYMPUS framework, where 

Section 4 describes how testing is done in the use cases. Section 5 looks at 

the requirements described in D3.1 and how these can be verified using the 

test framework. Finally, Section 6 concludes the deliverable. 
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1. INTRODUCTION 

In order to ensure the functionality and quality of the software implemented 

in the OLYMPUS project, it is subject to a series of tests and benchmarks. 

This deliverable describes how these tests are to be performed and what 

their purpose is. The deliverable is closely related to D3.1, which describes a 

series of requirements for the implementation. 

The software implemented in the project can be roughly split into two 

segments: Generic OLYMPUS virtual IdP related software and use case 

specific implementation, relying on the generic OLYMPUS software. This 

document describes how both of these segments are to be tested. The 

generic virtual IdP software will primarily be tested regarding correctness of 

protocols, performance and similar technical aspects. The use case specific 

software will take a more user related and holistic approach and evaluate if 

the entire application (utilizing the generic virtual IdP functionality) functions 

as expected and can achieve the overall goal of the use case. 

Tests in general can be grouped in a variety of ways. A test may focus on a 

single (small) component (unit tests), the interaction of a number of 

components (integration tests) and tests of a complete system (system 

tests). Furthermore, tests may be executed using more or less automation: 

Unit tests and a number of integration tests may be executed automatically, 

in an automatically created environment, when code is pushed to the central 

repository. On the other hand, most system tests require some manual 

intervention to create the test environment and a human actor to perform the 

operations. This is especially true when multiple distinct devices have to 

communicate and the test has to reflect a realistic setting.  

The code implemented in the OLYMPUS project will undergo automatic 

testing on unit and integration level as part of the normal development 

process. The larger system tests involving both generic OLYMPUS code 

and use case specific implementations will involve more manual effort in 

order to configure a test environment and performing the actual tests 

described in their relevant sections. The same applies for the benchmarking 

tests, where tests are executed to measure certain KPI's, where manual 

effort is used to configure a consistent test environment and an automated 

process performs the actual tests. 

We note that the tests described in this deliverable are oriented towards the 

technical implementation and the quality hereof. Other quality attributes such 

as the implementations effects on user privacy, data protection impact 

assessment (DPIA) and similar are not included here. 

1.1. Different types of testing 
As mentioned in the previous section, there is a number of different test 

types commonly used. The following is a brief explanation of some that are 

used in the project. 
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Functional testing tests that the implementation or applications’ features 
work as expected. These tests may include verifying that the implementation 
produces messages according to the specific protocol. The tests may also 
involve negative testing to verify security requirements are met, testing an 
app's use of built-in device resources such as camera, etc. Testing may also 
involve testing if screen orientation is correct and even if gestures and other 
inputs are understood correctly by the app or implementation. 

Functional test cases will be based on various use cases and user-based 
reviews using real smartphones and devices. 

Benchmark testing provides a repeatable set of quantifiable results from 
which present and future software releases for specific functionality can be 
baselined. It is a process used to compare the performance of software 
system also known as SUT (System Under Test). An SUT can be a server 
application, a mobile app or a combined interaction of apps. Benchmark 
testing is not limited to just software, but can also involve hardware testing, 
such as cameras and near-field communication (NFC) and Bluetooth Low 
Energy (BLE) connectivity used in the mobile drivers license (mDL) use 
case. 

Testing of smartphone and tablet apps is a special case of functional 
testing, involving tests of the user interface and verifying the application 
functions as expected on different platforms (e.g. Android, iOS, Windows). 
Some of these tests can be semi-automated using frameworks such as 
Selendroid for the Android Apps. Selendroid is a test automation framework 
which drives off the UI of Android native and hybrid applications (apps) and 
the mobile web. 

Compatibility testing involves the existing subtle differences between 
closely related devices (versions, different vendors, etc.), it must be ensured 
that the implementation behaves similarly on several different popular 
devices in EU. 

Connectivity testing ensures that the support of different types of devices 
works as intended. This may involve testing online & offline communication 
using local connections such as NFC or BLE. Testing switches between 
different connection types and tests without network connection (for 
implementations designed to work offline) 
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2. ARCHITECTURAL DESCRIPTION AND USE CASES 

The OLYMPUS framework implementation is primarily focused on the online 

model of authentication, where the user communicates with a virtual Identity 

Provider (IdP) to obtain a short-lived access token and the service provider 

is able to verify this access token without external communication (although 

this can be done to further improve security at the cost of privacy).  

Traditionally an IdP is a single server solution, however OLYMPUS allows a 

number of individual partial IdPs to work together and form a single virtual 

IdP, providing a number of security benefits not available in a single IdP 

server setting. 

In order to fully support all requirements of the use cases, some support for 

the offline model (where a user is able to generate an access token without 

communicating with the IdP) is also needed. This is done using an Idemix 

implementation, also used in FP7 project ABC4Trust and H2020 project 

ARIES, which allows for a rapid deployment of the use case, while spending 

limited effort. 

While the online and offline models are not completely comparable, the 

following benchmarks are somewhat comparable and may provide 

meaningful insight: 

• Online enrolment can be compared to offline credential issuance 

• Online authentication can be compared to offline token generation 

• Verification is done offline in both cases and is directly comparable 
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2.1. Virtual IdP Architecture 

 

Figure 1 Virtual IdP Architecture 

An OLYMPUS virtual IdP deployment interacts with different parties as 

shown in Figure 1. The core OLYMPUS implementation itself consists of two 

main components, a Java/REST based virtual IdP server component and a 

client component. While the main interest is in the server component, a 

specific OLYMPUS client is needed in order for the user agent to access the 

functionality. For testing purposes, a Java client has been implemented, but 

any programming language capable of REST communication will be able to 

implement a client able to use an OLYMPUS virtual IdP. 

Note that the architecture does not specify a specific number of IdP 

instances forming the virtual IdP. Depending on the desired security of the 

deployment (and the chosen cryptographic primitives), this number may 

vary. The concrete deployment is configured in the OLYMPUS User Client 

(and the IdPs themselves), however the rest of the user application is 

oblivious to this information. 

 

2.1.1. The client component 
The client exposes a basic API towards the user agent, consisting of the 

following 5 methods: 

• Create user: Takes a username and password as input and creates a 

blank account on the virtual IdP. 
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• Prove identity: Takes a username, password and some assertion 

regarding the user as input and adds the assertion/attribute to the user 

account on the virtual IdP. 

• Create user and prove identity: Takes a username, password and some 

assertion regarding the user as input and creates a new user account 

and populates its attributes on the virtual IdP. 

• Authenticate: Takes a username, password and some claim as input and 

produces an assertion/token signed by the virtual IdP. 

• Delete user: Takes a username and password as input and deletes the 

account on the virtual IdP. 

The main objective of the client is to handle the cryptographic process of 

translating the basic username/password combination into protocol 

messages understood by the virtual IdP. What protocols are actually run is 

completely oblivious to the user agent. 

This provides the use cases with a stable interface for their client software 

and they therefore do not need to modify their code should the underlying 

cryptographic protocol change. Furthermore, this allows for easier 

benchmarking and testing, since a series of generic test cases can be 

written and run using different cryptographic protocols. Indeed, a simple 

client, utilizing a non-distributed username/password JWT based IdP, has 

been implemented to ease debugging of the use case defined tests and to 

provide a baseline for the benchmarks of the more advanced cryptographic 

protocols. 

 

2.1.2. The server component 
 

The server component consists of 4 main components, two of which are the 

generic cryptographic implementations (produced in WP3 and WP4 of the 

OLYMPUS project) and two other which are more deployment/integration 

specific:  

• A Token generator is responsible for creating and signing the 

authentication tokens, which are the output of the IdP. The exact 

output is determined by the concrete token generator and could 

include JWT, SAML or some other type of access token or credential. 

In order to support certain cryptographic operations, the token 

generator may have to communicate with the token generator module 

of the other IdPs in the deployment. 

• An Authentication Handler is responsible for verifying the identity of 

the client. How this is done is not specified, but ranges from looking 

up a password in a database to distributed password authentication. 

As with the token generator, the authentication handler may have to 
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communicate with the other authentication handlers in the 

deployment. 

• An orchestration component is responsible for communicating with 

the clients and invoking other parts of the virtual IdP. 

• An ID Proofing component is responsible for verifying the validity of 

user attributes, before they are added to the IdP storage. This 

component may contact external resources in order to either validate 

a claim or signature or to look up the information in some trusted 

repository on behalf of the user. 

While the Orchestration component is the glue that makes the IdP work and 

the ID Proofing component may contain context specific logic, the goal of the 

Authentication Handler and Token Generator is to be somewhat self-

contained and easily replaceable. This should allow for a very modular 

architecture, where an Authentication Handler using X.509 certificates can 

be replaced by one utilizing OLYMPUS developed cryptographic 

implementations or basic password verification, without this having an effect 

on the produced access tokens. Similarly, switching from a JWT producing 

Token Generator to a SAML based or blind signature producing one, is 

oblivious to the Authentication Handler and the rest of the implementation.  

This modular approach allows for a development process where a traditional 

IdD solution can quickly be implemented and form a baseline for testing. As 

more advanced components/protocols for authentication and signatures are 

developed in WP3 and WP4, these modules can be plugged into the 

framework, replacing the more basic components. This allows developers in 

the use cases to start their development and test process, before a fully 

working implementation of distributed password verification and threshold 

signatures has been implemented as part of WP4. 

 

 

2.2. Offline architecture 
Among the use cases to be supported, it is necessary to provide support for 

offline models in which the user must be able to generate an access token 

without direct communication with the IdP. This goal is achieved using IBM 

Idemix. Idemix uses a technology that allows an issuer to issue a credential, 

containing a number of attributes, to a user. The user can then use the 

credential to perform proofs regarding the attributes towards a service 

provider in a privacy friendly manner. 

The architecture, depicted in Figure 2, shows the distribution of the 

components to work with Idemix. 
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Figure 2 Offline architecture 

The main components are: 

- ABC4Trust IdP: For online issuance processes. 

- User (app): In charge of storing the issued credential and generating ZK-

Proofs. 

- Relying Party: Offers a service and is able to verify the ZK-Proofs 

presented by the user. 

- Attribute provider: External attribute source. 

- eID Verifier: Provides the ability to verify electronic documents such as the 

e-Passport or the mobile driver's license through an external IdP. 

Offline use cases require that there has been a previous issuance process in 

which the user has obtained a valid Idemix credential that certifies the 

possession of a set of attributes. 

The issuance process is done by contacting ABC4Trust IDP online, an entity 

that can certify and collect user attributes and generate a legitimate 

credential. 

Once the user has received his credential, he is able to generate, in a totally 

offline way, zero-knowledge proofs that certifies the possession of certain 

attributes or fulfils a requirement, for example, to be of legal age. 
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In the case of the verifier, it is an entity that has been deployed offline to 

work without having to contact the ABC4Trust IDP. This entity is able to 

check the proofs generated based on a credential issued by the ABC4Trust 

IDP. 

 

2.3. Use cases - online 
CREDIT FILE USE CASE 

In the Credit File use case, the overall enrolment process is outside the 

scope of the project, i.e. it is assumed that the users have a proper account 

on the Credit File Platform (CFP) and any other relevant third party IdP. 

For this use case, the OLYMPUS virtual IdP software is deployed along with 

the Credit File Platform, i.e. hosted by the same organization. Ideally, the 

virtual IdP software would be integrated with the CFP, allowing the virtual 

IdP "prove identity" method (used to look up data) to be handled completely 

by the CFP. Initially this integration is instead left out and a proxy solution is 

used.  

When the user requests data from the vIdP, the CFP specific IdP proxy will 

use functionality similar to the "prove identity" method to inject data into the 

IdP database. This allows the user to access the virtual IdP and create an 

access token containing the financial information (specific to the selected 

profile). At this point, the user is able to use the virtual IdP to create an 

pseudomized token with the defined assertions and send this pseudomized 

information to the financial entity for its evaluation. 

In order for the financial entity to verify the authenticity of the pseduomized 

information, the financial entity must obtain the public key of the virtual IdP. 

How this is done is also out of scope of the use case. 

 

MOBILE DRIVER’S LICENCE USE CASE 

The Mobile Driver License (mDL) use case demonstrates the proof of age in 

an online environment. The transaction between the mDL Holder and the 

Verifier includes the virtual IdP as 3rd party provider of verifiable user 

credentials. The mDL holder is typically issued a set of credentials that 

allows the holder to be age verified. A Verifier will be able to receive age 

proof. Ideally, the Verifier as well as the mDL Holder will work online 

connected.  

For testing purposes, a sample database of records will be prepared along 

with the virtual IdP system. The record set will be based on the data types 

and formatting of ISO 18013. The mDL Holder app and the mDL Verifier app 

will setup a peer-to-peer connection, prompting the mDL Holder to 

authenticate with the virtual IdP and obtain an authorization token that can 

then be sent to the mDL verifier app. The holder and verifier will initially 
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perform a device engagement step in order to recognize each other. In the 

online case once the device engagement dataset is read by the Verifier app 

the following attempts to connect to the backend service may be 

authenticated first as an option.  

 

 

2.4. Use cases - offline 
  

The Mobile Driver Licence use case contains a requirement of support for 

proof of age in an offline environment - i.e. a transaction limited to a peer-to-

peer connection between the mDL Holder and the Verifier and no 

connection to any central online system (such as a central database record). 

The case of offline transaction does not imply that the parties are offline 

forever, but rather that they are offline during a transaction of age verification 

that needs to be complete and concluded while offline.  

In such cases, the verification could be possible using pre-stored credentials 

in the mDL Holder device without using the full service of an online virtual 

IdP. This case can prove useful as a fall back, last line of functionality to 

assure that business and user convenience is achieved. 

For testing purposes, sample mDLs will be prepared beforehand and 

installed in smartphones playing the role of mDL Holder. The Verifier 

smartphones will be installed with the mDL Verifier App, including the pre-

installed key material to correctly verify the credentials. 

 

3. TESTING OF OLYMPUS VIRTUAL IDP 

When testing the virtual IdP implementation, the main concern is 

functionality and performance. The software is, in its nature, several server 

applications, which a client may contact to obtain access tokens. The 

software does not contain any user interfaces, but instead provides an 

Application Programming Interface. Hence automatic testing and 

benchmarking is the natural approach to ensure the functionality of the 

implementation. In addition to the various positive test cases (e.g. is it 

possible for a user to obtain a valid access token?), a set of negative tests 

(e.g. are we sure a faulty password causes an error?) are included to verify 

the security requirements are met. 

The automated tests are split into 3 groups:  

• Unit tests: The unit test suite is automatically run whenever code is 

submitted to the central repository and is responsible for ensuring all 
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individual components function as expected. If a test is failing or the 

test coverage is too low, the changes cannot be merged into the 

repository. Ideally all code should be tested, however certain 

boilerplate functionality is impossible to meaningfully tests and a hard 

requirement of 100% test coverage would require spending effort on 

meaningless tests. Hence a lower test coverage is expected.  

• Integration tests: A small number of integration tests are also 

automatically executed at the same time as the unit tests. These 

integration tests cover basic functionality, e.g. creation of a user 

account and verifying that valid access tokens can be issued. On top 

of these basic tests, a set of integration tests mimicking the use cases 

are also included. These test use sample data from the use cases 

and are used to validate that this functionality is supported by the 

virtual IdP. This approach has the goal of ensuring that if the use 

case implementations provide the agreed inputs, correct access 

tokens will be issued. This also allows the use cases to primarily 

focus on their responsibility, namely use case specific 

communication, integration and user interaction. 

• Benchmarking tests: A suite of tests used for benchmarking is also 

included. While some of these may be run automatically, this is not 

done by default on code submission. Since the results may require 

human interpretation to be meaningful, these are not executed in 

order to speed up the test process. Further details can be found in 

Section 5. 

While the basic unit testing is used to discover basic bugs, integration 

testing is used to discover more advanced errors, such as missing or 

erroneous initialization, and various security related attributes. 

As described in Section 2, the code is split into a server and client 

component. The API provided by the client will be the main entry point when 

writing integration and benchmarking tests. By writing tests against this 

interface and thereby only testing if a certain input produces the expected 

output of the IdP, it becomes possible to reuse tests against different 

underlying cryptographic implementations.  

While one of the overall purposes of the OLYMPUS project is to create an 

virtual IdP, the implemented framework will contain multiple IdP 

implementations. This includes: 

• A basic single server IdP (using classic password authentication and 

generating JWT tokens) which allows the developers to easily write 

and verify the correctness of tests suites. It also allows the 

developers involved in the use cases early access to a useable 

programming interface before the actual virtual IdP is implemented. 

Thereby they can focus on the use case related implementation, 
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while the other project partners work on the cryptographic 

implementations. 

• Several virtual IdPs supporting distributed password verification 

and/or threshold token signatures and other features developed 

during the project. These implementations will be one of the main 

results of WP3 and WP4, however as certain features might not be 

fully compatible, it is likely that only certain combinations of features 

will be supported in each virtual IdP instantiation. The modular nature 

of the OLYMPUS framework does however allow the various 

components to be exchanged independently in order to create a 

compatible configuration. 

Using this approach, the basic IdP will ensure a functional baseline 

implementation, which can be further expanded in a cumulative manned as 

more advanced solutions are developed in WP3 and WP4. This allows for a 

high level of reuse of tests and ensures that bugs in the newly developed 

advanced protocols are quickly discovered.  

Using the approach of exchangeable IdP further allows a basis for 

benchmarking. By running the same benchmark tests using different IdP 

implementations, a fair measurement is ensured with minimal effort spent in 

configuring the test environment. Hereby the effects of adding features such 

as distributed password authentication, threshold signatures, blind signature 

or zero-knowledge proofs can be measured individually. We do note that this 

approach is only applicable for a subset of the benchmarks; as both client 

and server are run on the same hardware, this does not reflect a real-life 

setting.  

 

4. TESTING USE CASE SPECIFIC IMPLEMENTATIONS 

In order to test if the virtual IdP implementation works as a subcomponent in 

the larger use cases, system tests are used to validate the system as a 

whole. The following subsections describe the main functionality of the use 

cases as well as how they will be tested. 

 

4.1. Credit file use case 
Alice needs a loan from the financial entity and goes to the financial website 

using her laptop or smartphone. She selects the profile she is interested in 

and that determines the information required to perform the operation: her 

annual income and the amount of her three last pay checks. The site 

displays this required information and, after Alice’s confirmation, generates a 

QR code containing the selected profile and the rest of information required 

to continue. 
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Alice uses her smartphone to scan the QR code with the Credit File use 

case app. She is asked to identify herself with her qualified certificate using 

an external app. The identity presented by the certificate is linked to the 

username and password attached to her enrolment process in the 

OLYMPUS virtual IdP.   

Once authenticated, Alice sends that authentication token to the vIdP proxy 

hosted by the CFP. The proxy uses the token to obtain the relevant 

information (the financial report with the corresponding financial data) from 

the Credit File platform, which is then stored in the vIdP. The proxy uses 

functionality similar to the OLYMPUS core "prove identity", i.e. the proxy 

validates the information and stores it (attached to Alice's account). For this 

process to work, the configured policy must be known by the proxy, in order 

for it to know how to get the required attributes from the whole financial 

report.  

After the information has been stored on the virtual IdP, the OLYMPUS 

client is called by the CF app and makes an authenticate request. This 

request specifies which information should be contained in the 

authentication token. The OLYMPUS client runs the authentication protocol 

with the virtual IdP and an anonymous JWT token is generated, containing 

only the required information (without any of Alice’s personal data), and is 

returned to Alice’s smartphone. 

Alice sends this token to the financial entity and, later on time, receives a 

response from the bank with the result of the evaluation of her data. If the 

response is accepted, Alice will be able to begin a contractual relationship 

with the bank and she will get the loan on a later process. 

4.1.1. Virtual IdP Related Testing 
In order to ensure that the core OLYMPUS implementation can support the 

use case, the use case described in the previous is implemented as an 

integration test for automatic execution. The test takes static (but otherwise 

"authentic") information artefacts as inputs and performs the following steps: 

1. Create a new user account, using Alice's chosen username and 

password 

2. Attach some unique ID attribute to this account. This step is done to link 

the account to a "real" identity. 

3. Attach information from a financial report to the account 

4. Have the IdP generate an access token, containing specified information 

and validating the signature on the token. 

While the test does not ensure all expected functionality (especially negative 

tests), it does ensure that the use case specific implementation can function. 

Also note that step 3 is actually not done by the client in the actual use case, 

however in order to test the functionality without custom code the client can 

be used to simulated this code. 
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4.1.2. Use case specific testing 
The main features to be tested are the initial website, the Credit File app, the 

engagement with the Credit File platform and data transfer between them. 

Table 1 lists the features to be tested. 

For the initial website, the testing scope covers data transfer and the QR 

code generation and its engagement with the Credit File platform and the 

backend system. For the app, the testing scope covers the QR code 

scanning feature and its engagement with the external app that provides the 

qualified identity. For data transfer, the testing scope includes the methods 

that perform the communication between the app, the Credit File platform, 

the backend system and the core client. When the Credit File app has 

internet connectivity a transaction will be carried out, using the backend 

system and the Credit File platform, if the process is completed. 

The enrolment and the authentication processes are out of scope for testing. 

The mandatory data elements depend on the profile that is selected in the 

first step. 

Table 1 list of user transaction tests 

Transaction 

scenario ID 

Descriptions 

CF-001  This scenario tests initial website features: 

profile selection and QR code generation in 

desktop systems. 

CF-002 This scenario tests initial website features: 

profile selection and QR code generation in 

smartphones. 

CF-003  This scenario tests app features in 

smartphones: QR scanning for creating a 

new transaction, retrieving a financial 

report, generating the required assertions 

and sending them to the bank. 

CF-004  This scenario tests app features in 

smartphones. Precondition: the user did not 

give his or her consent to go on with the 

process on one of the steps listed on CF-

003. 

CF-005  This scenario tests app features in 

smartphones. Precondition: the user has to 

accept one or more missing consent to give 

access to his or her financial information. 

CF-006  This scenario tests app features in 

smartphones. Precondition: the app loses 
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connectivity during the ongoing process. 

CF-007 This scenario tests app features in 

smartphones: navigation through existing 

requests to check the financial entity 

response. 

 

For each transaction scenario, the whole system should evaluate from five 

to eight attributes from a financial report that could be real or a mock one 

during early stages of the development. 

The assertion structure depends on the selected profile. In some cases, an 

assertion should be performed with an attribute with its value ({annual 

Income: 25000}) and in others, the assertion should be and evaluation of the 

attribute ({annual Income: greater than 20000}). 

The data to check is to evaluate whether the values of the user’s financial 

report in the credential verify the policy or not. 

4.2. MDL Use case 
The mDL use case will be tested using functional testing, compatibility 

testing, and connectivity testing that will mainly follow the experience 

received in proven international approaches of the ISO 18013 part 5 test 

events that Scytales is participating actively into (Okayama, Japan 8.2018 & 

Omaha, USA 8.2019). We will first describe the ISO mDL test plan and 

following we will list the specific tests that can be applied for the mDL Use 

Case within OLYMPUS framework. 

According to ISO test events, the main features to be tested are initial device 

engagement that is the first contact between the Holder app and the Verifier 

app. The following tests are included for offline and online data transfer 

during the age verification process. Table 1 lists features to be tested. For 

device engagement, the test scope covers both QR code and NFC 

technologies, as specified in ISO/IEC 18013-5. For data transfer to the mDL 

reader, the test scope includes both offline methods and online methods. 

For the ISO test events mentioned above, the scope includes possible 

offline exchange of data (i.e. BLE). When mDL reader has Internet 

connectivity an online mDL transaction may be carried out, using the mDL 

backend WebAPI. Encryption is also being ISO tested in case of offline data 

transfer and TLS communication in case of online data transfer. mDL 

Reader authentication and TLS client certificate-based authentication are 

out of scope for the ISO tests as proposed also by ISO testing processes 

document. The mDL data to be available for transfer in scope for the ISO 

test event are license and holder data and possibly portrait of mDL holder. 

The mandatory data elements are those that enable desirable age 

verification support (age over 21 or 18). 
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Currently, mDL ISO 18013 part 5 has not included any list of conformity 

tests for internal industrial compatibility testing so this kind of testing will 

remain out of scope under this document too. 

Descriptions of the scenarios for mDL use case in OLYMPUS testing are 

shortly presented below: 

Online:  

Alice holds a device with the mDL App and needs to be verified for her age 

by Bob who holds a device with the Verifier app. Alice and Bob are 

connected online to the Internet. Alice and Bob exchange device 

engagement information to acknowledge initialization of the age verification 

process in a peer to peer mode. First Alice authenticates with the OLYMPUS 

virtual IdP and obtains a token containing an age proof, but otherwise 

anonymous. Next Bob may contact the Issuing Authority (i.e. the OLYMPUS 

virtual IdP), in order to obtain public key material that can be used to verify 

the age proof. Note that this step may be done by Bob at any time.  

Offline: 

Alice holds a device with the mDL App and needs to be verified for her age 

by Bob who holds a device with the Verifier app. Alice and Bob are not 

currently connected to the Internet. However, Alice has been connected at 

an earlier point and issued her credentials using OLYMPUS IdP online. Alice 

and Bob exchange device engagement information to acknowledge 

initialization of the age verification process in a peer to peer mode. As Alice 

and Bob are offline, they continue to exchange data in a peer to peer mode 

using initial engagement information that established trust. Bob is using 

OLYMPUS IdP functionality that is stored locally to achieve verification of 

Alice’s age claims (using ISO mDL age information). 

Furthermore, the scenarios above will be tested using multiple smartphones 

in order to verify compatibility testing among several different popular 

devices in EU (according to the best seller list of amazon.de). Devices 

include Pixel 3 Google Phone, Samsung Phones S series and more. 

Following, the structured description for virtual IdP/online, and the offline 

cases are presented. 

 

4.2.1. Virtual IdP related testing 
As in the Credit File use case, an integration test simulating the use case is 

implemented and executed using static information to ensure that the basic 

use case is supported. For the mDL use case, the following steps are 

performed: 

1. As the use enrolment is out of scope, fictional data is inserted directly 

into the virtual IdP database. 
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2. The use client makes an authenticate request and has the virtual IdP 

generate an access token. 

3. The access token is passed to a verifier. 

4. The verifier contacts the virtual IdP in order to obtain the key material 

used for signing. 

5. Finally, the signature is verified. 

Again, the test does not ensure all requirements to the IdP are met, instead 

it does ensure that the use case specific implementation can function. Step 

4 could also be done by having the user obtain the key material earlier in the 

process and sending it as part of the access token in step 3.  

 

4.2.2. Offline specific related testing 
 

As the offline case differs from the online case, the offline use case test for 

the "Mobile driver license" (mDL) is structured as follows: 

Phase 1: Obtaining a digital driver license (mDL) 

The user has a valid physical driver's license so he must first obtain an mDL 

license. To do this, the user will scan his driver's license with his application 

and get the digital license on his phone with all its attributes.  

Phase 2: Idemix credential Issuance (Online) 

The user application is able to read the information from their mDL and start 

an issuance process with the ABC4Trust IDP to obtain an Idemix credential. 

After obtaining the credential, there is no need to redo any process online 

and the user is ready to operate. 

Phase 3: Proofing (Offline) 

The user wants to carry out the purchase of a good for which it is required to 

meet several requirements e.g. buy a bottle of whiskey. 

When the user arrives at the store, the seller informs him that to buy the 

bottle in his establishment his age must be equal to or greater than 25 years. 

The policy that the seller has detailed to the user is registered in the ABC 

Token Verifier that is deployed in the store. 

The user will use the NFC/Bluetooth/QR to start the verification and 

automatically his app will ask for a confirmation to generate a ZK-Proof that 

will specify that his age is >=25 years old. 

As a result of the verification the seller will know that the user complies with 

the policy and will sell the bottle to the user who has not revealed any data 
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about him during the whole process beyond the claim that he is more than 

25 years old. 

During the process, the user has made use of the Idemix-Offline architecture 

by first obtaining an Idemix credential from the ABC4Trust IDP and then with 

its compatible application generating cryptographic proofs with its ABC 

Prover, which can be verified with an ABC Token Verifier. 

Next section presents the list of mDL use case specific testing scenarios list. 

 

4.2.3. Use case specific testing 
A number of tests involving the code integrating the virtual IdP with the mDL 

application is also needed. These are described in the following coding: 

 

XXOF-XXX means offline transactions and  

XXON-XXX indicates online transactions. 

 

The following tests are mainly achieving Connectivity verification (online & 

offline using local connections e.g. NFC or BLE): 

• Test with different types of connection 

• Switch between different connection types 

• Test without network connection  
 

 
Table 2 list of user transactions tests 

Transaction 

scenario ID 
Descriptions 

DTOF-001 
This scenario supports data transfer by BLE after device engagement 

using QR 

DTOF-002 
This scenario supports data transfer by BLE after device engagement 

using NFC 

DTOF-003 
This scenario supports data transfer by NFC after device engagement 

using NFC 

DTOF-005 
This scenario supports data transfer by Wi-Fi Aware after device 

engagement using QR 

DTON-001 
This scenario supports data transfer by WebAPI after device 

engagement using QR  

DTON-003 
This scenario supports data transfer by WebAPI after device 

engagement using NFC 

 
 

For each transaction scenario, the applicable data check listed in Table 

below shall be performed. 

 
 

Table 3 list of data checks 
Data check Description 
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ID 

DC-001 Check whether age verification is correctly received by the verifier 

DC-002 
Check whether facial image data is correctly received by the verifier 

(optional) 

DC-003 Check whether the issued credential is syntactically well formed 

DC-004 
Check whether the issued credential contains the attributes required 

for the use case 

DC-005 Check whether the issued credential is correctly signed 

DC-006 
Check whether the issued credential has no more personal information 

than defined by the policy 

 

 

 

4.3. Global tests 
Further to these specific test scenarios, the following checks will be performed 

to trace back fulfillment of the requirements defined in D3.1 “Requirements and 

Design Templates for OLYMPUS” [5]. 

Table 4 list of global tests 
Check 

ID 
Req ID Description 

GC-001 g.RQ.1 
Authentication token is not valid for longer than defined by the 

policy? 

GC-002 g.RQ.2 Users can not be linked between different Service Providers? 

GC-003 q.RQ.3 
Security material (e.g. cryptographic keys) does not need to 

be stored on specific hardware on the user’s device? 

GC-004 g.RQ.4 API available for integration? 

GC-005 g.RQ.5 Use of Personal data is minimal? (covered by DC-006) 

GC-006 g.RQ.6 
Identifiable information about the user is not disclosed to the 

Service Provider? 

GC-007 g.RQ.7 Personal data is processed according to GDPR? 

GC-008 g.RQ.8 Age attribute is hidden and protected from Service Providers 

GC-009 g.RQ.9 

Security critical data (e.g. passwords) possibly stored in IdPs 

cannot be brute-forcible cracked in case of security breach of 

the server?  

GC-010 g.RQ.10 
User data can be compulsorily deleted in case of a security 

breach? 

GC-011 se.RQ.1 

Impersonation by IdPs (i.e. IdPs issuing access tokens on 

behalf of users) is not possible unless a coalition of IdPs of 

more than the defined threshold number? 

GC-012 se.RQ.2 
IdPs cannot observe which user is accessing which Service 

Provider? 

GC-013 

se.RQ.3 

se.RQ.4 

se.RQ.5 

All online services are protected with TLS connections? 

GC-014 se.RQ.4 Log files have integrity protection mechanisms? 

GC-015 se.RQ.5 Filesystems of services are encrypted? 

GC-016 se.RQ.7 Access to backoffice services require authentication of users? 
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GC-017 se.RQ.8 Replay attacks are rejected? 

GC-018 se.RQ.9 

Do the authentication tokens comply with relevant standards, 

cryptography requirements, authentication protocols and 

protection profiles as dictated by the business use case 

requirements?  

GC-019 se.RQ.10 
Manipulation of authentication tokens by users are tamper 

evident? 

GC-020 se.RQ.11 Is there a key rotation procedure for IdPs? 

GC-021 us.RQ.1 Users can test the use case scenarios with no prior training? 

GC-022 us.RQ.2 
Overall time required for authentication with OLYMPUS is 

acceptable by users? 

GC-023 us.RQ.3 
User experience of authenticating with OLYMPUS is globally 

satisfying? 

GC-024 op.RQ.1 
The added value of OLYMPUS over other authentication 

solutions is perceived by users? 

GC-025 op.RQ.2 
Do the authentication methods of OLYMPUS virtual IdP 

support the business use cases?  

GC-026 op.RQ.3 
Mobile devices are supported for authentication in the use 

case? 

 

 

 

 

5. BENCHMARKING AND KEY PERFORMANCE 

INDICATORS 

Deliverable D3.1 specifies a number of requirements and key performance 

indicators (KPI), used to qualify the quality of the implementation. Some 

KPIs (1-7) are related to the technical performance of the virtual IdP and are 

measured by a set of benchmarking tests. The remaining KPIs (8-15) are 

related to softer aspects of the implementation and as such are harder to 

measure using purely technical means. Some of these may be measured as 

part of the evaluation of the use cases, however a few KPIs (10-12) relate to 

the developer’s interaction with the API provided by the OLYMPUS 

framework implementation. Since the OLYMPUS API is developed in close 

cooperation with the use case developers, it will not be possible to find 

impartial developers for a true evaluation of these KPIs for these attributes. 

Instead informal quality assurance (with regard to KPI 10-12) is done, by 

noting and addressing the comments and questions of the use case 

developers. 

 

 

5.1. Technical benchmarking 
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In order to benchmark the software with regard to the technical KPIs 1-7 

(time to perform enrolment, etc.), a series of benchmark tests will be run as 

Docker containers on the Amazon Web Services (AWS) platform. The 

choice of a cloud solution is to ensure a consistent platform is available to all 

project partners, otherwise a deviating hardware would impact the 

benchmarks.  

Docker is an open-source virtualisation tool, that allows a user to create and 

run code on any machine and any operating system. This is done by 

creating a Dockerfile (a text file that contains a number of instructions) which 

is then used to assemble a Docker image. Often, an image is based on 

another image, called base image, that is available on Docker’s public 

repository (DockerHub). Using the Dockerfile, these base images may be 

augmented and packaged with various dependencies needed for software 

execution. Once an image has been a built, a Docker container may be 

instantiated, executing a series of commands in the virtual machine. 

For benchmarking, the benchmarking tests will be encapsulated within a 

Docker container which is then deployed on AWS. Amazon provides Elastic 

Container Registry (Amazon ECR), which is an AWS Docker registry for 

storing, managing and deploying Docker images. It is integrated with AWS 

Identity and Access Management (IAM), which allows secure access control 

to the images.  

By using the same Docker base image and AWS configuration for all 

benchmarks, differences in results due to hardware, operating system and 

similar low level factors can be minimized. Thereby a high level of 

consistency is achieved.  

 

5.1.1. KPI Variations 
While the KPIs are describe what to test, they are somewhat open to certain 

variations: The process of enrolling a user is fairly static and easy to 

benchmark across different technologies, however the identity proving 

process will vary on the number and type of attributes and the verification 

process itself. A similar issue occurs with regard to authentication and 

validation, where the number and type of used attributes may affect 

performance. 

The benchmark test suite deals with this issue by running multiple tests for 

the same benchmark using slightly different configurations. The most 

meaningful benchmarks will be the ones using real life configurations (such 

as parameters corresponding to the mDL or Credit File use cases), however 

configurations using an unrealistic small and large number of attributes will 

also be included. 

Another perspective to include in the benchmarks, is the case of concurrent 

users. In order to properly test this, a separate server instance must be 

spawned and multiple client should send many requests to truly test it. While 
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it is hard to do this automatically, the setup in the use cases may be reused 

for this purpose. 

 

5.2. Use case evaluation 
The benchmarks described in KPI 8, 9, 13, 14 and 15 relate to the use case 

evaluation and how users interact with the implementation. As such, 

technical benchmarking of the generic virtual IdP implementation cannot be 

used for this goal and instead a use case specific evaluation must be done.  

While KPI 1-7 are covered by testing the generic virtual IdP solution, some 

use case specific benchmarking is also done. For instance, various metrics 

can be measured in the software, allowing for the performance of the entire 

solution to be measured.  This can be implemented using third-party tools 

like JMeter or Android Profiler which allows measurements of CPU and 

memory usage. The following sections will describe how the remaining KPIs 

will be measured in the use cases. 

 

KPI 8 - User trust: 

The user trust KPI can be measured using surveys. These surveys must 

cover the user trust in the use that the application makes of the information 

provided during the process and the possibility to use the OLYMPUS-based 

platforms again in the future. For this purpose, a demo version of the apps 

can be evaluated by participants from various target groups. In the end the 

participants may answer a questionnaire regarding the perceived level of 

trust while using the apps and how comfortable they feel after sharing 

personal information. 

KPI 7 and 8 will also be measured as part of the user studies of task 3.2 

using qualitative methods in which user interaction with partial identities will 

be explored. This makes sense as the outcome of the task is knowledge on 

how to design good user experiences with OLYMPUS-based technology. 

  

KPI 9 - Tool usability:  

In order to observe and quantify Tool Usability, the effectiveness, the 

efficiency, and the satisfaction of the end-users should be considered. This 

can be achieved by using standard usability metrics that measure the error 

frequency, task completion time, and the subjective satisfaction of the end-

user.  

This can be measured using metrics regarding the user’s activity during a 

transaction with the system (e.g. number of transactions started but not 

finished, number of clicks, time spent in each screen, etc.). Error frequency 

and completion time can be measured either automatically or by an 

observer. User satisfaction can be measured by answering surveys such as 
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a System Usability Scale (SUS) questionnaire or similar. Furthermore, an 

observer can retrieve valuable inputs, e.g., about where the user struggles 

and what parts of the user interface that are difficult to understand.  

 

KPI 13 - Number of evaluators: 

For the Credit File use case, at least 20 users will be using the platform and 

participate in the evaluation of the use case. For the mDL case, the exact 

number of participants have not currently been determined, but is expected 

to be in a similar range. 

 

KPI 14 - Average number of interactions: 

The number of interactions that each of the evaluators has to make must be 

significative enough to provide valuable input to measure the different KPIs 

described in D3.1. These interactions have to cover all the steps defined in 

the use case and have to test them in different conditions involving both 

successful and unsuccessful scenarios. Application logs could be used as a 

way to gather information about the aforementioned quantities.  

 

KPI 15 - Protocol abortions: 

This KPI can be evaluated using different metrics that measure the number 

of times the protocols have been started but not finished. Application logs 

could be used to gather this information. Further information on this can also 

be captured as part of the work in relation to KPI 8, i.e., the SUS and 

observers. 
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6. CONCLUSIONS 

This document has given a description of how testing and benchmarking will 

be done in the OLYMPUS project: The software will be implemented using a 

modular approach, allowing the use cases to start developing before the 

complete implementation is complete. The modular approach also allows for 

consistent benchmarking and reuse of test cases. 

Testing of the generic IdP solution will be primarily done using automated 

tests. In order to ensure the generic IdP solution supports the use cases, a 

simulation of the use cases have been included as test cases for the generic 

IdP software. Additional tests, specific for the individual use cases will also 

be performed according to the respective use case. 

Finally, the set of tests will be mapped to the requirements described in 

D3.1, such that it can be measured that the overall goals of the project is 

achieved. While the total amount of tests and benchmarks is going to test 

more than just the requirements described in D3.1, it is ensured that all 

requirements of D3.1 are tested. 
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