
 

 

This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

OLYMPUS 

PROJECT 
OBLIVIOUS IDENTITY MANAGEMENT 

FOR PRIVATE USER-FRIENDLY 

SERVICES 

D2.2 Quality Assurance Plan 

 

PROJECT NUMBER PROJECT ACRONYM 

786725 OLYMPUS 

 

CONTACT 

 

WEBSITE 

contact@olympus-project.eu http://www.olympus-project.eu/ 

 

Due date of deliverable: 31/10/2018 

Actual submission date: 31/10/2018 

 

 

 

Dissemination Level  

PU = Public, fully open, e.g. web  

CO = Confidential, restricted under conditions set out in Model Grant Agreement  
CI = Classified, information as referred to in Commission Decision 2001/844/EC.  

Int = Internal Working Document  

 

Ref. Ares(2020)3635021 - 09/07/2020



2 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

REVISION HISTORY 

The following table describes the main changes done in the document created 

 
Revision Date Description Author (Organization) 

V1.0 25/09/2018 First version of the 

document 

Mads Schaarup 

Andersen (ALX) 

V1.1 24/10/2018 Section deliverable reviews 

added 

Mads Schaarup 

Andersen (ALX) 

V1.2   31/10/2018 Final review Antonio Skarmeta 

(UMU) 

V1.3 10/06/2020 Address comments; Risk 

updated 

Rafael Torres, Jesús 

García, Jorge Bernal, 

Antonio Skarmeta 

V1.4 25/06/2020 KPI Table Rafael Torres, Jesús 

García, Jorge Bernal, 

Antonio Skarmeta 

 

 

 

  



3 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

INDEX 

 

Executive Summary ........................................................................................... 6 

1. Introduction .................................................................................................. 7 

1.1 Risk Methodology .................................................................................. 7 

1.2 Risk Analysis ......................................................................................... 8 

1.3 Risk Evaluation ..................................................................................... 8 

2. Risk Control ................................................................................................. 9 

3. Key Performance Indicators Monitoring ....................................................... 9 

4. QUality Assurance and Early Warning ....................................................... 15 

4.1. Quality Assurance ............................................................................... 15 

4.2. Deliverable Reviewer Responsibilities................................................. 17 

4.3. Early Warning ...................................................................................... 19 

5. Summary and Conclusions ........................................................................ 19 

Annex ............................................................................................................... 20 

 

  



4 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

Table of figures 

Figure 1. Assessment of the identified risk according to its likelihood and impact 

levels .................................................................................................................. 8 

Figure 2. Quality Assurance Process for Deliverables ..................................... 17 

  

file:///E:/Owncloud/Olympus/docsOlympus/D2_2/OLYMPUS_pu_d2_2_v1_4.docx%23_Toc44397257


5 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

OBLIVIOUS IDENTITY MANAGEMENT FOR PRIVATE AND USER-

FRIENDLY SERVICES 

 

ABSTRACT 

The present document describes the risks inherent in the OLYMPUS Project 

in order to enable the tracking and mitigation of any risks identified, provide a 

monitoring of the Key Performance Indicators (KPIs) and assurance the 

quality of the results. 
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6 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

EXECUTIVE SUMMARY 

The present document describes quality assurance plan of the project, going 

into the details of the OLYMPUS quality system, which includes a set of lean 

quality procedures for activity monitoring and quality assurance. A set of 

potential risks are defined, together with the methodology to be followed to 

detect and mitigate them. The plan also involves the set up and coordination 

of the deliverable quality review, the adequate quality standards in technical 

and scientific development, as well as in demonstration and validation. The 

quality levels are measured using key performance indicators that provide 

measurable evidence of the achievements of the planned objectives and 

innovation generated.  
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1. INTRODUCTION 

Risk is an “event/issue” that may take place and have an impact on the 

OLYMPUS project. The purpose of the Risk/Contingency Tracking Plan is to 

prevent those events from happening or minimize their impact in case they 

happen.  

OLYMPUS is a complicated and demanding research project and its success 

highly depends on the effectiveness of the risk management process. The 

objective of the risk management procedure is to provide the processes and 

techniques for the evaluation & control of potential project risks, focusing on 

their precautionary diagnosis & handling. The Project Manager along with the 

Risk Manager and with the cooperation of the rest of the project management 

roles (WP and Task Leaders) will be mainly responsible for handling risks and 

informing all partners when necessary. The Risk/Contingency Tracking is an 

ongoing process and the reporting of the results takes place in Month 18, and 

Month 36. 

1.1 Risk Methodology 
Risk management will be enacted through an iterative cycle of risk 

identification, analysis, management and monitoring until the end of the 

project. This involves the identification of a risk, the assessment of its 

importance and the evaluation of the risk’s level concerning its potential 

effects/damages for the project.  

In case a risk is found, to exceed the acceptable levels and “threatens” the 

smooth operation of the OLYMPUS project, we will initiate a risk analysis 

activity to examine the risk and devise the required actions in order to 

minimize the risk and reach acceptable risk levels. Then, we will plan the 

specific required activities to handle the risk and, the required redistribution of 

resources. Finally, we will evaluate the effectiveness of our risk management 

actions, as well as ensure that the identified risks are under control.  

Timely awareness and reaction to potential problems are crucial to effective 

risk management and, consequently, successful project operation.  

That is why it is essential for all OLYMPUS partners to be ready to effectively 

manage any changes concerning their tasks. Changes may arise in user 

requirements, project scope, project cost, time-schedule or techniques 

employed to name a few. In OLYMPUS, change management will be realized 

with standard activities ensuring that potential changes will happen only if 

necessary, and that they will be reported appropriately. This involves the 

evaluation of the necessity of a change and the assessment of its 

consequences. The primarily objective is to avoid reasonless project breaks, 

wasting resources, budget excess and uncontrolled time-schedule 

extensions. Thus, a number of internal and external risks were identified even 

from the beginning of the project and will be constantly updated; these are 

described in the following subsections. 
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Internal risks will be minimized and managed by using well-established 

methodologies for project planning and project control. Splitting of the project 

work into individual packages and assigning them to different partners also 

minimizes internal risks. External risks will be minimized by following closely 

on technological and business development in the field as well as on pertinent 

regulatory issues. 

1.2 Risk Analysis 
The risks that will be documented in the context of OLYMPUS project will be 

classified according to their probability and severity and belong to the 

following three axes: 

• Administrative and organization risks: including lack or shortage of 

availability of key resources, withdrawal of the participation of a partner 

having a key role, lack of communication. 

• Technical and scientific risks: including technology replacement 

issues, inadequate system integration, inadequate project results; and 

• Business and exploitation risks: like low interest of stakeholders, 

insufficient alignment with or impact in standards. 

1.3 Risk Evaluation  
Risk evaluation will determine the quantitative and qualitative values of risk 

related to a concrete situation or a recognized hazard. All partners should 

contribute to the risk assessment process by identifying the different kind of 

risks and hazards that might arise during the tasks they are responsible. The 

collection and classification of the risks needs specific description and 

formulation in a unique risk matrix in order to make feasible their systematic 

analysis, as illustrated in the matrix below. 

 IMPACT 

Very Low 

1 

Low 2 Medium 3 High 4 Very High 

5 

L
IK

E
L

IH
O

O
D

 Very High 

5 

5 10 15 20 25 

High 4 4 8 12 16 20 

Medium 3 3 6 9 12 15 

Low 2 2 4 6 8 10 

Very Low 

1 

1 2 3 4 5 

Figure 1. Assessment of the identified risk according to its likelihood and impact levels 

The Risk value equals to the Likelihood * Impact. A risk and, accordingly, its 

priority will be considered low for values between 1-4 (Green), medium for 

values between 5-10 (Yellow) and high for values between 12-25 (Red). 
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2. RISK CONTROL 

The OLYMPUS consortium partners have realized that they take the 

responsibility of an ambitious, innovative project with major strategic impact. 

As a result, a preliminary list of identified risks along with their contingency 

planning is presented in section 1.3.5. WT5 Critical Implementation risks and 

mitigation actions in part A of the grant agreement. 

For monitoring purposes, an Excel spreadsheet has been created with all the 

risks listen. An overview of the initial version of the spreadsheet can be found 

in the Annex. In the spreadsheet already identified risks are listed and there 

is room so that new risks can be added. This will be used to keep track of risks 

throughout the project. 

 

3. KEY PERFORMANCE INDICATORS MONITORING 

A set of key performance indicators (KPIs) have been defined in the project 

to make the impacts specific and quantifiable. This section presents the KPIs 

to be used along the project lifetime to measure the OLYMPUS impact and 

progress. 

To monitor the progress and impact of OLYMPUS, the project will be 

evaluated according to the KPIs defined for four main categories: (1) 

Research Excellence, (2) Technology Advancement, (3) End user 

engagement, (4) New business development, (5) Technical, (6) User 

experience, (7) Quality Assurance, (8) Visual Identity, (9) Web Presence, (10) 

Press and Campaigns, (11) Events, (12) Collaboration with other R&D 

Projects, (13) Standardization working groups, (14)  Scientific workshops and 

(15) Publications in refereed conferences . The KPIs can be found below and 

in section 2.1.2.1. Improving Digital Rights of European Citizens in part B of 

the grant agreement. 

ID Description Target Responsible 

1. Research excellence  

1.1 Number of  high  quality 

publications  in  terms  

of  reach and  

significance  (high  

impact such as IACR, 

IEEE, and ACM 

transactions and 

journals). 

 

>18 high quality journal or conference 

papers.  

 

IBM, ALX, 

UMU 
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1.2 Highly skilled PhDs in 

Identity Management. 

 

At least 2 PhD theses by completion of the 

project-this will include: 1 on Privacy 

preserving Identity architectures and 1 on 

Identity aggregation schemes. 

 

UMU, IBM, 

ALX 

1.3 Training students and 

technical staff where 

they extend significantly 

beyond the current 

professional skills. 

 

Each participating knowledge institution 

updates its curriculum with the latest state- 

of-the-art research results and provides 

online or onsite courses. Offering tutorials 

and summer schools on emerging IdM 

markets by covering business spects and 

user requirements, technical requirements 

and innovation and design in privacy 

systems and securityand acceptance 

issues. 

 

UMU, IBM, 

ALX 

2. Technology advancement  

2.1 Increasing the TRL for 

the components 

developed by the 

consortium members. 

TRL 6-7 depending on the component. 

Section 1.3.2 of DoA Annex 2 for specific 

information 

MUL, LOG, 

SCY 

2.2 Contribution to 

standardisation 

Demonstrate OLYMPUS technology at the ISO 

working group for driving licenses.  If 

appropriate, push for extensions to relevant 

OASIS or W3C standards to support oblivious 

IdMs. 

 

MUL, SCY 

2.3 Number of pilots 

deployed and tested 

 

Deploy and test 2 pilots during the project 

 

MUL, SCY, 

LOG 

2.4 Services realised in 

project trials 

During the pilots, at least 5 services should be 

released. 

 

MUL, SCY, 

LOG 

2.5 Other projects 

involvement and 

collaborations 

 

3 other projects should be either involved 

or collaborated with 

UMU 

2.6 Number of workshops 

and conferences in 

which project results 

have been 

demonstrated 

The project should be demonstrated at 

least 15 workshops, summer schools 

or conferences. 

 

IBM, ALX, 

UMU, MUL, 

SCY 

3. End-user engagement  

 3.1 Inclusion of users in the 

design process. 

The project will conduct user studies to 

learn how to design oblivious identities that 

ALX, MUL, 

SCY, LOG 
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 work for users. This will end up as a set of 

design recommendations. 

  

The pilots will be evaluated against these 

recommendations in the final phase of the 

project. 

3.2 Number of users using 

the Platform 

 

At least 20 users per pilots should be using 

the platform, and participate in evaluation 

of the pilots 

ALX, MUL, 

SCY, LOG 

4. New Business development  

4.1 SME offer novel 

products and services. 

 

At least one new/enhanced services or 

products in each of the  

participating SMEs. 

 

MUL, SCY, 

LOG 

4.2 Operational OLYMPUS 

open source community. 

 

One operational OLYMPUS open source 

community beyond the lifetime of the 

project. Supported by the project partners 

ALX, UMU, 

IBM 

4.3 

Sell OLYMPUS based 

solution to issuing 

authorities of Drivers’ 

Licences. 

 

4 issuing authorities buying and deploying 

the solution within their Driver’s Licences 

after 3 years of project ending. 

 

MUL, SCY, 

LOG 

4.4 

Sell OLYMPUS based 

toolkit. 

Selling and integrating the Verifier’s toolkit to 

12 ISVs or Service Providers making use of 

mobile Drivers’ License, after 3 years of project 

ending 

 

SCY, MUL 

4.5 

Sell OLYMPUS based 

solution to consumers 

credit banks and risk 

agencies 

 

Support credit consumer associations to 

sell the Olympus solution to credit 

institutions 

 

LOG 

4.6 

Adoption of novel 

business model 

innovation toolbox for 

innovation and 

technology management 

in the Identity 

 

Industry partners and SMEs adopt the 

tools developed in the project. 

MUL, SCY, 

LOG 
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ID Unit Description 
End 

Users/Testers 

Criteria 
Target  

Responsible 

1. Technical KPIs  

1.1 Enrolment 

performance 

time 

Total time to perform 

enrolment 

End user Practice < 3 seconds 

ALX 

1.2 Enrolment 

performance 

(client) 

Time to perform enrolment 

on client side 

End user Practice < 2 seconds 

ALX 

1.3 Enrolment 

performance 

(server) 

Throughput of enrolments 

(no. enrolments in some 

timeslot) 

End 

user/server 

Practice > 5000 / hour 

(will depend 

on the 

concrete 

server) 

ALX 

1.4 Authentication 

performance 

time 

Total time to perform 

authentication 

End user Practice < 2 seconds 

ALX 

1.5 Authentication 

performance 

time (client) 

Time to perform 

authentication on the client 

side 

End user Practice < 2 seconds 

ALX 

1.6 Authentication 

performance 

time (server) 

Throughput of 

authentications (no. 

authentications in some 

timeslot) 

End 

user/server 

Practice > 5000/hour 

(will depend 

on the 

concrete 

server) 

ALX 

1.7 Validation 

performance 

Time to validate token on 

Service provider side 

End user Practice < 2 seconds 
ALX 

2. User Experience KPIs  

2.1 User trust Perceived level of trust in 

solutions using OLYMPUS 

and the use of information 

General public 

/Associate 

partners 

Demonstrator 

evaluation 

and 

questionnaire 

>70% of user 

that trust high 

o very high in 

the solution. 

MUL, SCY, 

LOG 

2.2 Tool usability App user friendliness, look 

and feel perceived by the 

user (simple to install, easy 

to navigate, provides use 

guidelines and information 

about problems, easy to 

remove). 

General public 

/Associate 

partners 

Demonstrator 

evaluation 

and 

questionnaire 

Surveys 

should reveal 

that the 

service is 

perceived as 

reliable in at 

least 50% of 

cases 

MUL, SCY, 

LOG 

2.3 API usability Level of simplicity, 

adaptability and 

functionality perceived by 

developers. 

Developers Practice and 

questionnaire 

Surveys 

should reveal 

that the 

service is 

readily 

adoptable and 

applicable in 

at least 50% 

of cases 

ALX, UMU 
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2.4 API 

completeness 

Level of completeness on 

the API documentation 

perceived by developers. 

Developers Practice and 

questionnaire 

Surveys 

should reveal 

that the 

service has 

adequate 

documentation 

in at least 50% 

of cases 

ALX, UMU 

2.5 API 

understandability 

Level of understandability 

on the API documentation 

perceived by developers. 

Developers Practice and 

questionnaire 

Surveys 

should reveal 

that the 

service has 

clear 

documentation 

in at least 50% 

of cases 

ALX, UMU 

2.6 User satisfaction General level of satisfaction 

with the solution  

General public 

/Associate 

partners 

Demonstrator 

evaluation 

and 

questionnaire 

>75% users 

satisfied with 

the solution 

 

ALX, MUL, 

SCY, LOG 

3 Quality assurance KPIs  

3.1 

Number of 

evaluators 

Number of people from the 

target groups that will 

evaluate the corresponding 

tool. 

General public 

/Associate 

partners 

Demonstrator 

evaluation 

>20 

ALX, MUL, 

SCY, LOG 

3.2 

Average number 

of interactions 

Total number of enrolments 

+ 

authentications/verifications 

divided by the number of 

evaluators. 

General public 

/Associate 

partners 

Demonstrator 

evaluation 

1 enrol per 

evaluator; At 

least 1 auth 

process + 1 

verification 

process per 

evaluator. 

20 to 30 

enrolments 

40 to 60 

authentication 

processes 

ALX, MUL, 

SCY, LOG 

3.3 

Protocol 

abortions 

number of 

enrolment/authentication 

protocols started but not 

finished. 

General public 

/Associate 

partners 

Demonstrator 

evaluation 

and 

questionnaire 

< 20% 

ALX, MUL, 

SCY, LOG 

 

ID KPI Metric Target Responsible 

1. Visual Identity & Branding  

1.1 Design of graphic material 
Graphic material 

produced? 

Logo created 

MUL, LOG Templates created  

Brochure created 

2. Web Presence  
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2.1 Website 

All public 

deliverables 

available for 

download? 

≥ 20 deliverables 

MUL 
# news entries ≥ 48 news entries 

# sessions ≥ 4 000 sessions 

# unique visitors ≥ 2 500 unique visitors 

# countries of 

origin 

≥ 75 different countries of 

origin 

2.2 LinkedIn 

# posts ≥ 25 posts 

MUL 

 
# page views ≥ 250 page views 

# unique visitors ≥ 75 unique visitors 

2.3 Twitter 

# tweets ≥ 15 tweets 

MUL # impressions ≥ 10 000 impressions 

# profile visits ≥ 200 profile visits 

2.4 Youtube 
# videos ≥ 3 videos 

MUL 
# views ≥ 100 views 

3. Press and Campaigns  

3.1 Number of publications 

# press releases ≥ 3 press releases 

LOG # articles in 

corporate 

publications 

≥ 3 articles 

4. Events  

4.1 
Participation in 

conferences 

# presentations of 

OLYMPUS in 

well-known 

conferences 

≥ 15 presentations ALL 

5. Collaboration with other R&D projects  

5.1 
Other projects involvement 

and collaborations 

# projects 

collaborated 
≥ 3 projects UMU 

6. Standardization working groups  

6.1 Standardization activities 

# standardisation 

working groups 

engaged 

≥ 3 working groups SCY 

# attended 

standardisation 

meetings 

≥ 12 meetings SCY 
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# submitted 

contributions to 

standards 

≥ 1 contribution SCY 

7. Scientific workshops  

7.1 

Organization/participation in 

scientific conferences or 

workshops 

# scientific 

workshops 

organized 

≥ 2 workshops 

IBM, ALX, UMU 

# participations in 

scientific 

workshops 

≥ 6 workshops 

IBM, ALX, UMU 

8. Publications in refereed conferences  

8.1 Scientific production 

# scientific 

papers/articles in 

refereed journals 

≥ 18 papers 

IBM, ALX, UMU 

 

4. QUALITY ASSURANCE AND EARLY WARNING 

4.1. Quality Assurance 
The quality of the results achieved by the project will be under the permanent 

supervision of the Project Coordinator, the Scientific and Technical Project 

Manager (STPM) and Quality Control Manager (QCM) and controlled 

according to the following objectives and criteria: 

I. Matching of the quality metrics with expectations; 

II. Correspondence of the solutions to the objectives and KPI; 

III. Accuracy, conciseness and understandability of the deliverables; 

IV. Adherence to time and cost constraints planned for the project. 

All the process is supervised by the Project Management Board (PMB). Tasks 

and responsibilities are clearly defined with a multi-layered control. Each task 

leader is responsible for the quality of its deliverable. An internal peer review 

procedure is planned to ensure that each deliverable is systematically 

validated by at least another partner. WP leaders will overview theirs related 

tasks and deliverables. The project Coordinator and the STPM will make a 

final check of the deliverables for consistency and readability. Where 

necessary, the WP Leader, the STPM and the Coordinator can request further 

work from partners on a deliverable, to ensure that it complies with the 

project’s contractual requirements. 

The different Work Packages (WPs) are divided into several tasks with a Task 

Leader (TL) for each one. All WPs have clear milestones and all tasks have 



16 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

deliverables, which are the official outputs of the projects. Task leaders report 

on the progress of work to their respective WP Leader (WPL); and each WPL 

will report on regular basis to the STPM and to the Project Coordinator, as 

well as to the rest of the Consortium on: the progress of the work; status of 

the deliverables; compliance to and updates on the planning; potential 

obstacles, risks or delays and mitigation measures. With this information, the 

Coordinator and STPM keep track of the overall project status, in order to 

control the project, take timely measures, and regularly update the overall 

project Gantt chart and manpower matrix. 

In parallel, a set of key performance indicators (KPI) will be established, 

including measurable objectives. The project outcomes will be regularly 

analysed by the Coordinator from the KPI’s perspective in order to monitor the 

success of the project. When the results are not positive, a backup solution 

will be taken into consideration and implemented. 

The consortium will provide the contractual technical reports, as mentioned in 

the Model Grant Agreement with the EC, with the reporting frequency agreed 

upon. The Project Coordinator will coordinate the realisation of these reports 

and will take care of the distribution of the technical reports to all parties 

concerned. The regular Periodic Progress Reports (PPRs) together with the 

Financial Statements will serve as the main Project Management 

documentation. Internal management reports are planned on a quarterly 

basis. The measurement of the project progress will be done internally against 

the following criteria: 1) Timely completion of the work packages, tasks, 

deliverables and milestones; 2) Use of the resources (PMs and costs) 

according to the budget and 3) Meeting the KPIs. 

The consortium will provide the annual review reports and also intermediate 

review reports aligned with review. The project Coordinators are the editors 

of these reports that together with the Financial Statements will serve as the 

main Project Management documentation.  

Moreover, we established a deliverable peer review process, in order to 

ensure the highest quality of all deliverables. For quality assurance, this will 

include two peer review steps, first involving two internal peers who are not 
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involved in the respective WP and second a formal approval from a PMB 

member. 

 

4.2. Deliverable Reviewer Responsibilities 
 

Deliverable Name Responsible Partner Reviewing Partner 

D1.1 H - Requirement No. 2 UMU NA 

D1.2 POPD - Requirement No. 3 UMU NA 

D2.1 Project Handbook UMU NA 

D2.2 Quality Assurance Plan ALX NA 

D2.3 Initial Version of Project’s Web Site UMU LOG 

D2.4 First Periodic Report UMU IBM 

D2.5 Second Periodic Report UMU ALX 

D2.6 Final Public Report UMU MUL 

D3.1 Requirements and Design 
Templates for OLYMPUS 

UMU SCY 

D3.2 Security and Privacy-aware 
OLYMPUS Framework Impact 
Assessment 

ALX UMU 

D3.3 OLYMPUS Blueprint IBM SCY 

Figure 2. Quality Assurance Process for 

Deliverables 
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D3.4 OLYMPUS User Experience Design 
Guidelines 

ALX MUL 

D4.1 Cryptographic Design of an 
Oblivious IdM System 

IBM LOG 

D4.2 First Reference Implementation of 
Oblivious IdM 

UMU ALX 

D4.3 Second Reference Implementation 
of Oblivious IdM 

SCY IBM 

D5.1 OLYMPUS Benchmarking and 
Testing Environment 

ALX UMU 

D5.2 Intermediate Integrated OLYMPUS 
Framework and Tools 

ALX MUL 

D5.3 OLYMPUS support for extended 
eID models 

MUL LOG 

D5.4 OLYMPUS Framework and Tools ALX SCY 

D6.1 Use-case descriptions UMU ALX 

D6.2 First pilot deployment and initial 
evaluation 

LOG IBM 

D6.3 Final Pilot Deployment and 
evaluation of User Experience and 
GDPR compliance 

ALX LOG 

D6.4 OLYMPUS Future Business 
Development 

LOG MUL 

D7.1 Intermediate Report on 
Dissemination and Standardisation 
Activities 

MUL UMU 

D7.2 Business and Innovation Plans LOG SCY 

D7.3 Public Workshop IBM ALX 

D7.4 Final Report on Dissemination, 
Exploitation and Standardisation 
Activities 

MUL LOG 
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4.3. Early Warning 
An early warning system will be implemented to identify quality deviations 

from the work plan in time. This will allow the Project Managers to set up 

contingency or recovery plans at an early stage.  

Together with regular reporting on activities in line with the project plan, goes 

an obligation on all project staff for immediate reporting of “out of line” 

situations to the PMB, who is responsible for creating appropriate contingency 

plans. 

• Changes with no or minimal effect on scope, schedule and cost can be 

handled by the PMB.  

• Changes with potential significant impact on the project, but not 

endangering the overall project objectives have to be approved by the 

GA. Such changes are reported to the European Commission within 

the regular project reporting.  

• Changes having a severe effect on the and requiring a change in the 

Description of Work will be evaluated by the GA, followed by an 

immediate request by the Project Coordinators to the European 

Commission for discussion and approval. 

5. SUMMARY AND CONCLUSIONS 

The quality assurance plan used for OLYMPUS involves both the 

management of risks and the achievement of measurable results. For this to 

be done, it has been presented a methodology to identify and mitigate risks, 

a risk analysis strategy and a risk evaluation procedure. In fact, a set of 

potential risks have been identified. 

Regarding the assurance of quantified achievements, a set of key 

performance indicators (KPI) have been defined attending to technical and 

non-technical working areas of the project. Moreover, OLYMPUS is especially 

aware of the need for assuring the quality of the project results, and these KPI 

will be used as a tool to maintain high-level outputs through a set of project 

management responsibilities that also will detect early quality flaws. 
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ANNEX 

General Info. Risk Detection Risk Analysis             

ID Risk raised Last Update Status Description Nature 
Affected 

WP's 

Likelihood 
(3 

months) 
Impact Priority Risk response 

Contingency Plan 

Trigger Schedule Milestones Responsible partners Estimated MM 

R1 2018-09-26 2018-09-26 Open Staffing problems 
ORG: 
Organizational 
Risk 

All WPs LOW HIGH MEDIUM 

Partners have sufficient 
resource pools to 
compensate for 
temporary shortages or to 
cover voluntary leaves in 
the project 

          

R2 2018-09-26 2020-05-12 Open 
Critical milestones 
delivered too late  

ORG: 
Organizational 
Risk 

All WPs 
VERY 
LOW 

HIGH LOW 

Use the milestone strictly 
to define point of control. 
Depending on the missing 
part of the milestone, the 
risk management roles 
described above will 
undertake appropriate 
steps to ensure that the 
identified deficiencies 
could be resolved quickly 

          

R3 2018-09-26 2018-09-26 Open 

Uneven 
development 
stages of the 
different research 
tasks leading to 
desynchronization. 

ORG: 
Organizational 
Risk 

WP4, 
WP5, 
WP6 

LOW HIGH MEDIUM 

Revisions and feedback 
between deliverables are 
designed to allow for 
small delays in the 
different tasks such that 
de-synchronization risk is 
limited. Cross-
participation of partners in 
the WPs allow for early 
detection of delays in turn 
permitting fast reaction 
from WP leaders to 
advance Revisions and 
feedback between 
deliverables are designed 
to allow for small delays 
in the different tasks such 
that de-synchronization 
risk is limited. Cross-
participation of partners in 
the WPs allow for early 
detection of delays in turn 
permitting fast reaction 
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from WP leaders to 
advance the delayed 
tasks 

R4 2018-09-26 2020-05-12 Open 

Failure to comply 
with project 
dissemination, 
standardization 
and exploitation 
objectives 

ORG: 
Organizational 
Risk 

WP7 MEDIUM HIGH HIGH 

Continuous assessment 
of real outcome of WP7 
activities aimed at 
verifying engagement and 
promotion of benefits of 
the project for the 
societies of Europe. Main 
result have been 
produced in M15 and will 
be published now 

The number 
of 
publications 
it is low up to 
now as the 
main results 
are being 
produced on 
M15 hence 
now the 
results Will 
be published 

        

R5 2018-09-26 2018-09-26 Open 

Relevant events 
not falling within 
the project life 
span.   

ORG: 
Organizational 
Risk 

WP7 MEDIUM MEDIUM MEDIUM 

Taking into account the 
current possibilities 
affected by the Covid-19, 
partners will participate in 
those events that will be 
celebrated online as well 
as they will register for 
other which are 
maintained in physical 
format following 
recommendations of the 
health authorities 

          

R6 2018-09-26 2018-09-26 Open 

Difficulty to find 
and motivate the 
appropriate people 
for feedback.  

ORG: 
Organizational 
Risk 

WP7 MEDIUM MEDIUM MEDIUM 

Promote national 
dissemination and 

awareness- raising 
actions by end-users that 
are full partners of the 
consortium, supported by 
Project Advisory Board 
experts 
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R7 2018-09-26 2018-09-26 Open Overspending  
ORG: 
Organizational 
Risk 

WP2 LOW MEDIUM MEDIUM 

Management will check 
on spending and ensure 
budget compatibility of 
activities. Continuous 
monitoring of spent effort 
and budget by the Project 
Coordinator will ensure 
that unexpected spending 
will be discovered in a 
timely manner 

          

R8 2018-09-26 2018-09-26 Open 
Lack of detailed 
business plan 

ORG: 
Organizational 
Risk 

WP3, 
WP7 

MEDIUM MEDIUM MEDIUM 

WP3 and WP6 will work 
closely together to identify 
the potential impact of 
use-cases and their 
possibilities of exploitation 
in a short-term scenario.  
These possibilities of 
exploitation will be 
properly discussed and 
explained in forthcoming 
reviews processes  

Review 
brought to 
light 
problems 
with lack of 
clarity and 
depth in 
business and 
exploitation 
plans. They 
are being re-
evaluated 
and e 
meeting to 
discuss this 
topic will be 
carried out. 

        

R9  2018-09-26 2018-09-26 Open 

Unforeseen 
problems related 
to technical or 
integration issues.   

TECH: 
Technical 
Risk 

WP3, 
WP4, 
WP5 

MEDIUM HIGH HIGH 

A reiterative development 
process will be followed 
allowing these technical 
or integration problems to 
be detected very early on 
in the process 

Some initial 
discussion 
about 
technologies 
to adopt 
have delayed 
development 
but later the 
process has 

been 
compensated 
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R10 2018-09-26 2018-09-26 Open 
Proposal use-
cases outdated  

TECH: 
Technical 
Risk 

WP3 LOW HIGH MEDIUM 

OLYMPUS dedicated a 
separate task to extend 
and update the use-cases 
defined in this proposal. 
In case a use-case is 
outdated the consortium 
will make the necessary 
modifications to align 
them with the new 
requirements 

          

R11 2018-09-26 2020-05-12 Open 

Requirements 
and/or framework 
more complex 
than planned  

TECH: 
Technical 
Risk 

WP3 LOW HIGH MEDIUM 

All the partners will be 
collectively involved and 
mobilised in WP3 with two 
extended meetings in the 
first quarter of the project. 
A progressive 
methodology will be 
applied focusing on the 
key requirements at first, 
and integrating the 
additional requirements at 
a later stage 

          

R12 2018-09-26 2018-09-26 Open 
Cryptographic 
approaches are 
too complex  

TECH: 
Technical 
Risk 

WP4 MEDIUM MEDIUM MEDIUM 

OLYMPUS will generate 
crypto techniques that will 
take into account the use 
case requirements to 
reduce risks. 
Furthermore, the project 
will carry out user studies 
that will be employed to 
ensure OLYMPUS 
technologies and 
components can be 
leveraged by a broad 
audience, including non- 
technical users 

          

R13 2018-09-26 2018-09-26 Open 

Difficulty in the 
integration and 
interoperability of 
components.  

TECH: 
Technical 
Risk 

WP3, 
WP4, 
WP5 

MEDIUM MEDIUM MEDIUM 

The project will use open 
standards and clearly 
specified APIs. We will 
follow an incremental, 
component-based design 
approach, where the 
design will be 
hierarchically progressing 
from the simpler, 
individual 
mechanisms/components, 
to the more intelligent and 
centralized services, 
functionalities, etc. 
Iterative integrations will 
enable to identify any 
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technological issues as 
soon as possible with 
traceable interactions and 
progressive debugging 

R14 2018-09-26 2020-05-12 Close 

Late selection of 
scenarios delaying 
integration and 
evaluation  

TECH: 
Technical 
Risk 

WP6 MEDIUM HIGH HIGH 

Absence of an agreement 
will be solved by 
considering order of 
importance of scenarios 
for the three main hubs in 
the project, ensuring their 
priorities are equally 
covered. WP6 deadlines 
and milestones closely 
monitored by WP2 
management to avoid 
delays 

          

R15 2018-09-26 2018-09-26 Open 

OLYMPUS 
Support Tools too 
difficult for non-
expert users  

TECH: 
Technical 
Risk 

WP5 LOW MEDIUM MEDIUM 

The OLYMPUS 
consortium will oversee 
the first deployment of the 
framework within the 
outlined use-cases. This 
will explicitly involve non-
expert users to measure 
the usability. At the end of 
this first iteration the 
overall usability of the 
tools developed will be 
assessed and if needed 
user interfaces 
redesigned and 
requirements updated. 
Additional documentation 
and guidelines will be 
developed to aid future 
deployments 

          

R16 2018-09-26 2018-09-26 Open 

Slow GUI due to 
heavy 
cryptographic 
computations 

TECH: 
Technical 
Risk 

WP6 LOW HIGH MEDIUM 

User interactions need to 
be carried out very quickly 
in order to provide a fluid 
and positive user 
experience and meet the 
throughput expectations 
of Verifiers (e.g. 
merchants). 
Due to the heavy 
cryptographic 
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computations required, 
speed is critical. However, 
as opposed to smartcards 
which are limited in 
resources, current 
smartphones are powerful 
and have richer feature 
sets and APIs to 
accelerate operations 

R17 2018-09-26 2018-09-26 Open 

Standardization 
members blocking 
adoption of 
OLYMPUS 
concepts  

TECH: 
Technical 
Risk 

WP7 MEDIUM MEDIUM MEDIUM 

Some participant 
members in 
standardization groups 
may block the adoption of 
OLYMPUS concepts into 
the specifications. Several 
reasons may be behind 
this decision, including 
not understanding the 
concepts and fear of 
falling behind competition. 
We will propose the 
changes to standards with 
clear and detailed 
descriptions, opening 
universal access to the 
concepts. Worst case, the 
solution will be proprietary 
and can be deployed at 
country/state level 

          

R18 2018-09-26 2018-09-26 Open 
Misuse of 
research findings 

TECH: 
Technical 
Risk 

WP1, 
WP2, 
WP3, 
WP4, 
WP7 

LOW HIGH MEDIUM 

The OLYMPUS PDPO 
will inform and control the 
procedures that all 
partners will follow in 
managing the research 
findings. Additionally the 
Security Advisory Board 
is defined to review the 
project's deliverables prior 
to dissemination outside 
the consortium. Finally 
the quality management 
procedures of the 
deliverables will control 
the correct dissemination 
of any research finding 
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R19 2018-09-26 2018-09-26 Open 

Unauthorized 
access to exploit 
the research 
finding (internal 
break) 

TECH: 
Technical 
Risk 

WP1, 
WP2, 
WP3 

MEDIUM HIGH HIGH 

OLYMPUS partners have 
extensive experience on 
data management and 
will put in place security 
measurement for access 
control to deal with 
authorization and the 
degree of access to the 
data. Each project 
participant will be 
requested to fill in and 
sign the legal commitment 
defined in annex E. 
Individual and legal 
commitment to abide to 
OLYMPUS Privacy and 
personal data protection 
rules and guidelines 

          

R20 2018-09-26 2018-09-26 Open 

OLYMPUS web 
site, repository 
and collaborative 
tools is subject to 
cyber attack 

TECH: 
Technical 
Risk 

WP1, 
WP2, 
WP7 

LOW MEDIUM MEDIUM 

Security monitoring and 
security measures like 
firewall and log analysis 
will be part of the security 
methodologies and best 
practices that will be 
applied to the project 
resource. These practices 
include appropriate 
practices for e.g. access 
control, licensing, 
contingency plans and 
communication, and they 
are continuously 
monitored and kept up to 
date with EU and national 
regulations 

          

R21 2018-09-26 2018-09-26 Open 

Unauthorized user 
tries to exploit the 
data (break in the 
data) 

TECH: 
Technical 
Risk 

WP1, 
WP2, 
WP3 

LOW HIGH MEDIUM 

OLYMPUS partner shall 
implement and maintain 
technical and 
organizational measures 
to adequately protect the 
Personal Data in 
accordance with and 
satisfying the 
requirements of GDPR 
and – upon its application. 
Additionally, a DPIA is 
part of D3.2 detailing 
these measures 
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R22 2020-05-12 2020-05-12 Open 

Technologies 
applied in the 
project become 
obsolete 

TECH: 
Technical 
Risk 

WP3, 
WP4, 
WP5 

LOW MEDIUM MEDIUM 

OLYMPUS shall use and 
develop state of art 
technologies for its 
framework. Also, the 
modular design for the 
architecture and 
developped framework 
will make replacing 
specific parts easy in 
case of necessity. In 
addition, OLYMPUS has 
considering existing legal 
framework  focused in 
federated IdM  

      

 

  

R23 2020-05-12 2020-05-12 Open 

Lack of 
coordination for 
exploitation of 
OLYMPUS 
framework  

ORG: 
Organizational 
Risk 

WP7 HIGH HIGH HIGH 

All partners will be 
involved in a re-evaluation 
of the business and 
exploitation plans, 
including the celebration 
of an extended meeting  
focusing in this 
discussion. Likewise, 
partners from different 
areas of knowledge will 
determine realizable 
possibilities account taken 
of technical means and 
legally admitted 
possibilities 

          

R24 2020-05-12 2020-05-12 Open 

Lack of 
appropriate 
measures to avoid 
loss or theft of 
personal data 

TECH: 
Technical 
Risk 

WP1, 
WP2, 
WP3 

MEDIUM HIGH HIGH 

OLYMPUS partners shall 
collaborate to mitigate 
risks identified in the 
preliminary version of the 
DPIA part of the D3.2 by 
discussing the 
implementation of the 
safeguards proposed or 
different ones which might 
achieve a similar result 

          

R25 2020-05-12 2020-05-12 Open 

Vulnerability of 
OLYMPUS 
potential users 
before social 
engineering 
attacks 

TECH: 
Technical 
Risk 

WP1, 
WP2, 
WP3 

LOW HIGH MEDIUM 

OLYMPUS partners will 
discuss about the 
possibilities of introducing 
user-friendly mechanisms 
(e.g. double 
authentication factor)  
which add security before 
this kind of attacks 
focused in the user 
instead of the system 
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R26 2020-05-12 2020-05-12 Open 

Difficulty in the 
integration of 
OLYMPUS in the 
cross-border 
transactions legal 
framework (i.e. the 
eIDAS Regulation) 

TECH: 
Technical 
Risk 

WP1, 
WP2, 
WP3, 
WP6 

MEDIUM HIGH HIGH 

The OLYMPUS 
consortium will discuss 
the possible adaptations 
of OLYMPUS to current 
legally admitted solutions 
with regard to the 
interests of exploitation of 
such technology in a 
short-term scenario 

          

R27 2020-05-12 2020-05-12 Open 

Existing 
technologies like 
OIDC have some 
characteristics that 
can compromise 
privacy when 
integrating with 
them 

TECH: 
Technical 
Risk 

WP4, 
WP5 

MEDIUM HIGH HIGH 

Technical solutions that 
ensure compabitility while 
preserving privacy are 
already being explored (in 
fact, solutions like 
pseudonyms have 
already been considered 
but there is ongoing 
research to find even 
better ones) 

          

R28 2020-05-12 2020-05-12 Open 

Difficulty of 
achieving 
interoperability in 
the offline case  
because of lack of 
standardization in 
p-ABCs  

TECH: 
Technical 
Risk 

WP4, 
WP5 

MEDIUM HIGH HIGH 

Standardization efforts 
like W3C verifiable 
credentials and interfaces 
of other existing solutions 
will be studied and 
considered for integration 
with the framework 

          

R29 2020-05-12 2020-05-12 Open 

The specific 
deployment of the 
use cases does 
not realize the 
whole potential of 
the framework 

TECH: 
Technical 
Risk 

WP5, 
WP6 

LOW MEDIUM MEDIUM 

The final deployment for 
the use cases will be 
monitored to ensure that 
everything is taken into 
account. For example, 
IdPs will be situated in 
different organizations 
(partners) 

          

R30 2020-05-12 2020-05-12 Open 

Lack of 
appropriate 
measures to avoid 
linkability  accross 
the different RPs 

TECH: 
Technical 
Risk 

WP1, 
WP2, 
WP3, 
WP6 

MEDIUM HIGH HIGH 

OLYMPUS partners will 
discuss about the most 
adequate mechanisms to 
avoid linkability across the 
different relying parties 
(e.g. the use of 
pseudonyms, the creation 
of derived identities…) 
considering existing legal 
framework 

          

R31 2020-05-12 2020-05-12 Open 

The reduction of 
the privacy levels 
achieved by 
OLYMPUS to 
assure its 
interoperability in 
the EU framework 

TECH: 
Technical 
Risk 

WP1, 
WP2, 
WP3, 
WP6 

MEDIUM MEDIUM MEDIUM 

The results produced by 
OLYMPUS will be 
classified as research or 
exploitation results 
regarding current 
possibilities of 
implementation. The 
research results will be 
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analyzed considering the 
limits to their current 
implementation. 

R32 2020-05-12 2020-05-12 Open 

Difficulty of 
achieving 
interoperability 
with existing 
technologies due 
to the nature of 
the vIdP 

TECH: 
Technical 
Risk 

WP5 MEDIUM MEDIUM MEDIUM 

Technical solutions for 
possible deployments are 
being investigated, e.g. 
OLYMPUS may be forced 
to rely on a browser 
plugin rather than native 
browser support. 

          

                

                

U1 2020-05-12 2020-05-12 Open 

COVID-19 and its 
potential impact 
on Project 
delaying some 
evaluations and 

test 

ORG: 
Organizational 
Risk 

WP2-
WP6 

MEDIUM MEDIUM MEDIUM 

The technical WPs will 
continous monitor posible 
delay in the feedback of 
the evaluation, and the 
WP5 will need to consider 
posible delay in the end 
user testing phase. If this 
period tt is extended until 
summer period some 
rescheduling will be 

required and will be 
discussed with the 
commission. Possible 
impact on the 
dissemination and 
standrization activities 

          

 


