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1. EXECUTIVE SUMMARY 

With more and more services going online, the need for strong, yet privacy-preserving, electronic 

identification is rising. 

Governments are rolling out electronic ID documents to citizens as an authentication means to access 

public services and leverage business use cases. The national eID card and the Mobile Driving Licence 

(mDL) are amongst the most preferred. 

As we demonstrate in this project and describe in this document, the OLYMPUS framework is an 

effective add-on to such electronic identification mechanisms, as it further enhances security and 

privacy. For example, when combined with the mDL, it can help to improve data minimization and 

permit more flexible use cases from verifiers. 

OLYMPUS can also be setup and operated standalone, by one or more governments, public bodies, 

companies. In this operational model, it can be understood as electronic identification scheme under 

eIDAS. However, a number of regulatory challenges are identified in this document, for which 

suggestions and alternatives are described. With the upcoming eIDAS revision, maybe some of them 

can be incorporated in the updated regulation and pave the way to a broader adoption of OLYMPUS 

by the private sector. 
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2. INTRODUCTION 

This document is the project deliverable “D5.3 OLYMPUS support for extended eID models”, which is 

part of Work Package 5 “OLYMPUS Framework integration”. 

2.1. PURPOSE OF THE DOCUMENT 

This document describes how the OLYMPUS components support the use of electronic identification 

documents, be it national eID cards, eIDAS qualified certificates, mobile driving licence (mDL), etc. It 

also explores possible extensions to existing eIDAS infrastructure, such as the eIDAS CEF nodes. 

2.2. RELATION TO OTHER PROJECT WORK 

This document D5.3 is also related to the following other OLYMPUS project deliverables: 

• D3.3 OLYMPUS Blueprint 

This document outlines the overall OLYMPUS framework, including its components and interfaces. 

Further focus is on the required components to realize the novel cryptographic approaches of the 

intended ecosystem. 

• D4.2 First Reference Implementation of Oblivious IdM 

This deliverable describes the first implementation of the oblivious IdM solution, including the APIs that 

are offered to higher-level applications and the design, security mechanisms, and implementation of a 

solution to enable authentication in use cases with an oblivious IdM. 
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3. EXTENDED ELECTRONIC IDENTITY DOCUMENTS 

Citizens around the world eventually need to identify themselves towards someone, or something. 

Some may need to identify in extreme and dramatic situations such as crossing borders and check 

points when fleeing conflict. Fortunately, the vast majority often need to identify in more ordinary 

situations, when interacting with services of public administration (tax filing, public hospitals, social 

security, benefits entitlement, etc.) and businesses (banks, insurance, car dealers, job application, 

liquor store, etc). 

Proof of identity is usually done through some form of official identification document. These means of 

identification greatly vary from country to country, and even inside some countries, within regional 

administrative divisions (states, regions, etc). It could be as simple and rudimentary as a paper birth 

certificate to a sophisticated polycarbonate national ID card with an embedded electronic chip holding 

digital certificates for authentication and signing (eID). Some countries do not issue an ID card, but 

citizens use other governmental official document such as the driving licence or the social security card. 

In this section we explore ways in which OLYMPUS can further extend conventional usage of eIDs. 

3.1. MOBILE DRIVING LICENCE 

In many countries and jurisdictions, especially those that do not have a national ID card, the driving 

licence is commonly used as “the” identification document. Use cases range from assessing driving 

privileges on road stops, to confirming biographic data when opening a bank account or age proofing 

when buying alcohol. 

The Mobile Driving Licence (mDL) is the electronic porting of the Driving License official document into 

mobile devices, such as smartphones. In order to be globally interoperable between different Issuing 

Authorities, the mDL is going through a standardization process under ISO/IEC JTC 1/SC 17/WG10 

(“Motor vehicle driver licence and related documents”) and will be released as ISO/IEC 18013-5 [1]. 

Currently in Draft International Standard (DIS) stage, this standard defines the interface requirements 

for the exchange of data, including workflows for connection establishment, data format exchange, and 

mechanisms for protection of authenticity, integrity, and confidentiality. 

The authenticity and integrity of the mDL is protected by means of electronic signatures of the 

biographic and biometric data of the mDL holder that was collected and duly validated at the initial 

registration step. When encoding the mDL data into a compliant ISO 18013-5 format, the Issuing 

Authority computes a signature over the set of cryptographic digests (one for each data field, e.g. given 

name, surname, date of birth, etc), in a service usually called the Document Signer. 
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When a verifier needs to validate one or more of those data fields, the signature can be verified that 

the presented data is authentic and has not been tampered with. Verifiers must keep a truststore of the 

Certificate Authority certificates of the Issuing Authorities. 

3.1.1. EXTENDED DOCUMENT SIGNER 

Despite the mDL being specified in ISO 18013-5 with the goal of data minimization, the solutions 

adopted so far may be further improved with OLYMPUS. 

The proposal is to add to the mDL data a placeholder for information provided as pABCs. This allows 

the mDL app to generate anonymized assertions over some data fields such as age. For example, if 

the verifier requests the mDL holder to prove he is over 18 years old, the mDL could generate a trusted 

and verifiable assertion without disclosing the birth date. 

Besides increasing privacy by not disclosing unnecessary data, this mechanism also scales better if 

more fields are added to the mDL data. While the currently adopted mechanism in ISO 18013-5 requires 

atomically hashing each and every data field, for the OLYMPUS approach only one set of key material 

is required independently of the number or nature of data fields. 

In this proposed model, the Document Signer operated by the Issuing Authority is extended with the 

OLYMPUS vIDP, providing the key material for the computation of the pABCs to the mDL at initial 

enrolment or periodic renewal (Figure 1). 

 

Figure 1 – Extended Document Signer 
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3.1.2. MDL ONLINE RETRIEVAL WITH OLYMPUS 

The mDL standard ISO 18013-5 defines two retrieval methods for a verifier to obtain mDL data: 

1) offline and 2) online. 

In the online retrieval method, the mDL holder provides an access token and the URL to the verifier 

and it then can fetch the mDL data directly from the Issuing Authority through the Internet. Two protocols 

are adopted for online access: an ISO 18013-5 WebAPI based on JSON and OIDC[2]. 

In this case, OLYMPUS has the potential to enhance privacy and security of the online retrieval method 

if the Issuing Authority deploys an OLYMPUS virtual IDP composed of several instances of IDPs (Figure 

2). In this model, the WebAPI and/or OIDC requests are handled through the OLYMPUS virtual IDP 

using the PESTO protocol. 

 

 

Figure 2 –mDL online retrieval with OLYMPUS 
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4. SUPPORT FOR ELECTRONIC IDENTIFICATION IN EU CROSS-

BORDER TRANSACTIONS 

The eIDAS Regulation establishes a set of common high-level rules or principles and technical 

standards, completed by technical specifications that allow different national eID schemes in the EU to 

interoperate, or in other words, a set of common criteria for cross-border identification and 

authentication. More specifically it establishes: 

1. A set of levels of assurance. 

2. A set of minimum technical requirements. 

3. A set of minimum “person identification data”. 

4. Procedural and dispute resolution. 

5. Compliance with data protection rules. 

The eIDAS Regulation addresses two main problems, the authentication in other Member States, as 

well as the unification of the validity of trust services. Indeed, according to Recital 12 “one of the 

objectives of this regulation is to remove existing barriers to the cross-border use of electronic 

identification means used in the Member States to authenticate, for at least public services”, while under 

Recital 17, “Member States should encourage the private sector to voluntarily use electronic 

identification means under a notified scheme for identification purposes when needed for online service 

transactions”. 

For that purpose, the eIDAS Regulation has envisaged a list of requirements for the mutual recognition 

(Article 6.1): 

a) The identification means must be included in the list published by the European Commission, 

then it must be notified by the State. 

b) LoA equal or higher to the one required for accessing a public service in the Member State. 

c) LoA high or substantial pursuing the eIDAS Regulation. 

In this sense, the eIDAS Regulation does not really constitute the legal basis for the regulation of 

electronic identification systems, but only for their mutual recognition between the Member States in 

the European Union. This implies that those electronic identification means that fulfill the requirements 

will be of mandatory acceptance in all the Member States, while those which do not fulfill this 

requirement must be voluntary recognized by thereof, as stated in Article 6.2. of the eIDAS Regulation. 
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The recognition between the different identification means does not occur immediately, but it is deferred 

over time, and more specifically, within a maximum period of one year since the publication of a list of 

identification schemes by the European Commission. 

The legal effect of cross-border identification is guaranteed only in relations between individuals and 

public sector bodies, which in accordance with Article 3 (7) of the eIDAS Regulation, are defined as “a 

state, regional or local authority, a body governed by public law or in association formed by one or 

several such authorities or one or several such bodies governed by public law, or a private entity 

mandated by at least one of those authorities, bodies or associations to provide public services, when 

acting under such mandate”. 

Nevertheless, although eIDAS main objective is to facilitate cross-border access to public services it 

also encourages the use of electronic identification systems by private users, for cross-border 

authentication operations in access to its services, that is, for authentications in front of companies and 

other private organizations with respect to transactions under private law. This idea is contained in 

Recital 17 as it would facilitate the transactions of private user parties, who are increasingly subject to 

greater identification requirements. 

In fact, this possibility already exists in some EU legislation: 

• Article 13.1 (a) of the Directive (EU) 2015/849 on the prevention of the use of the financial system 

for the purposes of money laundering and terrorist financing which allows to identify the costumer 

on the basis of information obtained from a reliable and independent source, including where 

available, electronic identification means or relevant trust services as set out in the eIDAS 

Regulation. 

• Article 5.1 (a) of Regulation (EU) 2017/2018 on cross-border portability of online content services 

in the internal market, which expressly authorizes the possibility of using electronic identification 

means to verify the state of residence of a subscriber to an online content service at the time of 

the conclusion  or renewal of the contract. 

• Commission Recommendation (EU) 2014/478 of 14th July 2014 on principles for the protection 

of consumers and players of online gambling services and for the prevention of minors from 

gambling online to introduce mandatory third-party identification controls, encouraging Member 

States to adopt electronic identification systems in the registration process. 

Finally, the eIDAS Regulation is clearly envisaged in the context of Federated Delegated Identity 

Management by the use of “nodes” which assure the communication between the different parties 

involved. More specifically, in order to assure this interoperability between the IdPs and the SPs located 

in different Member States, the eIDAS nodes translate tokens and make them compatible with the eID 

schemes. More specifically, the eIDAS nodes “translate” the incoming SAML requests from the SP into 
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authentication requests compliant with the eID scheme of end user’s country of origin, something that 

as we will analyze hereafter might involve some problems in terms of privacy. 

 

 

Figure 3 – Cross-border authentication process through eIDAS nodes 

 

4.1. EIDAS CHALLENGES TO OLYMPUS 

The OLYMPUS framework has the potential to be deployed and operated standalone by one or more 

governments, public bodies, companies, etc. Alone or jointly they can run a set of partial IDPs 

composing a virtual IDP. 

This operational model can be understood as an electronic identification scheme under eIDAS 

regulation, as per definition of Article 3. 

In this section, a list of possible challenges is discussed that may limit or prevent OLYMPUS itself to 

be operated as an eIDAS eID scheme with Level of Assurance High. 
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a) The limitations of the eIDAS LoAs on the recognition of innovative electronic 

identification systems 

As we have analyzed in D3.3 OLYMPUS fulfills what stablished in the Annex of the Commission 

Implementing Regulation (EU) 2015/1502 of 8th September 2015 on setting out minimum technical 

specifications and procedures for assurance levels for electronic identification means, sets the 

elements of technical specifications and procedures to determine how the requirements and criteria of 

Article 8 of the eIDAS Regulation shall be applied. 

However, as we have also singled out in our conclusion, it was not envisaged in a first moment the 

introduction of dynamic authentication factor as the architecture design combined with the 

cryptographic protocols deployed should have been enough to achieve at least a substantial level of 

assurance. 

Nevertheless, we have made the decision of introducing this specification in the OLYMPUS design in 

order to comply with theses specifications and therefore enable the electronic identification means 

operated through OLYMPUS notifiable under the eIDAS Regulation. 

In conclusion, OLYMPUS contributes to show that it is possible that an electronic identification means 

which do not rely on a two-factor authentication mechanism might achieve equal or even higher security 

than those that envisage it. Furthermore, OLYMPUS also achieves it in a more privacy-preserving way 

as it does involve the processing of personal sensitive data. Hence, OLYMPUS shows the necessity of 

conducting a review of the Annex of the Commission Implementing Regulation (EU) 2015/1502 of 8th 

September 2015 in order to comply with the principle of technology neutrality set out in the eIDAS 

Regulation. 

 
b) The limitations imposed by the eIDAS Regulation on the deployment of privacy-

preserving techniques 
 
Once having addressed the privacy issues, we must also dedicate a reflection in this section to the 

recognition of the principles and requirements established by the GDPR. The general rule in the eIDAS 

Regulation is that it must comply with the data protection goals and facilitate privacy by design (Articles 

12 (c), 25 and 82 of the GDPR). Pursuing section 3 (c) of Article 12 of the eIDAS Regulation the 

Interoperability Framework “facilitates the implementation of the principle of privacy by design”, by 

virtue of which “the controller shall implement appropriate technical and organisational measures for 

ensuring that, by default, only personal data which are necessary for each specific purpose of the 

processing are processed” (Article 25 (2)), among other measures. 

These obligations denote the importance of the protection of personal data in electronic identification. 

However, it is argueable whether the Interoperability Framework even lowers the level of Data 
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Protection guaranteed by some eID schemes or at least limits the deployment of privacy-preserving 

technologies. 

Likewise, the eIDAS nodes position facilitates their control on cross-border transactions in the Member 

States, which might result in the undesired surveillance practices we have discussed in D3.2 with regard 

to the possibilities of an oblivious authentication. 

 
c) Attributes proofing beyond the electronic identification 

 
The eIDAS Regulation is envisaged for identification purposes, and the identification differs from 

sharing attributes in a privacy-preserving way which goes beyond the digital identity. In this sense, it 

affects the possibilities of deployment of modern cryptographic techniques for the proofing of attributes 

in an isolated way. That would be the case of techniques such as the pABCs limiting the data disclosed 

to the RP, or even zero-knowledge proofs, but which do not comply with the minimum data set required 

by eIDAS. 

Therefore, there would be an inconsistency between what stated in the GDPR “the personal data should 

be adequate, relevant and limited to what is necessary for the purposes for which they are processed” 

(Recital 39 and Article 5 (c) of the GDPR) and the eIDAS Regulation, as according to the last one the 

attribute should be transmitted with the rest of the data which conform the minimum data set. 

Hence, the eIDAS Regulation seems to contravene the principle of data minimization. The Section 1 of 

the Annex to the eIDAS Regulation imposes the obligation to use the following attributes for the 

identification of a natural person: 

a) surname or current surnames; 

b) current name or names; 

c) the date of birth and 

d) a unique identifier drawn up by the issuing Member State in accordance with the technical 

specifications for cross-border identification purposes and as constant as possible over time. 

Likewise, the following additional attributes are authorized: 

a) name or names and surname or surname of birth; 

b) place of birth; 

c) current address and 
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d) sex. 

Furthermore, the mandatory of the minimum data set makes clear that the definition of pseudonymized 

data contained in the eIDAS Regulation and the GDPR do not match, as pursuing eIDAS alongside the 

pseudonym each dataset hast to contain at minimum the rest of mandatory identifiers. In addition, 

unlinkability presents some difficulties when a minimum data set is required, hence it is not possible to 

implement selective disclosure for services that require less attributes than those in the minimum data 

set. 

In conclusion, while the eIDAS Regulation provides a strong legal framework with respect to the part of 

authentication process enabled by the electronic identification means, it does not regulate at all the 

other part of this authentication process consisting on the presentation of attestations of separated 

attributes. 

This need has probably been ignored because there already exists sector-specific legislation that 

covers the value or legal effects of the proof of some attributes such as the case of the Directive 

2005/36/EC on the recognition of professional qualifications. However, this sector-specific legislation 

is usually too complicated and might cause situations of divergence. 

In order to tackle the problem, there exist some possible solutions. It would be possible to extend the 

legal approach of eIDAS to regulate a general framework for the lifecycle of the attestations. However, 

it would be more logical to create a parallel trust framework for issuing and sharing other identity 

attributes as the semantics and rules thereof are quite different. 

Nevertheless, this regulatory approach must be considered as it would support the new data sharing 

economy and a better compliance with the GDPR. For that, it would be necessary to modify Chapter II 

of the eIDAS Regulation and create a legal rule which authorizes the sharing of attributes. In addition, 

to assure their validity Member States should be mandated to admit these attestations. 

Another possibility in the framework of trust services would be the issuance of these attestations of 

separated attributes as a new trust service. This qualification would extend the common rules, the 

supervisory framework and the liability model set up in Chapter III of the eIDAS Regulation. 

In fact, the current eIDAS authorizes to include additional non-mandatory specific attributes in a 

certificate, then, if it is legally acceptable to issue a qualified certificate with additional attributes, it 

should also be possible to issue these additional attributes in a separate artefact. The effect of this 

consideration as a trust service would be the presumption of authenticity of the identity attributes 

contained in the attestation, under the strict liability model for qualified trust services. For that purpose, 

it would be also necessary to modify Chapter III of the eIDAS Regulation to define and regulate a new 

trust service, as well as a proposal in the definition of the legal effect of these possible qualified 

attestations of presuming the authenticity of the identity attributes contained therein. 
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d) The privileged position of the eIDAS nodes with regard to surveillance practices 

 
The interoperability framework eIDAS covers different interfaces. Depending on the interface selected, 

privacy considerations shall be made. 

Proxy approach. That’s the usual configuration in which the SP of the Member State contacts a proxy 

which works as a “bridge” to contact with the IdP located in the sending Member State. In case there 

exist different possibilities for authentication the user might be asked the selected authentication 

method among the possibilities admitted. 

Despite its advantages in terms of interoperability, the proxy approach raises privacy concerns, as this 

centralized eIDAS node in charge of establishing that “bridge” controls the cross-border authentication 

operations taking place therein. 

In consequence, in a proxy-to-proxy approach the identification cross-border operations that take place 

between two Member States will be controlled by the respective eIDAS nodes thereof. 

 
 
 

 
 
 

 

Figure 4 – Proxy-to-proxy approach 

 

Middleware approach. This configuration is envisaged by the German nPA. In this case, the 

communication takes place between devices, hence there is no intermediary in the communication 

process. 

As disadvantage, this approach requires the prior installation of the software capable to establish this 

communication by the receiving Member State. This is complex as it might require a unified technology 

in the EU, besides what established in Article 7 of the eIDAS Regulation, “The cross-border 

authentication shall be provided free of charge when it is carried out in relation to a service online 

provided by a public sector body”. 

However, in a scenario where both Member States are equipped with a middleware (i.e. a middleware-

to-middleware approach), privacy will be guaranteed. Furthermore, it makes sense with a user-centric 

approach, where the user control with whom he shares his data (e.g. through the use of p-ABCs in the 
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mDL scenario). Otherwise, this privacy enhancement will be reduced or lost in cross-border 

identification processes as this information will be previously controlled by the eIDAS node. 

 
 
 
 
 
 

Figure 5 – Middleware-to-middleware approach 

e) The complex provision of identification services by private entities under eIDAS 
 

The eIDAS Regulation offers a set of definitions related to electronic identification. Indeed, pursuing 

Article 3.1. electronic identification means “the process of using person identification data in electronic 

form uniquely representing either a natural or legal person, or a natural person representing a legal 

person”, while pursuing Article 3.4. electronic identification scheme means “a system for electronic 

identification under which electronic identification means are issued to natural or legal persons, or 

natural persons representing legal persons”. 

Furthermore, natural persons or legal entities prove their identity by an authentication process, or as 

established in Article 3.5 “an electronic process that enables the electronic identification of a natural or 

legal person, or the origin and integrity of data in electronic form to be confirmed”. 

According to Article 7 (a) of the eIDAS Regulation the electronic identification means must have been 

issued alternatively: 

a) By the notifying Member State at the request thereof. 

b) Independently of the Member State making the notification and recognized by the Member State. 

Furthermore, the eIDAS Regulation provides for up to three possible legal regimes for electronic means 

of identification subject to the prior notification and having in common the necessary prior intervention 

of the State for its cross-border recognition. First, it is possible to notify an electronic means of 

identification issued by the State itself, that is to say, of their ownership or under its direct mandate. 

Second, it is also possible to notify an electronic means of identification issued by an entity other than 

the notifying State but under its mandate, in accordance with National Law. 

Both cases refer to public services, therefore administrative activity and the application of legal 

procedures for the management of public services. However, there is a third possibility which refers to 
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the recognition by the State of electronic identification means different from the previous ones. In this 

category we can include those electronic identification systems operated by private entities, operators 

of electronic communications services, providers of information society services among others. 

In summary, from the perspective of the eIDAS Regulation we can see that electronic identification is 

a collection of electronic public services, unlike trust services which are of a highly commercial nature. 

Here, we find the first limitation regarding the provision of electronic identification services by private 

entities, as electronic identification does not constitute itself as a trust service, hence, it could not be 

provided under eIDAS by a private entity. This does not mean that electronic identification means 

cannot be issued by the private sector, nor that it doesn’t get any recognition, but that this activity is 

carried out in accordance with National Law, or in a self-regulated manner based on agreements 

between the parties. 

 

f) Liability in the eIDAS Regulation 
 

The main reason why this provision of identification services by private entities is excluded in the eIDAS 

Regulation is its liability regime which has different fronts. When operating under this Regulation, 

pursuing Recital 18 “it should provide for the liability of the notifying Member State, the party issuing 

the electronic identification means and the party operating the authentication procedure for failure to 

comply with the relevant obligations under this Regulation”. 

The Article 11 of this Regulation contains a classification of the different parties that might be liable in 

the context of a cross-border identification process: 

a) The notifying Member State shall be liable for damage caused intentionally or negligently to any 

natural or legal person due to a failure to comply with its obligations under points (d) and (f) of 

Article 7 in a cross-border transaction. 

In this sense, the notifying Member State must ensure that the person identification data uniquely 

represents the person in question is attributed, in accordance with the technical specifications, 

standards and procedures for the relevant assurance level set out in the implementing act 

referred to in Article 8(3) and that we have already analyzed with regard to OLYMPUS. 

Likewise, the notifying Member State must ensure the availability of the authentication online, 

as well as that the cross-border authentication shall be provided free of charge when it is carried 

out in relation to a service online provided by a public sector body. Additionally, Member States 

shall not impose any specific disproportionate technical requirements on RPs intending to carry 
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out such authentication, where these requirements prevent or significantly impede the 

interoperability of the notified electronic identification schemes. 

b) The party issuing the electronic identification means shall be liable for damage caused 

intentionally or negligently to any natural or legal person due to a failure to comply with the 

obligation referred to in point (e) of Article 7 in a cross-border transaction. That is to say, it is 

also liable to ensure that the electronic identification is attributed to the right person, as well as 

that the electronic identification means also complies with the required level of assurance. 

c) The party operating the authentication process shall be liable for damage caused intentionally 

or negligently to any natural or legal person due to a failure to ensure the correct operation of 

the authentication referred to in point (f) of Article 7 in a cross-border transaction. 

In the case the party providing the identification services is qualified as a trust service we should also 

consider regulation applicable to thereof. As a general rule Recital 35 establishes that “all trust service 

providers should be subject to the requirements of this Regulation, in particular those on security and 

liability to ensure due diligence, transparency and accountability of their operations and services”. In 

addition, pursuing Article 13 “trust service providers shall be liable for damage caused intentionally or 

negligently to any natural or legal person due to a failure to comply with the obligations under this 

Regulation”. 

Nevertheless, there is a distinction in case the service provided is a qualified trust service. In this sense, 

“the burden of proving intention or negligence of a non-qualified trust service provider shall lie with the 

natural or legal person claiming the damage”, while “the intention or negligence of a qualified trust 

service provider shall be presumed unless it proves that the damage referred to in the first 

subparagraph occurred without intention or negligence”. 

In order to assure this liability is satisfied the Article 24 envisages the maintenance of sufficient financial 

resources or appropriate liability insurance to constitutes as a qualified trust service. 

To limit their liability to the extent of possible the trust service providers must duly inform their customers 

in advance of the limitations on the use of the services they provide, and these limitations must be 

recognizable to third parties. Therefore, trust service providers shall not be liable for damages arising 

from services exceeding the indicated limitations. 

Finally, pursuing Recital 18 “this Regulation should be applied in accordance with national rules on 

liability”, then it does not affect national rules on, for example, definition of damages or relevant 

applicable procedural rules, including the burden of proof. 
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g) Overlapping Qualified certificates 

 
There is not a complete exclusion in the provision of identification services by private entities as some 

trust services allow identification. It is the case of certificates in support of advanced electronic 

signatures, taking into account that this possibility must be allowed by the National Law. 

This is due to the fact that an advance electronic signature is “capable of identifying the signatory”, 

according to Article 26 (b) of eIDAS Regulation, especially when it is based on a qualified certificate, 

because a certificate means an electronic attestation which links electronic validation data to a natural 

person and confirms at least the name or the pseudonym of that person (Article 3 (14) of eIDAS 

Regulation) and this confirmation is presumed to be legally true when the certificate is qualified. In any 

case, these electronic certificates must be used for signing besides for identification purposes. 

Otherwise this last kind of certificates would be excluded of eIDAS. 

Therefore, there exist different possibilities for OLYMPUS deployment: 

 
 
 

Public entity 

 
E-Government of the Member State 

 
 
Electronic identification means 

under eIDAS An entity other than the notifying 
Member State but under its 
mandate in accordance with 

National Law 

 
 

Private entity 

 
Trust Service 

Qualified  
Electronic certificate to sign 

and for authentication 
purposes under eIDAS 

Non-qualified 

 
 

Legal entity 

 
Information Society Service 
under eCommerce Directive 
2000/31/EC. Cross-border 

recognition is self-regulated. 

 
Table 1. Possibilities for OLYMPUS deployment 

 

In this third scenario, where the State is not the owner of the public service, nor it is provided under its 

mandate, for the provision of an “indirect” identification service, OLYMPUS must fulfill the requirements 

to become a qualified service provider mainly established in article 24 of the eIDAS regulation. 

However, this seems unnecessary when the only aim pursued is to provide identification services. 

Furthermore, although the eIDAS Regulation contains a closed list of trusted services in order to delimit 

the scope of the uniform European regulation, but that Member States may define other trust services 

as well as maintain or introduce national provisions. This could result in a possible divergence of trust 
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services in different jurisdictions of the EU, and might be a call to include the identification services as 

a trust service in order to offer an unified framework for the provision of electronic identification services 

in the European Single Digital Market, instead of letting such common process subject to complex set 

of agreements regarding cross-border authentication processes. 

Until the moment, the provision of such service would be subject to the Directive 2000/31/EC or the 

eCommerce Directive. However, this innovative possibility should be considered for its inclusion in the 

eIDAS Regulation. One possibility will be the State to acquire the right to use electronic identification 

means as a type of potential service contract or even the possibility of an innovative partnership. A 

second possibility would be that the State recognizes certain private provides who meet the condition 

for this. 

This possibility presents however major challenges. Which will be the conditions in order to gain such 

recognition? Or which effects can this arise on free competition? In that sense, for example by 

recognizing a small group of providers could have distorting effects on competition, granting these 

providers a competitive advantage that would foster the use of a same system in private transactions, 

probably under fee. 

Nevertheless, further research is needed in this direction in order to grant authentication processes 

before all kind of entities consistently with the aim to create a Single Digital Market in the European 

Union in the era of the IoT. 

4.2. OLYMPUS ENHANCED MDL AS AN EIDAS EID 

The mDL enhanced and showcased in OLYMPUS contains all the elements to be a notifiable 

identification means. Nevertheless, the following considerations must be made. 

First, in order to be a notifiable identification means under the eIDAS Regulation whose acceptance 

would be mandatory for other Member States it will have to envisage full disclosure of the minimum 

data set containing in the Commission Implementing Regulation 2015/1501 (surname, name, date of 

birth and a unique identifier). Hence, we can envisage two possibilities for this use case: 

a) One possibility where all the minimum data set is transmitted. This modus operandi would assure 

that the mobile driver license will be considered as an electronic identification mean of mandatory 

recognition under the eIDAS once it has been properly notified. 

b) Another possibility would be to maintain its selective disclosure for the voluntary admission by 

other Member States. 
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5. CONCLUSIONS AND NEXT STEPS 

In this document we described how OLYMPUS components can be integrated into new or existing 

electronic ID schemes in order to enhance security and privacy. 

One such example of an identification document is the Mobile Driving Licence where the integration of 

OLYMPUS can further improve data minimization, as well as providing more flexible and scalable 

mechanisms to generate assertions to verifiers and thus accommodating a broader set of business 

cases. 

For the OLYMPUS itself (e.g. a company or a joint-venture operating a set of partial IDPs composing 

a virtual IDP) to be considered an electronic identification scheme with Level of Assurance High under 

eIDAS, some barriers are identified. 

The upcoming revision of eIDAS may build up on the suggestions presented in this document and open 

the way for OLYMPUS to be considered an eID with LoA High. 
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