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OBLIVIOUS IDENTITY MANAGEMENT FOR PRIVATE AND 
USER-FRIENDLY SERVICES 

 

ABSTRACT 
  

The aim for WP6 is to work on the validation of the OLYMPUS solution within 
the use cases considering a wider deployment. This is carried out using the 
OLYMPUS technologies developed in WP3-5 and integrated into WP6 for future 
business solutions. The focus is on working on the use case, providing with 
pilots, evaluating these prototypes and also evaluating them with other 
stakeholders in order to identify a wider deployment for business development 
and exploitation.  

Deliverable D6.2 gives a technical overview of the integration between the two 
pilots defined in D6.1 and the OLYMPUS framework. This overview explains the 
first integration and deployment process. Both pilots are still under development 
so this document describes the current state of the implementation and the next 
steps that are required in order to achieve the final objective of this work 
package. This deliverable gives a technical description of how the integration 
can be performed by the two use cases that are examples of the real-world use 
for the OLYMPUS framework. 
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EXECUTIVE SUMMARY 

This is the second deliverable of the WP6 which began with the definition of the 
use cases and their requirements in D6.1. Then the implementation of the use 
cases took place using an adapted Idemix architecture. Once a first description 
of the architecture was provided and a preliminary architecture implemented, 
the integration process started. This deliverable D6.2 provides a progress report 
on the implementation of the two pilots consisting of mobile driver license and 
credit file. 

This document has a specific section for each one of the pilots and each section 
is structured as follows: 

Section 1 provides a summary of the addressed scenarios inside each pilot, 
describing the use cases from a high-level perspective. Each scenario's flow is 
described step by step from the user's point of view. 

Section 2 gives an insight into the architecture usage paying more attention to 
the interfaces and components that are being used and including diagrams to 
provide a better understanding of the integration. 

Section 3 describes the progress of the implementation regarding each of the 
components that each use case needs. 

Section 4 focuses on the first evaluations of the current implementation. It 
provides data about the way that the use cases demonstrations can be carried 
out and gives a more detailed perspective over the testing plan that is both 
implemented and planned for the short term. 

Section 5 gives an overview of the next steps that both use cases require to 
implement a complete and fully functional pilot. 

Section 4 in the general structure concludes the deliverable. 
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1. INTRODUCTION 

This document is the deliverable “D6.2 First pilots deployment and initial 
evaluation”, which is part of Work Package 6 “Use Cases Validation”. 

This deliverable describes the real working pilots corresponding to the two use 
cases and their initial feedback to confirm that these pilots' deployment is 
aligned to the aims of OLYMPUS with the requirements defined from the real-
world situations. 

Two different pilots are considered: the mobile driver license pilot and the credit 
file pilot. 

The mobile driver license pilot addresses the development of the interfaces to 
connect users' identities in the OLYMPUS framework to their real-world physical 
identities by integrating with officially issued eIDs (electronic IDentifications) 
through bridging with eIDAS (electronic IDentification, Authentication and trust 
Services), STORK (Secure idenTity acrOss boRders linKed), or electronic 
driving licenses. 

The credit file pilot addresses the use case of an online credit rating agency 
collecting information about users and removing the personal data from this 
information in order for users to show to third-party service providers (called 
entities in this context). 
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2. MOBILE DRIVER LICENSE PILOT 

This section and its subsections provide a more detailed explanation of the 
mobile driver license pilot regarding its design, implementation and integration 
with the OLYMPUS architecture. Some of the discussed topics are:  

o Detailed explanation of the identified scenarios’ flow 
o Architecture usage and relevant information 
o Design and development of components 
o Feedback from first evaluations and testing plan 
o Next steps 

 

2.1. Summary of addressed scenarios 
 

For this pilot, two possible scenarios were identified, namely an online and an 
offline scenario. The following sections provide a more detailed explanation 
regarding the steps that the scenario’s flows follow and the expected behaviour 
for both of them. 

 

2.1.1. Online scenario – Distributed token 
 

In the online scenario, the holder of the mobile Driver Licence (mDL) must be 
online during the whole process of both registration and verification. On the 
other hand, the mDL verifier must be online only during the setup phase, in 
order to get the public key from the virtual Idenity Provider (vIdP). Then the 
verification process shall be performed in offline mode, since no other 
information is needed from the vIdP. From the mDL holder’s perspective, we 
suppose he already possesses a digitally signed mDL on his mobile device (i.e. 
smartphone, tablet, smart POS), which’s authenticity is certified by the 
corresponding Issuing Authority (i.e. a ministry). Additionally, for this scenario, a 
vIdP is needed to be pre-configured with the distributed token issuance feature. 

Given the above, the workflow from the mDL holder’s and mDL verifier’s 
perspective is as follows: 

 

ENROLLMENT: 

1. The mDL holder opens the mDL holder application and types a 
username and a password in order to register to the vIdP. 

2. The application gathers the typed credentials and after some initial 
preparation sends the needed information to the vIdP including the 
holder’s personal info from the mDL. 

3. If registration is successful, the mDL holder will get an appropriate 
message and will see on the device’s screen the information that is 
stored by the vIdP. 
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VERIFIER SETUP: 

1. The mDL verifier opens the mDL verifier application and presses the 
setup button, in order to obtain the public key from the vIdP server. 

2. When the key is successfully received, the mDL verifier is ready to 
perform verifications. 

 

VERIFICATION: 

1. The mDL verifier initiates a connection with the mDL holder’s device in 
order to send the policy that the holder needs to fulfill. 

2. When the policy is received by the mDL holder application, the mDL 
holder will see which attributes shall be revealed to the mDL verifier. 

3. If the mDL holder chooses to accept the policy, a request is performed 
from the mDL holder application to the vIdP, in order to provide the mDL 
holder with a token for the specified policy. 

4. After receiving the token, the mDL holder application forwards the token 
to the mDL verifier, in order to proceed with the verification process. 

5. The mDL verifier receives the token from the mDL holder application and 
verifies it against the public key obtained during setup. 

6. A message about the result of the verification appears on the mDL 
verifier application screen. 
 

 

2.1.2. Offline scenario – dP-ABC credentials 
 

In the offline scenario, the mDL holderis online during the registration process 
but goes offline during the verification process. The same holds for the mDL 
verifier, since his device must be online during the setup phase, but the 
verification process is made in offline mode. From the mDL holder’s 
perspective, we suppose he already possesses a certified mDL on his mobile 
device. Additionally, for this scenario, a vIdP is needed to be pre-configured 
with the dP-ABC credential issuance feature. 

Given the above, the workflow from the mDL holder’s and mDL verifier’s 
perspective is as follows: 

 

ENROLLMENT: 

1. The mDL holder opens the mDL holder application and types a 
username and a password in order to register to the vIdP. 

2. The application gathers the typed credentials and after some initial 
preparation sends the needed information to the vIdP including the 
holder’s personal info from the mDL. 
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3. If registration is successful, the mDL holder will get an appropriate 
message and will see in the device’s screen the information that is stored 
in the vIdP. 

4. The mDL holder can now obtain his P-ABC credentials from the vIdP, in 
order to be able to generate tokens later, in offline mode, when provided 
a policy. 

 

VERIFIER SETUP: 

1. The mDL verifier opens the mDL verifier application and presses the 
setup button, in order to obtain the public key from the vIdP. 

2. When the key is successfully received, the mDL verifier is ready to 
perform verifications in offline mode. 

 

VERIFICATION: 

1. The mDL verifier initiates a connection with the mDL holder’s device in 
order to send the policy that the holder needs to fulfill. 

2. When the policy is received by the mDL holder application, the mDL 
holder will see which attributes shall be revealed to the mDL verifier. 

3. If the mDL holder chooses to accept the policy, the mDL holder 
application shall generate a token based on the credentials acquired 
from enrolment procedure and the policy received from the verifier. 

4. After generating the token, the mDL holder application forwards the 
token to the mDL verifier, in order to proceed with the verification 
process. 

5. The mDL verifier receives the token from the mDL holder application and 
verifies it against the public key obtained during setup. 

6. A message about the result of the verification appears on the mDL 
verifier application screen. 

 

2.2. Architecture usage 
 

The following sections describe how the integration was performed between 
each component and the current integration’s state.   
   

2.2.1. Interfaces 
 

The mDL applications for both holder and verifier need to communicate with the 
vIdP. The interfaces that are available from the vIdP side and implemented as 
part of the OLYMPUS framework, were presented in deliverable D5.2. Two 
distinct interfaces are used for the online and the offline scenarios, since the 
approach for authentication and verification is different. 
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From the holder’s side, there is the need to create an account to the vIdP which 
includes the holder’s personal information, that would be available for 
authentication, depending on the verification requirements. There is also the 
need for token creation, that would be generated either directly from the vIdP in 
the online scenario or from the mDL holder in the offline scenario. The latter is 
possible by utilizing the dP-ABC Client component, which can store the mDL 
holder’s credentials, obtained from the vIdP during enrolment, and use them 
anytime later in order to create tokens for the specified policies in offline mode. 
The same component is also used during account creation as the intermediate 
between the mDL holder application and the vIdP. On the other hand, in online 
mode the role of the intermediate between the mDL holder application and the 
vIdP is being played by the Distributed Authentication Client module. These two 
components provide to the mDL holder application all the needed interfaces, in 
order to communicate with the vIdP. The interfaces used for the aforementioned 
procedures can be viewed in the following diagrams. 

 

 
Figure 1: Interfaces for mDL Holder (online scenario) 
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Figure 2: Interfaces for mDL Holder (offline scenario) 

 

From the verifier’s side, either for the online or for the offline scenario, the only 
connection needed to be established with the vIdP, is made on the setup phase 
for acquiring the public key that shall be used during verification. The 
verification process itself is performed inside the verifier application, by utilizing 
the appropriate verification component, so no communication is needed with the 
vIdP for this procedure. In the online scenario, the communication with the vIdP 
is made directly from the mDL verifier application, which then passes the 
obtained public key to the Distributed Token Verifier component, in order to 
complete the setup procedure. In the offline scenario though, the mDL verifier 
application initiates the dP-ABC Verifier component, which requests the public 
key from the vIdP during the setup phase. For the verification phase, the mDL 
verifier application sends the authentication token directly to the Distributed 
Token Verifier component in the online scenario and to the dP-ABC Verifier 
component in the offline scenario. These two components deal with the 
verification procedure and pass the result back to the mDL verifier application. 
The next diagrams show the communication between the different modules in 
the online and in the offline scenario. 
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Figure 3: Interfaces for mDL Verifier (online scenario) 

 

 
Figure 4: Interfaces for mDL Verifier (offline scenario) 

 

One very important interface used during the verification procedure is the 
connection made between the mDL holder and the verifier. In order to perform 
verification, the verifier should establish a connection with the mDL holder. 
When the mDL holder accepts the connection with the verifier, the two devices 
are ready to exchange data. In the online scenario the verifier needs to send the 
policy to the holder, in order to accept it and request a token for it from the IdP. 
On the other hand, in the offline scenario the verifier informs the mDL holder 
about the needed policy, so that the mDL holder will generate and send to the 
verifier the suitable token. In both cases, the mDL holder application shall send 
the authentication token to the verifier application in order to proceed with the 
verification process. The interaction between the two mDL applications can be 
seen in the following diagram. 
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Figure 5: Interface between mDL Holder and mDL Verifier 

 

2.2.2. Components 
 

From the previous section, we can easily understand that there are quite a 
number of modules being used for the mDL use case. The two basic ones for 
this testing scenario are the mDL holder application and the mDL verifier 
application. These two applications allow us to demonstrate the mDL use case 
by pretending to have a real mDL holder that is being verified against a certain 
policy (i.e. proof that the holder’s age is above a certain limit) by a verifier. 
However, these two components would not be able to demonstrate the scenario 
described above if it wasn’t for the components that constitute the registration, 
authorization and verification phases. Currently two different systems are 
supporting the online and the offline scenario. 

In the online scenario, the Distributed Authentication Client module is utilized in 
order to perform registration and authorization. This module establishes a 
connection with the vIdP server in order to create a new user account, store the 
mDL holder’s personal information and provide to the holder an authorization 
token compliant to a specific policy. In the offline scenario, this part is played by 
the dP-ABC Client component. The main difference between these two modules 
is that the dP-ABC Client component needs to store the mDL holder’s P-ABC 
credentials, in order to be able to generate tokens in offline mode at a later point 
in time. On the contrary, the Distributed Authentication Client module does not 
need to store information about the mDL holder and directly forwards the 
generated token from the vIdP to the mDL holder application. 

From the verifier’s side, there are two components being utilized: the Distributed 
Token Verifier in the online scenario and the dP-ABC Verifier in the offline one. 
Both components need to be online only during the setup phase, in order to 
acquire the public key used for verifications. After that, they can go offline and 
perform verifications for the authentication tokens they are given. 
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2.3. Design and development of components 
 

Currently, for the mDL use case we have been focusing on the offline 
scenario for the first pilot deployment. This decision was made so that we 
would have the opportunity to show both online (credit file use case) and offline 
(mDL use case) demos already from the first evaluation tests. We are expecting 
though that dealing only with the offline scenario will pay back when we turn to 
the online one, not only because of the feedback that would be received from 
the first demo testing, but also from all the issues that already have been 
overcome through this initial offline implementation of the mDL use case. 
 

2.3.1. The mDL Issuing Authority 
 

The mDL Issuing Authority role is performed by an instance of the vIdP, 
developed in project OLYMPUS under WP5. 

PESTO is the implementation used for the our vIdP environment, and the 
former is described on D4.1. The first vIdP pilot deployment process for the 
offline scenario consisted of deploying three instances of the PESTO IdP, each 
as a standalone jar, deployed as an embedded servlet container, with the 
credential issuance feature enabled and made available to the mDL apps. Each 
of these instances is configured with a JSON file that is used during each 
PESTO IdP startup phase, further developed to work accordingly. This JSON 
file contains a key share and other cryptographic information, seen in the 
following figure. 

 

Figure 6: Example of setup parameters JSON file 

Beyond the cryptographic parameters, every single IdP needs to know where 
are the other IdPs located at. Therefore the “serverSetup” parameter is passed 
on during setup. On our pilot, the instances were deployed at ports 9090, 9091 
and 9092. 
 
For the offline scenario pilot, the mDL Apps - both holder and verifier - connect 
to these three IdPs through the dP-ABC client interface, which, as described 
before, transparently provides functionalities from a single point, such as client 
registration, identity attachment and credential issuance. 
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2.3.2. The mDL applications 
 

For the offline mDL scenario, two applications have been implemented, one for 
the mDL holder and one for the verifier. For the time being these two 
applications should be installed in the same device, since they do not support 
connections between different devices yet. They are implemented in such a way 
that the holder application initiates the verifier application while sending the 
authentication token. 

With the mDL holder application, the holder is able to create his own account at 
the vIdP, by registering with a username and password of his choice. The 
implemented application gathers the typed credentials and the mDL holder’s 
personal information from the mDL he possesses and sends all needed data to 
the vIdP, in order to create an account and store the holder’s personal info. The 
result of this procedure is shown to the holder with an appropriate message. 
Currently, no information is stored in the device after the registration procedure, 
thus the holder will have to create another account the next time he opens the 
application. 

After a successful registration, the mDL holder can request to obtain his P-ABC 
credentials from the vIdP and keep them for later use. This is the last step 
where the mDL holder needs to be online. From now on, he is able to generate 
an authentication token for the policy supported by the application, without 
being connected to the vIdP. When the token is generated successfully, the 
holder app shall initiate the verifier’s app, providing the acquired token. As in the 
registration procedure, credentials are not currently stored in the holder’s 
device. 

The verifier application is quite simple and implements two functions: setup and 
verification. During the setup phase, the verifier application is connected to the 
vIdP, in order to acquire the public key needed for the verification procedure. 
Like the holder’s application, the public key is not stored in the device, so the 
setup phase should be performed again the next time the application starts. 
With the public key acquired from the vIdP and the token sent from the holder’s 
application, the verifier can continue with the verification step. Depending on the 
result of this function, an appropriate message shall be printed in the verifier’s 
screen. 

 

2.3.3. ID Proofing measures 
 

The Scytales ISO mDL is using anti-cloning signature / message authentication 
code, which is created using a key for which the public part is signed by the 
Issuing Authority together with the ID biographical data in the MSO (Mobile 
Security Object). 

Issuer data authentication is implemented by way of a digital signature over 
mDL data, using a public-private (asymmetric) key pair. 
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A separate randomized message digest is calculated for each data element and 
included in the mobile security object (MSO). The MSO is then digitally signed 
using a private key that is kept secret by the Issuing Authority (IA) and the 
digital signature is added to the mDL data. 

The holder receives from the IA the mDL data signed by the same IA. The 
holder is granted access to the signed mDL data by using a shared secret one-
time password that may be received out of bound or in person at the IA for 
different levels of assurance. 

 

2.4. Initial evaluation 
 

The following sections describe how the demonstrations that took place for the 
offline scenario should be replicated, as well as the testing plan for the mDL use 
case. 

2.4.1. Demo 
 

For demonstrating the mDL use case, two Android mobile applications were 
developed, one for the mDL holder and one for the mDL verifier. As described 
in the previous section these two applications should be installed in the same 
device, in order to communicate with each other. 

The mDL holder application needs to be online during the enrollment phase. We 
assume that the holder already possesses a digitally signed mDL on his device. 
When the holer starts the mDL holder application, he is presented a screen 
where he can type the username and password he desires, in order to create a 
new account in the vIdP. 

 

 
Figure 7: mDL Holder app - Registration 
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After a successful registration, the mDL holder application presents the holder’s 
personal information on the screen. The holder is able to request his P-ABC 
credentials from the vIdP and go offline. Now he can generate at any time 
needed the authentication token which fulfils the policy that the mDL holder 
application supports. This policy is checking the name and the age of the mDL 
holder.   

  
Figure 8: mDL Holder app - Credentials Request & Result 

 

On the other hand, the mDL verifier application needs to be online only during 
the setup phase. When the verifier starts the verifier application, he just needs 
to press the “Setup” button, in order to acquire the public key from the vIdP and 
prepare his application for verification procedure. After that, he can go offline 
and wait for a token to be received. 

  

Figure 9: mDL Verifier app - Setup Request and Result 
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In order for the holder to be verified, he needs to press the “Send Token” button 
in the mDL holder application, in order to generate a token for the supported 
policy and forward it to the verifier. After this action, the mDL verifier application 
appears and the verifier may now press the “Verify” button. The verification 
procedure shall start, in order to check the name and the age of the mDL holder 
and the result will appear on the screen with a proper message. 

 
Figure 10: mDL Verifier app - Successful age and name verification 

 

For the demo scope, there is one more button added in the mDL holder 
application that simulates the case of a fraud holder. What this button does is to 
alternate the signature of the P-ABC credentials received from the vIdP before 
generating the authentication token. If this button is pressed during verification 
process, the mDL verifier application shall show a message of failed verification. 

  
Figure 11: mDL Holder and Verifier app - Failed age and name authentication 
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2.4.2. Testing plan 
 

Currently the testing plan for the mDL use case involves unit and integration 
testing. As a first step, unit tests were created in order to test small parts of 
implementation for the two mDL applications under development. When these 
tests passed successfully and when the development of the cryptographic 
algorithms reached a stable state, the integration between the two implemented 
applications and the OLYMPUS system began. Now, we have reached a stage 
where servers are hosting the OLYMPUS vIdP integrated system and the mDL 
applications are connected to them in order to perform the registration and 
verification procedures. 

Unit tests were developed in two phases. At first, simple parts of the 
implementation were developed along with the user interface, in order to have a 
basic skeleton for our applications. During this phase, no communication was 
supported with external systems. All the needed information that the 
applications were supposed to receive from other components was read from 
files with the proper content. When a first simple cryptographic system was 
available, the second phase started. During this phase some first steps of 
integration were made, in order to connect the two mDL applications with the 
cryptographic system. This simple vIdP provided the interfaces that would be 
utilized for the communication between the mDL applications and the external 
components of the OLYMPUS system, which was still under development. 
Testing with this scheme was performed using a local server, in order to 
facilitate the connection between the vIdP and the emulator with the mDL apps, 
as well as the process of immediately fixing every issue that emerged. 

On a next level, a first stable version of the new cryptographic system proposed 
in OLYMPUS was available, with support of dP-ABC credentials. This initiated 
the development of integration tests, by making the needed adaptations to the 
software of the already created mobile applications. The whole process of 
registration and verification was tested, with the cryptographic modules being 
set up in a local server. The same process was also followed when the whole 
Olympus integrated vIdP system was hosted in one partner’s server for the 
demo tests. 

In all the testing steps mentioned above, both successful and failed scenarios 
were tested, so that the integrity of not only the two developed mobile 
applications, but also of the whole Olympus system would be tested. Currently 
the mDL holder and mDL verifier applications are installed in the same device, 
in order to focus on testing the new core functionality developed in this project, 
rather than the connection and the data transfer between the two devices. 

Our next testing plans are to separate the two mDL applications in different 
devices, so that we can check the proper and secure connection and data 
transfer that would occur in a real-life scenario, between an mDL holder and an 
mDL verifier. Later on, we shall perform tests that utilize the secure storage in 
Android, in order to store several data, such as personal information, tokens 
and keys in the devices for later usage. 
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2.5. Next steps 
 

As we reached the middle of the timeline of the project, there has been a lot of 
work being done for the development of not only the new cryptographic systems 
proposed in this project, but also the demo pilots that shall be used for the 
testing of the aforementioned systems. Yet, there are further steps to be done 
for having a fully functional integration of the mDL pilot with the rest of the 
system, whose development is still ongoing. 

One important step for the mDL pilot is to enable the communication between 
the mDL holder application and the mDL verifier application when they are 
installed in different devices. This technical capability is already possessed by 
one of the project’s partners in previous project, so it is expected to be one of 
the next features added in mDL pilot applications. A further addition would be to 
securely store data in the devices of the mDL holder and the mDL verifier. With 
this extension, the two mobile applications shall have all required data, which 
were already acquired, available for later usage. 

Last but not least, the online version of distributed token shall also be supported 
in the mDL pilot at a later time. With this extension, the mDL holder will be able 
to get online the token that complies with the policy specified by the verifier he 
encountered and pass it straight ahead to the verifier’s device in order to 
proceed with the verification.  
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3. CREDIT FILE PILOT  

This section and its subsections provide a more detailed explanation of the 
Credit File (CF) pilot regarding its design, implementation and integration with 
the OLYMPUS architecture. Some of the discussed topics are:  

o Detailed explanation of the identified scenarios’ flow 
o Architecture usage and relevant information 
o Design and development of components 
o Feedback from first evaluations and testing plan 
o Next steps 

 

3.1. Summary of addressed scenarios 
 

For this pilot, only one possible scenario was identified. It is analysed from the 
point of view of the type of architecture used. The following sections provide a 
more detailed explanation of the scenario’s flows and the expected behaviour 
for both of the architectures inside the OLYMPUS framework, after finalizing the 
first steps in the integration with the Idemix architecture. 

As mentioned, the next sections describe the same scenario integration with 
two different architectures, so the complete flow is described only in the first 
subsection (3.1.1). In the following subsection (3.1.2), only the relevant 
differences to the first one are included. 

Both scenarios require for the vIdP to be deployed and configured for the 
distributed token architecture in advance, as explained in the D5.2 deliverable in 
WP5. Also, the system needs to have defined the attributes, policies and 
architectures in its database as it is explained in the following sections of this 
document.  

 

3.1.1. Online scenario – Distributed token 
 

It is important to remark that, in this scenario, the process begin with the 
selection of an entity/company of several categories (bank, insurance company, 
etc) from an initial list. This selected entity must be one that requires the use of 
the distributed token architecture, as it is explained in the Design and 
development of components section (3.3). This is not information that the user 
would have in a normal situation but it will be used here from a demonstration 
point of view. 

To clarify the overall flow of the pilot, the main steps are introduced in the 
following lines: 

- Profile selection and QR code generation: in this context, a profile is a 
combination between the entity/company the user has an interest in and 
one of the products or services that this particular entity offers. With this 
information, a QR code is generated. 
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- QR code scan and user identification: the generated QR code is scanned 
by the user and the user’s authentication is performed using an external 
qualified identity platform called Certy. 

- Credit File generation and OLYMPUS authentication: once the user has 
been authenticated, a credit file report with the corresponding financial 
information is retrieved and sent to the OLYMPUS framework. As a result 
of that, a token is retrieved containing only the required information 
requested by the entity for that particular product or service. 

- Entity’s evaluation of the financial information: the entity evaluates the 
financial information received and sends the result to the pilot. 

- User identity disclosure: once the entity’s evaluation has been received, 
the user should decide whether to disclose his or her actual identity to 
the entity or not. 

 

 
Figure 12: CF use case – Main steps and interactions 

 

From the user’s perspective, taking into account the main steps described 
above and according to the current state of the implementation, the detailed 
flow of steps proceeds as follows: 

 

Profile selection and QR code generation 

1. On the Credit File (CF) website, the user selects an entity from the 
displayed list that uses the distributed token architecture. 

2. Still on the CF website, the user selects a service or product   that 
determines the policy to be applied during the process. 

3. The website generates a QR code with the selected information. In this 
process, a random alphanumeric 32-bit token is generated as a 
reference to the request.  
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QR code scan and user identification 

4. The user scans the QR code with the CF app using a smartphone and 
the related information is displayed.  

5. The CF app communicates with an external app for the user to 
authenticate in a qualified identity platform with the purpose of allowing 
the CF Java backend to validate the user’s ownership of a valid qualified 
certificate.  

6. This certificate is required for the process to retrieve some relevant data 
as the public part of the certificate, some personal data, etc 
communicating the CF Java backend and the qualified identity platform.  

Credit File generation and OLYMPUS authentication 

7. In the CF app, the user is asked for its permission to continue with the 
process of getting is credit file for a specific product or service. If the user 
allows the process to continue, the CF app, using the user’s qualified 
certificate, retrieves the consents related to the current request and their 
states: granted or missing.  

8. The user introduces his or her Olympus user and password on the login 
page of the CF app. The CF app invokes the OLYMPUS client of the 
architecture to perform the user’s login. 

9. The CF Java backend, using the qualified certificate, retrieves the 
financial information in the form of a credit file report from the CF 
platform. This report contains the CF organism signature for 
guaranteeing the integrity of the data and must be signed by the user 
using the qualified certificate for guaranteeing the user’s ownership of the 
data.  

10. The CF Java backend invokes the PESTO client using the user’s login 
information, the public part of the certificate, the specific policy for the 
request using the interfaces that are described in the Architecture usage 
section (3.2). As a result of the architecture’s invocation, a short-term 
token containing only the attributes stated in the policy is generated and 
the user is informed by sending a push notification to the CF app.  

(The current implementation of the scenario ends here because of the current 
state of the architecture, the next steps are included only for giving a full 
explanation of the use case). 

Entity’s evaluation of the financial information 

11. Once the token is generated, the CF Java backend sends it to the 
financial entity using a specific endpoint. 

12. The entity performs the evaluation and sends the result to a specific 
endpoint configured in the CF Java backend. Once it is received, the 
user is notified in the CF app that an evaluation result was provided. 

13. The user uses the CF app to check the result after using the qualified 
identity platform. If the evaluation result is negative, the process ends 
here. 
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User identity disclosure 

14. If the evaluation is positive, the user can decide to disclose his or her 
actual identity to the entity. If the user decides not to reveal his or her 
identity, the process ends here. 

15. For revealing the actual identity, the CF app invokes the CF Java 
backend using the qualified certificate and a specific endpoint in the 
entity’s premises. Finally, the entity will contact the user with the purpose 
of establishing an actual contractual relationship. 

 

3.1.2. Online scenario – dP-ABC credentials 
 

As commented in the introduction of this section, given the similarities between 
both scenarios, only the relevant differences are stated in this subsection. 
Hence, for having a complete reference of the whole pilot, the reader should 
refer to the previous subsection. 

As described in the last section, one of the most important things to take into 
account is the fact that, in this scenario, the selected entity must be one that 
requires the use of the distributed P-ABC credentials architecture, as it is 
explained in the Design and development of components section (3.3).  

Also, this scenario requires the vIdP to be deployed and configured for the 
distributed P-ABC credentials architecture in advance and the vIdP must know 
all the attributes that can be used in the process.  

Then, from the user’s perspective and according to the current state of the 
implementation, the flow of steps proceeds as follows: 

1. In the CF website, the user selects an entity that uses the dP-ABC 
credential architecture. 
 
[…] 
 

10. The CF Java backend invokes the P-ABC client using the user’s login 
information, the public part of the certificate, the specific policy for the 
request using the interfaces that are described in the Architecture usage 
section (3.2). As a result, a long-term credential containing all the user’s 
attributes and a short-term presentation token containing only the 
attributes stated in the policy are generated. Also, a verifier is available to 
check if the user’s data satisfy the policy. The user is informed by 
sending a push notification to the CF app.  
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3.1.3. Other relevant information 
 

As a summary of the step by step description provided in the previous sections, 
a diagram is presented for clarifying the overall expected behaviour for the pilot, 
without providing details about the interaction with the architectures: 

 

 

Figure 13: CF use case workflow diagram 

All steps described in the last sections are implemented, at least in an early 
stage or supplied with a mock service to simulate their behaviour except for the 
ones mentioned in the Next steps section. Also, the current state of the 
architecture, which is still under development, with its current token format, 
does not allow to have a complete iteration. 
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3.2. Architecture usage 
 

After the requirements definition in WP6 D6.1 and the architecture 
implementation based on WP5 D5.2, a first integration between the 
implementation of the CF pilot and the OLYMPUS framework implementation 
was performed. The integration is not complete because of the state of the 
implementation, but the functionalities of the scenarios have been integrated 
and are working. The assumptions and workarounds that have been made are 
described in this section as well as the agreements that were reached for the 
integration when the architecture implementation is complete.  

 

3.2.1. vIdP deployment and setup  
 

In this first integration, the deployment of the vIdP is performed manually and 
externally to the pilot implementation. A set of three IdP is started using ports 
from 9080 to 9082. Once the servers are started, and taking into account that 
the CF pilot has to be integrated with both architecture modules, the setup 
process is performed in two steps: first the PESTO architecture setup and then 
the dP-ABC credential architecture configuration. 

PESTO architecture setup 

This process is performed as described in the WP5 D5.2 deliverable, by 
providing each individual IdP with a shared key, a modulus, blindings, secrets 
and a list of other servers to communicate with. Each IdP is invoked with the 
endpoint: http://<server>:<port>/idp/setup. 

 
Figure 14: CF PESTO setup 
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dP-ABC credential architecture setup 

This process is performed by invoking each of the started IdPs using the 
endpoint: http://<server>:<port>/idp/setupPabc with the list of attributes that can 
be used in the credential generation process. 

At this point in the implementation, only a limited subset of five attributes are 
used but it is enough to test the framework and to progress with the integration. 
Several details are provided in the Next steps section regarding this. 

 
Figure 15: CF dP-ABC credential setup 

An automatized way of starting and configuring the IdPs is under development. 
By now, although the IdP starting process should be done manually, the 
implemented system is capable of: 

- Configuring the vIdP with the PESTO options 
- Retrieving the user attributes from the CF database 
- Configuring the vIdP with these attributes using the dP-ABC endpoint. 

 

3.2.2. Interfaces and components 
 

This subsection focuses on the interfaces and components of the OLYMPUS 
framework that are used in the integration. As for the current state of the 
architecture implementation, there are some assumptions and workarounds 
adopted that will change as soon as the architecture evolves. The current state 
of the development and the integration is described here and, in the Next steps 
section (3.5) the expected changes are detailed. 

In summary, the OLYMPUS framework, as it is still under development, does 
not: 

- Offer identity proofing regarding the user’s qualified certificate or the CTI 
organism certificate. CTI is the organism responsible of the CF platform 
development. 

- Accept the whole credit file report so it is parsed to extract the relevant 
attributes based on the configured policy. 

- Accept the random alphanumeric 32-bit token to allow the CF backend to 
identify to which device corresponds each request. 

But it offers a lot of new functionalities whose integration is described in the 
following lines.  
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PESTO architecture interfaces 

As a first step in the integration, after the vIdP deployment and setup, the 
PESTO client is created. A detailed explanation of PESTO is provided in D4.1 
where it is described that the client’s creation is performed using the information 
provided in the startup: number of servers, host endpoint and initial port for the 
IdPs.  

Once the PESTO client is instantiated, and according to the current state of the 
architecture implementation, the OLYMPUS framework user is created invoking 
the method pestoClient.createUser with the user’s username and password.  

Then, the financial report is parsed to retrieve the values of the relevant 
attributes that are subject to validation related to the selected service or 
product. These attributes are sent to the OLYMPUS framework invoking the 
pestoClient.proveIdentiity method along with the user’s login information. 

After that, the attributes to reveal for that particular service or product are 
retrieved from the related policy and used to invoke the method 
pestoClient.authenticate. As a result of this invocation, a short-term distributed 
token is received containing only the information of the revealed attributes. By 
now, this token is a JWT one and its verification is a subject still under 
development from the pilot point of view. 

dP-ABC credential architecture interfaces 

As a first step in the integration, after the vIdP deployment and setup, the dP-
ABC client is created using the information provided in the startup regarding the 
number of servers, the host endpoint and the initial port for the IdPs.  

The next steps are the same as the ones explained above until the step where 
the invocation of the authenticate method is performed. In this case, as a result 
of this invocation, a long-term token is received containing only the information 
of the revealed attributes. By now, there is a verifier module that should be used 
for checking if the request met the configured policy 
(verifier.verifyPresentationToken). The pilot is already using this method but its 
use is a subject still in verification from the pilot point of view. 

  



This project has received funding from the European 
Union’s Horizon 2020 research and innovation 
program under grant agreement No 786725 

 

31 

 
 

 

3.3. Design and development of components 
 

In this section, a detailed insight is provided over the implementation that has 
been carried out including the development of the required components, their 
state and their deployment and their interactions with external platforms as in 
third party providers to make use of identity credentials and different attribute 
providers.  

As an introduction for this section, it is included here a platform interaction 
diagram that reflects what the current interaction flow is by now. As explained 
before, this is only a first approach to the integration and it will be changing as 
the evolution of the architecture and the pilot implementation progress. 

 

 
Figure 16: CF platform interactions diagram 

 

The criteria adopted to explain each one of the developed components is its 
proximity to the user in the step by step description provided in the first 
sections. 

  



This project has received funding from the European 
Union’s Horizon 2020 research and innovation 
program under grant agreement No 786725 

 

32 

 
 

 

3.3.1. The CF website 
 

As commented in previous sections, the CF website is the entry point of the 
pilot. It is a fairly simple website with a number of pages that varies between 3 
or 4 depending on the selected profile for its deployment. The available profiles 
are two. On one hand, there is the simplest and closest one to a real-world 
scenario which is explained in this subsection. On the other hand, there is the 
one implemented for the sake of the demonstration which also allows the user 
to select one of the available entities in the website’s list and, therefore, the 
architecture that is going to be used in the process. This last profile has been 
mentioned in the Summary of the addressed scenarios section (3.1) and it is 
also explained in the Demo section (3.4.1).  

In a real-world scenario, this website would be hosted in the entity’s web on its 
premises. It would be listed among other services provided by the entity and it 
would not be necessary for the user to be logged-in into the system to access 
this service. 

As part of the CF website’s functionality, the user selects a service or product of 
his or her interest, also called profile selection. Once the selection is performed, 
the list of required documentation is provided and, if the user allows the process 
to continue, a QR code containing this information is generated.  

Next, a set of screenshots is provided to illustrate the user’s flow. The 
information displayed is a set of data created only for testing purposes. In the 
same way, the design of the website is not final, it is only a tentative one while 
the definitive one is under development. 

 

Figure 17: CF website - Profile selection 
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Figure 18: CF website - Display required documentation 

 

Figure 19: CF website - QR code generation 

Regarding the technologies used in its implementation, a JavaScript-based 
framework called NativeScript is used to develop all the website’s functionality. 
It communicates with the CF Java backend for retrieving the data contained in 
the CF database. One of the advantages of NativeScript is that it generates a 
functional app for Android and iOS only with minimal modifications over the 
same code. Also, it allows developers to use Angular for hybrid deployment 
over a Webpack server in local environments and pm2 for distributed and 
shared environments. 

To summarize, this website is functional in modern browsers and it can also be 
deployed as an app for Android and iOS smartphones. 
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3.3.2. The CF application 
 

As commented in previous sections, the CF app scans the QR code generated 
in the CF website for starting the process and it also displays the previous 
requests in the system and their current status. It has a number of pages and 
the initial menu displays different options depending on the selected profile for 
its deployment. The available profiles are two. One of these profiles is the 
closest one to a real-world scenario which is explained in this subsection. The 
other profile has been implemented for the sake of the demonstration. It only 
displays the result of the OLYMPUS framework authentication and derivation if 
required, and, therefore, does not allow to follow with the evaluation process. 
This last profile is explained in the Demo section (3.4.1). 

To explain the functionality of the CF app related to the requirements described 
in the WP6 D6.1, a set of screenshots have been added to this deliverable in 
order to illustrate each step of the user’s flow. 

As a first step of the process with the CF app and continuing with the flow 
described for the CF website, the user uses a smartphone for scanning the QR 
code generated in the website and after selecting the first option between the 
two available choices. Once the QR code is generated, the related information 
is displayed. As for now, the random token is displayed, but it will disappear as 
the implementation progresses. 

 

 
Figure 20: CF app - QR code scan 

 

The next step for the user is to authenticate in a qualified identity system using 
an external app. The CF app communicates directly with this external app and 
the navigation is transferred to it, as shown in the provided screenshots. As 
commented before, at this point of the implementation, only one specific user 
will be used to have control over the qualified certificate.  
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Figure 21: CF app - User identification in new requests 

 

Once the user’s authentication is successful the next steps are related to the CF 
platform developed by CTI. The CTI organism is the company responsible for 
the consents’ retrieval and the credit file report generation. Both processes are 
explained in the following lines. 

First, the user is asked to give permission to continue with the process of 
requesting a financial report for a specific product or service provided for a 
particular entity that requires a set of documents. Then, the consents relating to 
the request are displayed. By now, the CF app only displays one consent and it 
always appears as authorized but in a real-world scenario, some of them could 
be missing. If that is the case, as explained in the Next steps section (3.5), the 
user will have to grant them by signing using a qualified certificate.  

 
Figure 22: CF app - CTI interfaces 
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The next step for the user is to log in in the OLYMPUS framework. This second 
login process is different than the previous one to the Certy system. While 
performing the login to the Certy system means to access an external system 
that is a traditional IDP, with the login in the OLYMPUS architecture the user is 
accessing a distributed vIdP. At this moment in the implementation, the pilot 
uses the CF Java backend to invoke the client of the architecture. If the login is 
successful, the CF app goes to the final page of this part of the process. The 
rest of the PESTO or dP-ABC operations are performed asynchronously, 
therefore, the app receives a push notification later informing whether the 
process has ended successfully or not. If the login is not successful, the app 
goes to an error page informing of this situation and allowing the user to go 
back to repeat the login process. 

 

 
Figure 23: CF app - OLYMPUS framework interaction 

 

The following steps described in this section are the ones that are expected to 
happen when the implementation is complete. The current state of the 
implementation and its behaviour from this point is explained in the Demo 
section of this document (3.4.1).   

Once the user receives the push notification indicating that the credit file report 
was generated and the token retrieved after the authentication in the OLYMPUS 
framework was sent to the entity, the request is displayed in the CF app’s 
section of Pending requests. This is a tab inside the tabs view displayed on the 
Existing requests menu option, classified depending on the request state. When 
the entity evaluates the user’s information and sends to the CF Java backend 
the evaluation result, another push notification is sent to the CF app informing 
the user that a new evaluation result has been received. From this moment on, 
the request appears in the section of Ready requests. The other sections on the 
displayed tabs view are dedicated to displaying the requests that have had 
some error during their treatment. 
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Figure 24: CF app - Existing requests 

 

The user needs to repeat the identification process in order for the system to 
ensure that the request that is going to be accessed was requested both from 
the current smartphone and by the user that is trying to access it. 

 

 
Figure 25: CF app - User identification in existing requests 

The next step for the CF app is to check the evaluation result that was sent by 
the entity. If the result is negative, the process ends at this point. If the result is 
positive, the user can go on with the process and the app offers the choice to 
disclose the user’s identity to the entity by using the qualified certificate. 
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Figure 26: CF app - User identity disclosure 

 

The request remains open during a configurable amount of time but it is 
accessible with read-only privileges. This means that if the user tries to access 
the request again, the CF app will display the user’s choice regarding the 
identity disclosure but no changes will be performed. 

 
Figure 27: CF app - Read-only existing requests 

Regarding the technologies used in the CF app implementation, a JavaScript-
based framework called NativeScript is used to develop all the app functionality. 
By now, it communicates with the CF Java backend for retrieving the data 
contained in the CF database and to perform most of the operations in the 
process. As stated in previous sections, this is soon to be modified and in the 
Next steps section, more details are provided about that.  
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To summarize, at this moment this app is fully functional for Android devices 
and works with several issues in the communication with external applications 
for iOS devices. This last part is under development. 

 

3.3.3. The CF Java Backend 
 

As explained in previous sections of this deliverable, the pilot uses a Java 
backend for retrieving the information in the database and the services 
implemented in this backend makes the data available for both the CF website 
and the CF app. At this point in the implementation, the CF Java backend 
performs most of the operations with the external platforms and with the 
OLYMPUS framework. The reason of having carried out the implementation this 
way is because of the technology used for developing the website and the app 
(NativeScript). This technology does not allow the developers to integrate 
directly with the OLYMPUS framework implemented with Java. As it is 
described in the Next steps section, this will be changed in two phases as the 
architecture development progresses: first, the pilot will use a REST wrapper 
provided to invoke the client and, finally, the client code will be ported to 
JavaScript and most of the Java backend functionality will be migrated to the 
CF app. 

The CF Java backend uses the CF database which, in general, consists of a set 
of catalogues that represents the information used for both the website and the 
app and their relationships. This is an Oracle database which, among the 
available relevant catalogues, it is possible to find the following ones: 

- Entity: stores the information about the entity and determines the 
OLYMPUS architecture used for all its processes. It also covers other 
information about the entity as the time for its requests to be expired and 
closed, the endpoints used for sending the financial information and for 
performing the disclosure of the user’s identity, etc. 

- Service: stores the information about the products or services that are 
available and their relationship with the service type. 

- Service type: stores the category that determines the type of service or 
product. 

- Documentation: stores the catalogue of the information that any services 
or product can require. 

- Attribute: stores the user attributes that can be used in the process. At 
this point in the implementation, only a subset of five attributes is being 
used. 

- Issuance policy: stores the information about a specific issuance policy 
and its relationship with a particular entity. The entity also determines the 
set of attributes that can be used for the issuance process. At this point 
in the implementation, the whole subset of five attributes is being used 
for every entity. 

- Presentation policy: stores the information regarding a specific 
presentation policy. Each one of them is determined by a product or 
service and the required documentation related to it. It defines the set of 
attributes to be revealed during the process. 
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All these catalogues are related among them and have their translations defined 
too. The overall database scheme is shown in the following figure: 

 
Figure 28: CF Java backend - Database diagram 

The system has another table that is not a catalogue, the FinancialRequest one. 
Its purpose is to store the minimal amount of data from each transaction for the 
system to be capable of guaranteeing the continuity of the process as the 
random alphanumeric 32-bit token that identifies the request, the expected 
expiration date, the current state of the request, its evaluation result, the device 
token from which the request was performed, etc. As displayed in the next 
figure, no sensitive or personal information is stored in this table: 

 

 
Figure 29: CF Java backend - FinancialRequest table schema 
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It is from the CF Java backend that the invocation of the Credit File interfaces is 
performed and the same holds for the invocation of the qualified identity system 
(Certy). These invocations are defined with a greater level of detail in the 
following section. 

The CF Java backend was implemented using Java 8 and its deployment is 
performed over a Wildfly server. Its data source connects with the Oracle CF 
database and makes use of Hibernate for the persistence functionality. 

At this moment, the CF Java backend has the main functionality in the system 
and acts as a middleware between all the related platforms and systems in the 
pilot. But, with the modifications described in the Next steps section, this 
situation will change and the CF Java backend will have the minimal amount of 
functionality that is possible and it will work only as a source of information from 
the CF database. 

 

3.3.4. ID Proofing interfaces 
 

This section covers the integration of the third-party service providers required 
in this pilot to make use of the qualified certificate and the credit file information. 

Qualified certificate platform interfaces (Certy) 

It is important to remark that the Certy system has to be integrated also with the 
CF platform. After the enrolment of the user in Certy, an invocation to a Credit 
File interface is required to register the user in the Certy system. The request is 
not relevant here, hence it is not included in this document, but an example of 
the system’s response is shown: 

 
Figure 30: CF IdProofing - Certy integration with CF interface 

As displayed, the invocation returns a JSON response with an attribute called 
“respuesta”. This attribute identifies the user in the CF platform and it is used in 
the following calls to the Credit File interfaces. The process is not immediate, it 
needs a few minutes to have the system ready to make the required requests. 

The integration of the pilot with the Certy platform is performed in two ways. On 
one hand, both the CF app and the Certy app communicates directly to perform 
the user’s authentication using a JWT token to retrieve a basic set of 
information related to the user. On the other hand, the CF Java backend and 
the Certy backend communicate between them using a symmetric key system 
to retrieve the qualified certificate public part and a complete set of information 
regarding the logged user. An example of a complete response from the Certy 
system is provided next: 
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Figure 31: CF IdProofing - Certy response example 

The Certy system is also under development so a mocked service is available 
in order to avoid interferences or issues in case of server problems or errors in 
the implementation. 

 

Credit File interfaces 

Until a short amount of time ago, the pilot only had the option of using mocked 
services for simulating the Credit File interfaces because this platform is also 
under development. The pilot has been tested properly with these mocked 
services. 

During the last few weeks, a first version of the Credit File development was 
released and a testing environment was provided. Its integration with the pilot 
has been also performed and tested. Its development is not complete yet 
because it does not cover the signature of the financial report so, while this 
situation remains the same, the pilot will continue using the simulated services. 

The integration with the actual interfaces has resulted in an analysis of the 
required invocations: 

- Consents interface: it is a REST service that consumes a JSON request 
and retrieves the consents list for a specific user in the CF platform. An 
example of a consents request is shown in the following figure: 

 
Figure 32: CF IdProofing - CF consents request 

 
- Credit File request: it is a REST service that consumes a JSON request 

and retrieves the credit file report for a specific user in the CF platform 
according to the requested format. For the integration with the 
OLYMPUS framework, the required request goes as it is displayed next: 
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Figure 33: CF IdProofing - CF request 

The retrieved credit file report has the following format: 
 

 
Figure 34: CF IdProofing - CF format 
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3.4. Initial evaluation 
 

Although the integration is in an early stage and the functionality is not complete 
yet, the preparation of the possible demonstrations and the implementation of 
the testing implementation have begun. The focus of the following subsections 
is to explain the details related to both topics mentioned here. 

 

3.4.1. Demo 
 

As described in the previous sections, the implementations of the CF website 
and the CF app have been provided with the option of selecting different profiles 
for their deployments and installations. The expected behaviour using the 
complete profiles are explained in the Design and development of components 
section (3.3), therefore, the differences between that type of profile and the 
demo profile are explained in this section. 

Regarding the CF website, the initial page allows the user to select the entity 
that he or she wants to use for the whole process. Once the entity is selected, 
the next pages remain the same in functionality and design than the ones 
described in the previous sections. 

 

 
Figure 35: Demo - CF website initial page 
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Regarding the CF app, as explained before, because of the state of the 
architecture implementation and the format of the token retrieved from the 
authentication process, the pilot has no functionality after the token 
generation/presentation. Because of that, the CF app shows an alternative 
menu that displays the result of the OLYMPUS framework processing. The 
previous pages to this point are the same that the ones described in the Design 
and development of components section (3.3). A screenshot of the demo flow is 
displayed next: 

 

 

Figure 36: Demo - CF app alternative flow 

 

In addition to these explanations, several videos of the demonstrations carried 
out in a local environment have been recorded. These videos demonstrate the 
integration of the pilot with the Idemix, distributed tokens and distributed P-ABC 
credentials architectures. 
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3.4.2. Testing plan 
 

Concerning the testing subject, several actions have been carried out. This is 
an issue that will remain open as long as the pilot is under development.  
Testing was dealt with from several different points of view and the focus of this 
subsection is to provide a better insight to all of them. Also, the integration of 
both frontend and backend in Jenkins is still under development and the 
following work has been performed. 

CF website testing 

Regarding the testing plan for the website, a suite of tests of both unitary and 
end to end tests has been implemented using a variety of technologies 
supported by Angular.  

In the case of the unitary tests, the technologies used in the already 
implemented cases are Karma and Jasmine. Jasmine is a behaviour-driven 
development framework for testing JavaScript code that does not depend on 
any other JavaScript frameworks and either requires a DOM. Karma is a tool 
that allows the user to ease the process of the environment configuration. After 
starting with the setup and deployment of Jenkins and its integration with the 
testing suite, several issues were found. While the performance is good on local 
environments, the closure of the Karma process at the end of the execution of 
the unitary tests throws errors when using Karma in combination with Jenkins. 
Because of that, changing Karma technology for Jest, which gives the 
developer more control over the configuration, is under evaluation right now. 

Regarding end to end tests, the technology used in the already implemented 
cases is Cypress. Cypress is not a specific Angular tool and it represents an 
open-source IDE to run end to end tests. It uses a real embedded browser 
which is an advantage with respect to other technologies that use an automated 
one. 

For these kinds of frontend testing, mocked sets of data are used to avoid any 
issue related to lack of connectivity with the backend or problems with its 
deployment. 

CF app testing 

Related to the testing plan for the app, a suite of tests of both unitary and end to 
end tests has been implemented using a variety of technologies supported by 
Angular.  

In the case of the unitary tests, the technologies used in the already 
implemented cases are Karma and Jasmine. In the case of the end to end tests, 
the technology used in the implemented tests is Appium. Appium is an open-
source test automation framework to be used with native, hybrid and mobile 
web apps. It drives iOS, Android, and Windows apps using the WebDriver 
protocol. 

Similar to the CF website testing, mocked sets of data are used to avoid 
external interferences in the network or the remote servers with the testing 
results. 
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CF Java backend testing 

A suite of unitary and integrated tests has also been implemented for the Java 
backend. It uses the JUnit java library for the unitary tests and the integration 
tests are a combination of service invocations allowing developers to check if 
the integration between services and different methods work properly. Also, 
each of these tests is in charge of inserting and removing their own set of data 
to avoid inconsistencies in the stored information.  

Jenkins 

Jenkins is a self-contained open source automation server which can be used 
to automate various tasks related to building, testing and deploying software. 
Jenkins is installed and configured in two different machines to be capable of, 
on one hand, having a specific scenario to automate the operations over the 
backend code and, on the other hand, automating the frontend operations in 
both Android and iOS platforms. 

Real-world integrated testing 

At this point in the implementation, the closest testing to a real-world scenario 
case can be achieved by performing manual testing. This has been tested 
without extracting any metrics or feedback until this moment although it is 
planned for a later moment in time. 

 

3.5. Next steps 
 

As commented before in this document, the implementation of the pilot is still 
under development. Although the general functionality is developed and the use 
case is working, there are several features and modifications to be made in a 
short or long run. This section describes all of them.  

Regarding the qualified identity system, a semi-simulated behaviour still 
remains. Only one user can be logged in the pilot and the related certificate is 
always the same to have more control over the authentication process. This 
situation is because the system is still under development so the integration 
with it will become more independent as its implementation progresses. Once 
this implementation is final, the pilot’s interfaces with the qualified identity will be 
adapted and it will be capable of using any qualified certificate registered in the 
Certy system. 

About the CF platform and its interfaces, also under development, the pilot will 
keep using simulated services until they support all the functionality that the use 
case requires. In the case of the CF consent interface, at this moment there is 
no difference between using the actual or a simulated service because both of 
them will retrieve only one consent and it is always granted in advance. When 
its development ends and a greater range of consents are extracted, there will 
be more possibilities of missing some of them and a signing and granting 
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process will be implemented using another external system to solve this 
situation.  

In the case of the CF request interface, as explained in the previous sections, 
the current state of the implementation does not retrieve a financial report with 
the CTI signature. Also, the qualified identity system has under development the 
functionality in charge of using the user’s qualified certificate for signing the 
financial report from another external system. So, until these developments are 
ready, the pilot will keep using a mocked service that retrieves a financial report 
with the CTI and the user’s signature. After these implementations end, 
although the interfaces for the pilot will remain the same, more tests will be 
carried out to check that the integration works properly.  

In the previous sections, the need for not displaying the random alphanumeric 
token in the CF app pages is mentioned. An alternative way of identifying each 
transaction in the frontend will be implemented to avoid displaying this 
information to the user. 

The use of the CF Java backend as a middleware with most of the functionality 
of the pilot will be modified soon and the major part of the functionalities will be 
migrated to the CF app. The expected flow of changes is the following one: 

- Modify the invocation to the OLYMPUS framework from Java to use the 
REST wrapper provided as the first step, once it is available. 

- Change the flow between the app and the backend by preparing the 
services for the app to retrieve most of the information directly from the 
source. 

- Port the OLYMPUS framework client to JavaScript to be used directly in 
the CF app. 

- Evaluate the need for ciphering and storing the signed financial report in 
the user’s device. 

Regarding the integration with the OLYMPUS framework, several agreements 
were reached regarding the next steps in its implementation that concerns 
directly this pilot and that will determine the evolution of the pilot once they are 
developed: 

- Identified several new IdentityProvers to be implemented: one 
instantiated with the public part of the CTI certificate, one to prove the 
identity of the user owner of the financial information and one to receive 
the alphanumeric token to be included in the response token. 

- Changes to be made in the current integration regarding the methods 
used and their parameters:  

o Use the client.createUserAndProveIdentity with the purpose of 
sending the public part of the user’s qualified certificate. 

o Financial attributes parsed from the financial report to be replaced 
for sending the credit file report with the client.proveIdentity 
method. 

o Use another invocation of the client.proveIdentity method to send 
the random token to the architecture. 

o Once the format of the token retrieved from the client with the 
authenticate method invocation has changed, it will be possible to 
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complete the use case flow. As an example, the random token 
has to be included in the token for the pilot to identify the request 
when the entity’s evaluation is received. 

As commented in previous sections, at this moment the deployment of the vIdP 
is performed manually and an automated configuration is in development, 
focusing on the startup and stop processes. This affects also the integration 
with Docker. A first integration was performed and it is working with the first 
steps of the integration using the Idemix architecture but it has to be adapted to 
using the OLYMPUS framework.  
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4. CONCLUSIONS 

This document has described the progress in the implementation of the two use 
cases and their integration with the architecture created for the OLYMPUS 
framework. 

This deliverable has provided a step by step description of the addressed 
scenarios of each pilot and their use of the OLYMPUS architecture. 

This document has focused also in the architecture used from the point of view 
of interfaces and components and has described the implementation's progress 
regarding the components required for each use case and their interactions with 
the architecture. 

Finally, the deliverable has explained the first evaluations carried out over the 
scenarios, the testing plan that is expected for each pilot and the next steps 
planned for the future. 

 


