
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

OLYMPUS 

PROJECT 
OBLIVIOUS IDENTITY MANAGEMENT 

FOR PRIVATE USER-FRIENDLY 

SERVICES 

D4.3 Second Reference Implementation of 

Oblivious IdM 

 

PROJECT NUMBER PROJECT ACRONYM 
786725 OLYMPUS 

 
CONTACT 

 
WEBSITE 

contact@olympus-project.eu http://www.olympus-project.eu/ 

 
Due date of deliverable: 31-05-2021 
Actual submission date: 31-05-2021 

 

 

 

Dissemination Level  

PU = Public, fully open, e.g. web  

CO = Confidential, restricted under conditions set out in Model Grant Agreement  

CI = Classified, information as referred to in Commission Decision 2001/844/EC.  

Int = Internal Working Document  

 



2 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

REVISION HISTORY 

The following table describes the main changes done in the document created 

 

Revision Date Description Author (Organization) 

V0.1 17/02/2021 ToC Georgia Sourla, Jesús García 

V0.2 18/02/2021 Updated ToC Georgia Sourla, Jesús 
García, Michael Stausholm, 
Tore Frederiksen 

V0.3 19/04/2021 Added content: pABC proofs and 
W3C Verifiable Credentials 

Jesús García, Rafael Torres 

V0.4 27/04/2021 Added Credit File use case 
content  

Noelia Martínez  

V0.5 30/04/2021 Added various contents Michael Stausholm, Tore 
Frederiksen 

V0.6 10/05/2021 Added more details to Credit File 
section 

Noelia Martínez 

V0.7 11/05/2021 Added content for mDL client Georgia Sourla, Vangelis 
Sakkopoulos 

V0.8 12/05/2021 Fixed issues in comments Jesús García, Rafael Torres 

V0.9 14/05/2021 Added content for mDL IA server 
– Preparation for internal review 

Nuno Ponte, Nuno Martins, 
Cristiana Conceição, Georgia 
Sourla 

V0.10 20/05/2021 Fix images layout Georgia Sourla 

V0.11 24/05/2021 Address review comments Georgia Sourla, Michael 
Stausholm, Jesús García, 
Noelia Martínez, Nuno Ponte 

V0.12 28/05/2021 Final version Georgia Sourla 

  



3 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

INDEX 

Executive Summary ........................................................................................... 7 

1. Introduction .................................................................................................. 8 

2. OLYMPUS Core ........................................................................................ 10 

2.1. Crypto implementation ........................................................................ 10 

2.1.1. OPRF ............................................................................................... 10 

2.1.1.1. Key Refreshing ............................................................................. 11 

2.1.1.2. Multifactor authentication .............................................................. 12 

2.1.2. Distributed Threshold Signatures ..................................................... 13 

2.1.2.1. OIDC support ................................................................................ 14 

2.1.3. DP-ABC ........................................................................................... 14 

2.1.3.1. Range proofs ................................................................................ 15 

2.1.3.2. Other proof types .......................................................................... 16 

2.1.4. Attribute hiding ................................................................................. 17 

2.2. Exposed APIs ...................................................................................... 18 

2.3. Main artifacts ....................................................................................... 23 

2.4. Client functionality ............................................................................... 25 

2.4.1. REST Wrapper ................................................................................. 25 

2.4.2. Web based GUI and OIDC ............................................................... 26 

2.5. Verifiable credentials ........................................................................... 26 

2.6. OLYMPUS Functionality summary ...................................................... 28 

3. Use Cases ................................................................................................. 39 

3.1. Credit file ............................................................................................. 39 

3.2. Mobile driver licence............................................................................ 45 

4. Conclusions ............................................................................................... 55 

5. References ................................................................................................ 56 

Appendix A ....................................................................................................... 57 

Appendix B ....................................................................................................... 59 

OLYMPUS Verifiable Credential examples ................................................... 59 

OLYMPUS General context .......................................................................... 61 

Deployment-specific context example ........................................................... 64 

Proof types .................................................................................................... 65 

OLYMPUS validation meta-schema .............................................................. 66 

OLYMPUS deployment validation schema example ..................................... 69 

 



4 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

  



5 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

 

Table of figures 

Figure 1. Core components and core process of the OLYMPUS system. .......... 8 

Figure 2. User sign up ...................................................................................... 29 

Figure 3. Password verification ........................................................................ 31 

Figure 4. Signature confirmation ...................................................................... 32 

Figure 5. ID Proofing ........................................................................................ 33 

Figure 6. PESTO Token ................................................................................... 34 

Figure 7. dp-ABC Credential and token ............................................................ 35 

Figure 8. Get all attributes ................................................................................ 36 

Figure 9. Delete user attributes ........................................................................ 36 

Figure 10. Delete user account ........................................................................ 37 

Figure 11. Enroll MFA ...................................................................................... 38 

Figure 12. CF Server sequence diagram ......................................................... 40 

Figure 13. CF PESTO client sequence diagram ............................................... 42 

Figure 14. CF dp-ABC client sequence diagram .............................................. 43 

Figure 15. CF REST wrapper sequence diagram ............................................. 44 

Figure 16. mDL holder app interfaces – Online mode ...................................... 48 

Figure 17. mDL holder app interfaces – Offline mode ...................................... 49 

Figure 18. mDL holder app interfaces – Account management........................ 50 

Figure 19. mDL holder app interfaces – Multifactor Authentication .................. 51 

Figure 20. mDL verifier app interfaces – Online mode ..................................... 52 

Figure 21. mDL verifier app interfaces – Offline mode ..................................... 53 

 



6 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

OBLIVIOUS IDENTITY MANAGEMENT FOR PRIVATE AND 

USER-FRIENDLY SERVICES 

 

ABSTRACT 

This document is an update on D4.2 reflecting the changes that were made to 

the implementation after incorporating feedback from the use cases. 

 

KEYWORDS 

Implementation, APIs, Security mechanism, authentication. 

 

AUTHORS (ORGANIZATION) 

Georgia Sourla (SCY), Vangelis Sakkopoulos (SCY), Rafael Torres (UMU), 

Jesús García (UMU), Antonio Skarmeta (UMU), Michael Stausholm (ALX), Tore 

Frederiksen (ALX), Noelia Martínez (LOG), Nuno Ponte (MUL), Nuno Martins 

(MUL), Cristiana Conceição (MUL). 

 

DISCLAIMER 

This project has received funding from the European Union’s Horizon 2020 

research and innovation program under grant agreement No 786725, but this 

document only reflects the consortium’s view. The European Commission is not 

responsible for any use that may be made of the information it contains.  



7 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

EXECUTIVE SUMMARY 

This deliverable is the final outcome of OLYMPUS’ Task 4.2 and 4.3 which are 

focused on the implementation aspects derived from the technical solutions 

comprising the OLYMPUS IdM ecosystem that can support both online and 

offline solutions. In particular, it describes the development of the components 

defined in Task 3.3 as well as the novel cryptographic mechanisms defined in 

Task 4.1. It also covers implementation aspects related to the use cases 

defined in the project, with respect to the establishment of a decentralized 

attribute management infrastructure to establish solid links between physical 

and digital identity. 

The work described here is closely related to the protocols and requirements 

developed in WP3, the framework integration described in WP5 and the use 

cases described in WP6. 

This document describes the implementation of the oblivious IdM solution 

designed in D4.1, including the APIs that are offered to higher-level applications 

and the design, security mechanisms, and implementation of a solution to 

enable authentication in offline use cases with an oblivious IdM. It also takes 

into account the OLYMPUS architecture defined in D3.3, as well as the 

interoperability and backward compatibility with widely deployed IdM 

technologies and approaches. 

The document is structured as follows. Section 1 is an introduction to the 

architecture developed for the OLYMPUS environment. Section 2 describes the 

OLYMPUS core framework, with the interfaces, protocols, models and methods 

included in it. It also describes some additional theoretic work that has been 

done and can be included in future extensions. Section 3 describes interaction 

of the use cases with the Olympus API and  their deployment according to the 

framework specification. Finally, a conclusions section can be found, and two 

Appendixes follow to provide some additional details and examples. 
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1. INTRODUCTION 

This document is an updated version of the document D4.2 and contains an 

updated description of the implementation of the OLYMPUS oblivious IdM 

solution. The majority of content of D4.2 has been kept in this deliverable in 

order to maintain readability and allow for a “stand-alone” type of 

documentation. A summary of the major changes since D4.2 can be found at 

the end of this section, whereas the actual changes are described in the 

relevant sections of the document. 

The implemented software follows the guidelines described in D3.3 blueprint for 

the architecture and cryptographic protocols of D4.1 thus complying with the 

requirements described in D3.1.  

The OLYMPUS system has three main roles: the client, the virtual identity 

provider and the service provider as seen in Figure 1.   

 

Figure 1. Core components and core process of the OLYMPUS system. 

 

Taking the architecture as a starting point, the implemented software can be 

divided into two segments. Firstly, Generic OLYMPUS virtual IdP related 

software (also referred to as the OLYMPUS core) and secondly, use case 
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specific implementation relying on the generic OLYMPUS software (also 

referred to as deployment specific code). 

Since D4.2 was written, the following changes have been implemented in the 

framework: 

 The OPRF mechanism has been improved with key refreshing (making it 

possible to re-establish trust to a vIdP after a partial IdP has been 

compromised.  

 Furthermore, support for multifactor authentication has been added to 

the overall authentication process. This reduces the impact of client-side 

attacks such as keyloggers, improving the practical security of the vIdP 

deployment. 

 Additional work has been done with the dp-ABC functionality, such that it 

supports attribute related proofs, rather than just revealing attributes. 

Currently proofs of the type “x > c” or “x in [a, b]” are supported. This was 

needed in the mDL use case pilot, where age verification is the main 

scenario tested. As the mDL pilot tests also the verification procedure in 

offline mode, such kind of proofs were necessary to be added in dp-ABC. 

It was also useful to the Credit File use case where, depending on the 

entity, the required proofs vary between revealing the values of the 

attributes or using attribute range proofs.Theoretic work on how 

attributes can be hidden from the vIdP in general has also been added. 

 A variant of the distributed threshold signature mechanism was added, 

which allows OIDC specific JWT tokens to be created. 

 A simple web-based GUI frontend has also been implemented, allowing 

for basic account administration and potential use in connection with 

OIDC specific deployments. 

 Finally, work has been done in relation to how OLYMPUS based dp-

ABCs can be expressed using the W3C Verifiable Credentials data 

model. This will help to connect our work with the ISO standard for 

mobile driving licences, where discussions are conducted about 

incorporating W3C VC. 



10 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

2. OLYMPUS CORE 

OLYMPUS Core is the central implementation of the framework where the 

functionality and protocols involved are defined and implemented. It will be 

detailed throughout the following subsections. 

 

2.1. Crypto implementation 
 

The OLYMPUS core implementation can be split into two main functions, 

distributed password verification and distributed signing of a token or issuance 

of a credential.  

The distributed password verification is done using an OPRF mechanism, 

allowing a user to translate a password into a private key, which can then be 

used to authenticate. 

The distributed signing of tokens or issuance of credentials is done using two 

different mechanisms. Either a distributed threshold signature mechanism is 

used to sign an access token or a dp-ABC mechanism is used to issue a 

distributed Privacy-Attribute Based Credential (dp-ABC). 

The following sections describe these mechanisms in more detail, including the 

changes/improvements made to them since D4.2. 

 

2.1.1. OPRF 
 

The OPRF mechanism allows the client to translate a password into a private 

key without the vIdP learning the password. It consists of both client and server 

code. The client code is implemented in the abstract PestoAuthClient class, 

which is inherited by specific clients dealing with either distributed signatures or 

dp-ABCs. On the server side, the OPRF mechanism is implemented in 

PestoAuthenticationHandler. In addition to the functionality related to the 

OPRF mechanism, these classes also offer basic account management 

functionality, such as registration and password changing. 

The client and vIdP execute the OPRF protocol described in [1]. The protocol 

results in the client deterministically obtaining a string of bytes, which is used as 

seed material for the generation of a private-public keypair. The public key is 

sent to the partial IdPs during registration. Any subsequent calls to the vIdP 

have a signature by the user's private key.  

Two augmentations have been made to the OLYMPUS framework since D4.2: 

A protocol for refreshing the key material stored on the servers and support for 
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multifactor authentication. These augmentations are described in the following 

sections. 

 

2.1.1.1. Key Refreshing  
 

The key refreshing protocol allows the partial IdPs to “refresh” their private key 

material. This basically means that each partial IdP gets new private key 

shares, but the public keys remain the same. This allows the system to continue 

running securely without the service providers needing to update the certificate 

of the vIdP, even if a strict subset of the partial IdPs have been compromised. 

Specifically, the key share of a partial IdP, that an adversary might have learned 

before a key refresh, becomes completely unrelated to the shared private keys 

after a key refreshing, and hence useless. Thus, either at certain time intervals, 

or after a compromise has been noticed and neutralized, the partial IdPs 

perform key refreshing.  

The key refreshing protocol was originally described in sections 2.5.2 and 5.1.1 

of deliverable D4.1, and implementation specifics in section 2.6 of deliverable 

D3.3. 

During setup of the keys for OLYMPUS, every server constructs an additive 

secret sharing of their individual master key and gives a share to each of the 

other partial IdPs. Furthermore, each partial IdP stores a hash digest of their 

individual master key for future reference. For further security it is 

recommended that each partial IdP also stores their individual master key 

offline.  

During deployment a special user role is created called the administrator. A 

user with this role has the privilege to start a key refresh. Any user that is going 

to be acting as an administrator is issued a special, long-lived, token. The only 

way to start a key refresh is by an administrator issuing a special REST call, 

including their token, to the partial IdPs. This will make each of the partial IdPs 

send the shares of the other partial IdPs master keys, to the other partial IdPs. 

The partial IdPs will then use these shares to restore their master key. They 

validate this against the hash digest they have stored to ensure that no 

malicious partial IdP has sent wrong shares.  

Based on their individual master keys, which are constructed with an algebraic 

connection1, they can non-interactively compute new key shares along with an 

updated version of their individual master keys. They then reshare their updated 

master key and proceed to use the updated key shares in the future. 

The reason a special token is needed to issue a refresh is that during refresh 

the servers won’t be able to answer regular user queries, and so it is desirable 

                                            
1
 See PESTO [6].  
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that only authorized people can start a refresh to avoid denial of service attacks 

by malicious users. 

Concretely the refreshing is started on the server side through the method 

startRefresh in PestoIdPImpl, which is then processed by 

PestoAuthenticationHandler. The shares of the individual master keys saved 

by each partial IdP are shared with each other partial IdP through 

addMasterShare in PestoIdPImpl, which is executed through server-

authenticated REST call. 

The updated individual master key shares that each partial IdP constructs as 

part of the refreshing, are then shared (and stored) with the other partial IdPs 

through the setKeyShare call in PestoIdPImpl, which each partial IdP calls 

through a server-authenticated REST call. 

All the internal computation of constructing refresh shares is handled by the 

special class PestoRefresher. 

We note that the client classes do not contain functionality that can issue a key 

refresh, since it is not supposed to be standard user client behaviour. Instead, a 

request to initiate key refreshing can be sent directly to the REST interface 

using, e.g. curl.  

 

2.1.1.2. Multifactor authentication 
 

An issue raised in the first periodic review, is how the practical security of the 

OLYMPUS can be improved. Keyloggers and similar attack techniques, 

compromising a user client, can be used to obtain the user password, 

essentially breaking all the security guarantees offered by the distributed 

authentication. A common technique used to prevent this type of attack is to 

require additional authentication factors, i.e., forcing the user to both prove 

knowledge of the password and possession of some trusted device.  

Deliverable D3.3 describes how MFA functionality can be added, and support of 

the model is included in the reference implementation. As there are many 

different ways to implement MFA in practice, the reference implementation 

allows a specific deployment to use their own MFA implementation and 

integrate it in OLYMPUS as follows: 

One or more classes implementing the MFAAuthenticator interface are 

provided when the partial IdPs are started/configured. The MFAAuthenticator 

specifies methods for: 

 Generating a user specific secret key. 

 Generating a challenge/OTP, given a secret key. 

 Verifying a response/OTP, given a secret key. 
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 Combining a list of partial keys, to a single secret key.  

The described interface should allow support for various methods of multifactor 

authentication and a sample implementation of a TOTP protocol (used by 

Google Authenticator) is included in the reference implementation. 

While the process of adding MFA support to the framework is fairly simple 

(adding a call to the verification process as part of the OPRF), it does introduce 

a usability issue: The UserClient functionality used to only require a username 

and password and could therefore be stateless, by having the user application 

cache the username and password. When adding MFA functionality, an 

additional MFA token (and identifier of the used MFA scheme) must also be 

added to the UserClient method calls. Simply adding this MFA token to all 

method calls, would force the user to perform the MFA operation for each 

method call. This would become cumbersome for users when doing account 

management, as this would typically require multiple actions in practice, e.g. list 

attributes, add/remove attribute, list attributes again, etc. 

To alleviate this issue, a basic session concept has been implemented: When a 

method in the PestoAuthClient is invoked, the class will check to see if there is 

a valid session cookie in storage (this implicitly guarantees the private key from 

the OPRF protocol is also cached). If a valid cookie is not stored, the class will 

run the OPRF protocol and (as part of that flow) exchange an MFA token for a 

session cookie. Following this, all requests to the vIdP include a session cookie 

as well as a signature using the user’s private key.  

Note that this allows the user application to call the UserClient without 

specifying password or MFA information, if there is an active session. If there is 

not an active session (and no password or MFA information is specified), the 

UserClient will throw an AuthenticationFailedException. 

 

2.1.2. Distributed Threshold Signatures 
 

As the OPRF mechanism, the distributed signatures also consist of both client 

and server code. The client code is implemented in the PestoClient class, 

which inherits from the previously mentioned PestoAuthClient. When the IdP 

receives an authentication request from the client, the PestoIdP will first use the 

PestoAuthenticationHandler to validate that the signature on the request is 

correct. If this operation is a success, the ThresholdRSAJWTTokenGenerator 

is used to generate the distributed signatures. 

As the name implies, the access tokens produced are RSA based JSON Web 

Tokens (JWT). Each partial IdP will build a JSON structure containing the 

requested attributes and perform an RSA signature, according to JWT, using 

the partial IdP private key. The client code will take the output from all partial 

IdPs and compute the product of all the partial signatures, resulting in a 

combined signature. The combined signature is appended to the JSON 
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structure, containing the attributes, resulting in a JWT with the combined 

signature. 

While the above listed classes are responsible for handling the described tasks, 

they do rely on certain auxiliary classes. The main cryptographic primitives such 

as RSA signing, hashing and key management have been moved to 

SoftwareServerCryptoModule and SoftwareClientCryptoModule for server 

and client relevant functionality. It is the intention that these classes may be 

replaced, should a specific application wish to utilize special hardware such as 

HSM. 

 

2.1.2.1. OIDC support 
 

As part of adding support for OpenID Connect, a modified version of the 

ThresholdRSAJWTTokenGenerator has been created. The basic functionality 

of the ThresholdOIDCTokenGenerator is identical to the standard JWT token 

generator, however a number of special fields must be added to the produced 

JWT in order to be used in an OIDC context.  

 

2.1.3. DP-ABC 
 

The dp-ABC issuance is somewhat similar to the distributed signature scheme: 

Each partial IdP first builds a structure containing all the user’s attributes and 

then signs the structure and returns it to the client. The client will then combine 

the signatures and store this as a credential.  

For generating and working with these credentials, the dp-ABC scheme 

described in deliverable D4.1 [2] (we refer to it as PS-MS in this document) has 

been implemented as an independent part of the framework. 

The client code is contained in the PabcClient class. As in the case of 

Distributed Threshold Signatures, the client class inherits OPRF and basic 

account management functionality from the PestoAuthClient class. However, 

the PabcClient does not directly perform the crypto operations, but only directs 

communication with the vIdP. The dp-ABC functionality introduces the concept 

of credentials, which allow a client to perform authentication with a relying party 

without contacting the vIdP in the process. In order to manage these 

credentials, a CredentialManagement interface is used. The interface defines 

two core methods: 

 combineAndGeneratePresentationToken(Map<Integer,PSCredential

> credentialShares,Policy policy): Combines the credential shares 

received from the partial IdPs that compose the vIdP into a single valid 

credential (which may be stored). Then, generates a PresentationToken 

that fulfils the Policy.  
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 generatePresentationToken(Policy policy): Generates a 

PresentationToken that fulfils the Policy from a stored Credential. If no 

credential is stored when calling this function, an exception is thrown. 

PSCredentialManagement implements this interface. This class delegates the 

storage of the credential through a CredentialStorage interface, which defines 

methods to store, retrieve, delete and check availability of a credential. 

Currently, an InMemoryCredentialStorage implementation is used, which 

should be replaced by a specific method for secure storage depending on the 

application. As with the cryptomodules, the PSCredentialManagement could 

also be replaced if a specific application wishes to do so. 

The server code is contained in the ThresholdPSSharesGenerator class, 

which implements the CredentialGenerator interface. Apart from methods for 

setup and retrieval of public parameters, the interface defines a core function: 

createCredentialShare(String username, long timestamp): Generates a 

credential share (PSCredential) containing the attributes of the user username 

(retrieved from the IdP database). The user is assumed to be authenticated 

before calling this method. The timestamp will be used as the time of issuance 

to determine the credential lifespan. 

 

While the initial dp-ABC components, described in D4.2, only offered support for 

revealing attributes, the following sections describe new types of proofs 

supported by the framework. 

 

2.1.3.1. Range proofs 
 

We have introduced range proofs to the dp-ABC approach (for the current 

PESTO implementation there is no need for extra constructs because the IdPs 

can simply check that user attributes fulfil the condition in the policy that is being 

signed). We use the solution based in an improved inner-product argument 

introduced in [1] (Bulletproofs). We created a custom implementation (included 

in the project) of the efficient versions of the proof and verification algorithms. 

We used them to implement a prover and verifier of range predicates (greater or 

equal, lesser or equal, and within range) for arbitrary thresholds.  

The user generates the range proof using only the information in a PS-MS 

credential (though some previously agreed information is also needed as “salt” 

for generating group vector bases used in the range proof). Thus, the user 

needs to prove that the Pedersen commitment (V) used in the range proof is 

linked to the respective attribute in the credential. For that, the Pedersen base 

will be formed by two elements of the public key that validates the credential. If 

the commitment used for the range proof is       , where  is a randomness 

and a, the attribute value, then h must be the element X and g the element Ya of 

the public key (extra information on notation in Appendix A). 
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To that aim, we developed a modification of the zero-knowledge presentation 

and verification methods that incorporates the commitments to the computation. 

The verification will only succeed if the attributes used in the committed values 

were actually included in the credential. The mathematical definition of these 

methods can be found in Appendix A. The PS-MS implementation in the 

repository has been extended with these new methods (and related 

constructions). 

 

2.1.3.2. Other proof types 
 

While range proofs are one of the most prominent predicates that come up in 

privacy related scenarios (and more specifically, linked with dp-ABCs), there are 

other kinds of predicates of interest. A predicate type that also gathers much 

attention is set membership. In them, a prover shows that it knows or 

possesses an attribute that is within a specific set of values. A common 

example would be proving that a nationality (e.g. “Spanish”) is inside a group 

(e.g., European nationalities) without actually revealing it. Set (non-

)membership proofs have also been extensively applied for revocation. 

Although implementation of other proof types (and specifically set membership 

proofs) in the dp-ABC approach will not fall within the project’s scope2, we lay 

out here a theoretical basis that paves the way for future work.  

We could try to develop new proofs or adapt existing ones to specifically fit the 

PS-MS scheme used for the dp-ABC implementation. However, we already 

have the tools needed for an integration with set membership proofs (though 

extra work in that “fitting” line looking for extra efficiency may still be interesting). 

Indeed, the modified presentation method mentioned in the previous section 

was used to “link” range proofs with the values contained in the credential. In 

fact, what is linked to the credential is a Pedersen commitment of the attribute 

value, so other proofs that rely on them could be easily integrated.  

This is a similar mindset as in [2] (which considers both membership and non-

membership proofs), with “commit-and-prove” strategies to create modular and 

easily integrable proofs. We are not limited to the schemes presented there, as 

there exist other schemes that rely on Pedersen commitments like [3,4]. A 

potential problem of this modular approach is that efficiency may take a big hit, 

as each extra predicate involves an extra execution of a proof. This does not 

mean that some advantages over completely separate proofs cannot be gained. 

For instance, there is no need for extra setup/exchange in each range proof. 

Interestingly, we can even get some improvements over the original proof 

systems (e.g., standalone range Bulletproofs). In the case of range Bulletproofs, 

two executions of the protocol are needed for proving “x<=a” or “x>=a” for 

                                            
2
 As the project’s lifetime is limited, a cut-off for functionalities has been established, leading to 

the formation of two tracks: a development/implementation track, and a purely theoretical 
research track (where practical implementation of the results will be left as future work). 
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arbitrary a3. However, if the value x is linked to a credential (which we know 

must contain values in a specific range, e.g. [0,300] for a person’s height), a 

single execution of the protocol will be enough. This has a big impact in 

efficiency as Bulletproofs are much slower than the PS-MS presentation proof.  

Apart from the ideas presented for set membership proofs, in the future 

equivalent ideas for other proof types can be explored. 

 

2.1.4. Attribute hiding 
 

During the midway review it was pointed out that the OLYMPUS framework in 

its current state has one major liability in that private user data is stored on 

multiple partial IdPs instead of a single IdP, as is done classically. While the 

OLYMPUS framework prevents malicious issuance of token or credential by the 

virtual IdP and attacks on users’ passwords, unless all partial IdPs are corrupt, it 

now spreads the risk of compromise of private user data by having multiple 

places where an adversary could extract this information. As pointed out in 

D3.2, this is in particular an issue when each partial IdP is run by distinct legal 

entities.  

Handling of this issue was briefly touched upon in section 2.9 of D3.3, but we 

will here expand on how this could be realized. However, we note that the 

following is purely an architectural blueprint and will not be implemented in the 

OLYMPUS code base during the lifetime of the project, but instead left for future 

work. Still, we are currently formalizing some of the ideas of the following 

blueprint into an academic paper, which will more closely examine how to 

implement it in a concretely efficient manner. 

Instead of storing attributes in plain on each of the partial IdPs, they will instead 

be stored as Pedersen commitments on each server. The user furthermore 

secret shares the opening information to the commitments with each of the 

partial IdPs.  

Thus, when a user wishes to get a credential or token issued in the future, they 

can authenticate towards the virtual IdP as currently implemented. Afterwards 

the servers can then send back the commitments and the shares of their 

openings. This allows the user to restore their information and verify it has not 

been manipulated by one or more malicious partial IdPs.  

Issuance is then handled differently depending on whether dp-ABCs or JWTs 

are used. We describe both approaches in the following: 

Dp-ABC issuance: In order for the user to get a credential issued based on 

their committed attributes, the user can construct a partial PS-MS on their 

                                            
3
 The reason for this is that it is necessary to operate with additions/subtractions (in modular 

arithmetic) to work with arbitrary bounds. If we used only one proof, numbers close to the 
extreme values (0 and the modulus p) could be used to “forge” proofs taking advantage of 
“overflows” 
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attributes in a way where they are still hidden from the servers4. Based on this 

partial PS-MS the user can then construct a relatively standard, algebraic zero-

knowledge proof. The proof contains the same messages as in the committed 

attributes and is sent, along with the partial PS-MS, to the servers. The servers 

then verify the proof and use the partial PS-MS to construct a real PS-MS which 

they return to the user, just like in the situation where the attributes were not 

hidden to the server. 

JWT: If JWTs are used, i.e., the online flow, then the user constructs a 

Bulletproof, as discussed in section 2.1.3.1 and 2.1.3.2, showing that the 

messages in the commitment fulfils whatever policy the user wishes to show. It 

then sends this proof to the virtual IdP. Each of the partial IdPs then verify this 

proof in accordance with the commitments and if it is ok, they make a partial 

signature on a JWT token that contains this policy. They send this back to the 

user who can then combine the partial signatures into a real signature, just like 

it is done now without the attribute hiding.  

Getting the initial commitments: In the OLYMPUS model, the attributes 

associated with a user comes from one or more issuing authorities, such as 

governmental institutions. Because these issuing authorities will already be in 

place, it will most likely not be possible to control exactly how they issue 

attributes on a user. That is, we cannot assume that the attributes are issued as 

a data structure signed with a signature scheme that supports efficient algebraic 

zero-knowledge proofs. Thus, for the user to construct the commitment to be 

stored on the servers, based on attributes from an issuing authority, it will need 

to do a zero-knowledge proof, that the message in the commitments is the 

same as in the data gotten from the issuing authority. This will require the user 

to construct a generic zero-knowledge proof that their commitment contains the 

same data as has been authorized by the authority. We will not go into the 

details of this, but note that it can be done relatively efficiently by combining 

algebraic zero-knowledge proofs, as used in Pedersen commitments, with any 

generic structure that is most likely used by the issuing authority [7]. 

 

2.2. Exposed APIs 
 

The core OLYMPUS framework consists of a number of components and 

therefore exposes a number of API endpoints. Some of these APIs are 

considered internal, in the sense that they should only be invoked by other 

OLYMPUS components, whereas others are considered external, in the sense 

that external applications should interact with the framework using these APIs.  

The external API consists of the methods exposed in the UserClient interface, 

the Verifier/PABCVerifier and to some extent, the CredentialManagement 

                                            
4
 By this, we mean a value with an algebraic structure that contains “part of” of a PS-MS but of 

course incomplete, since the user does not have the secret keys. This is possible to do 
efficiently due to the specific algebra of the PS-MS scheme. 
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interface. Furthermore, the IdentityProver, MFAAuthenticator and Storage 

interfaces are deployment specific and must therefore be implemented by the 

application. While the IdentityProver, MFAAuthenticator and Storage 

interfaces are not intended to be relevant outside of the OLYMPUS framework, 

it is likely that classes implementing these interfaces will be invoked by 

components outside of the framework. 

With regard to the internal API, the interfaces are primarily located in the IdP 

segment. The core OLYMPUS framework comes with a webserver that can be 

used to expose a REST interface for the OLYMPUS client implementation. 

While this REST API is publicly exposed, it is primarily intended to be used 

internally by the OLYMPUS clients. The only externally used endpoint, is an API 

for obtaining the X.509 certificate used by the vIdP to sign tokens. 

If a specific vIdP deployment does not wish to use the REST interface, the 

deployment will need to implement a new communication layer. On the IdP 

side, the methods of PestoIdP would have to be exposed and accessible for a 

client. The implemented REST interface does this using the 

PestoIdPRESTConnection and PestoPabcIdPRESTConnection classes on 

the client side.  

 

CLIENT 

On the client side, the externally exposed API consists of the methods in the 

UserClient interface. These methods allow for basic operations, such as user 

creation and deletion, adding and removing user attributes, etc. The interface is 

implemented by the PestoClient and PabcClient classes, both of which are 

constructed with a CryptoModule and a list of the partial IdPs to use. 

Furthermore, the PabcClient is constructed with a CredentialManagement 

class for managing credentials. 

A client application may, depending on the requirements, utilize one or both 

UserClient implementations. For instance, in order to support offline usage a 

PabcClient must be used, and to produce standard JWT tokens, the 

PestoClient must be used. The standard methods offered by the UserClient 

API are: 

 createUser(String username, String password): Register a new 

user account, holding no attributes, with the provided username and 

password. The method requires communication with the vIdP. 

 addAttributes(String username, String password, IdentityProof 

idProof, String token, String type): Add the attributes contained in 

the identity proof to an existing user account. The method requires 

communication with the vIdP. 

 createUserAndAddAttributes(String username, String password, 

IdentityProof idProof): Register a new user account, with the 

provided username and password, and add the attributes of the 
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identity proof to the account. The method requires communication 

with the vIdP. 

 authenticate(String username, String password, Policy policy, 

String token, String type): Return an access token satisfying the 

provided policy. The method may require communication with the 

vIdP. The output of the method is a JWT String in the case of a 

PestoClient and a Base64 encoding of a PresentationToken in the 

case of a PabcClient. 

 getAllAttributes(String username, String password, String token, 

String type): Return a map of all user attributes stored at the vIdP. 

The method requires communication with the vIdP. 

 deleteAttributes(String username, String password, List<String> 

attributes, String token, String type): Deletes the stored user 

attributes from the vIdP. The method requires communication with the 

vIdP. 

 deleteAccount(String username, String password, String token, 

String type): Deletes the user account and any stored attributes. The 

method requires communication with the vIdP. 

 changePassword(String username, String oldPassword, String 

newPassword, String token, String type): Changes the password 

of the user account. The method requires communication with the 

vIdP. 

 requestMFASecret(String username, String password, String 

type): Attach an MFA mechanism to the user account. The method 

requires communication with the vIdP. MFA will not be activated until 

the corresponding confirmMFA(…) method has been invoked. The 

output of the method is a shared secret which can be used to initiate 

the MFA mechanism.  

 confirmMFA(String username, String password, String token, 

String type): Finalizes the process of attaching MFA to the user 

account. The method requires communication with the vIdP. The 

used token is an OTP, derived from the output of previous 

requestMFASecret(…) call. 

 removeMFA(String username, String password, String token, 

String type): Removed the MFA mechanism from the user account. 

The method requires communication with the vIdP. 

 clearSession(): Delete any cached session cookies and key 

material. 
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SERVER 

The following methods from PestoIdP are considered internal to OLYMPUS; 

however, they are publicly exposed via the REST interface [3, 6 ,10]. Note that 

setup functionality was previously also exposed via REST, this is now only done 

locally: 

 performOPRF(String ssid, String username, ECP x, String 

mfaToken, String mfaType): Invoked by the client. Causes the IdP to 

compute and return the response to the first step of the OPRF protocol. 

The returned response is used by the client to construct the user’s 

private key and also includes a session cookie as described in Section 

2.1.1.2. 

 finishRegistration(String username, byte[] cookie, PublicKey 

publickey, byte[] signature, String salt, String identityProof): 

Invoked by the client. Finalizes the registration protocol, by sending a 

public key, a signature and optionally an identity proof to the IdP. The 

partial IdP returns a signature on the public key. 

 authenticate(String username, byte[] cookie, String salt, byte[] 

signature, Policy policy): Invoked by the client. Requests the IdP to 

generate and sign an access token satisfying the specified policy. The 

partial IdP returns a JWT token. 

 getCredentialShare(String username, byte[] cookie, String salt, 

byte[] signature, long timestamp): Invoked by the client. Requests the 

IdP to issue a dp-ABC credential, using the specified timestamp as time 

of issuance. The partial IdP returns a credential share. 

 addAttributes(String username, byte[] cookie, String salt, byte[] 

signature, String identityProof): Invoked by the client. Requests the 

IdP to add the attributes contained in the identity proof to the specified 

user account. The partial IdP returns true if the identity proof was valid 

and the attributes were added, and false otherwise. 

 getAllAttributes(String username, byte[] cookie, String salt, byte[] 

signature):  Invoked by the client. Requests the IdP to send all attributes 

stored for the specified account. The partial IdP returns a JSON structure 

containing the attributes. 

 deleteAttributes(String username, byte[] cookie, String salt, byte[] 

signature, List<String> attributes): Invoked by the client. Requests the 

IdP to delete the specified attributes from the user account. The partial 

IdP returns true if the operation was successful, and false otherwise. 
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 deleteAccount(String username, byte[] cookie, String salt, byte[] 

signature): Invoked by the client. Requests the IdP to delete the user 

account and all stored attributes. The partial IdP returns true if the 

operation was successful, and false otherwise. 

 changePassword(String username, byte[]cookie, PublicKey 

publicKey, byte[] oldSignature, byte[] newSignature, String salt): 

Invoked by the client. Requests the IdP to replace the public key stored 

for an account with a new one. The partial IdP returns a signature on the 

new public key. 

 requestMFA(String username, byte[] cookie, String salt, String type, 

byte[] signature): Invoked by the client. Requests the IdP to generate 

MFA shared secret material and attach it to the user account. The partial 

IdP returns the secret key material. 

 confirmMFA(String username, byte[] cookie, String salt, String 

token, String type, byte[] signature): Invoked by the client. Used by 

the client to prove knowledge of the MFA shared secret material and 

activate the MFA mechanism. The partial IdP returns true if the operation 

was successful, and false otherwise. 

 removeMFA(String username, byte[] cookie, String salt, String 

token, String type, byte[] signature): Invoked by the client. Used by 

the client to remove MFA for the user account. The partial IdP returns 

true if the operation was successful, and false otherwise. 

 getCertificate(): Invoked by the client and any relying parties. The partial 

IdP will return the public key material, i.e., a X.509 certificate, for the 

vIdP. 

 getPabcPublicKeyShare(): Invoked by the client and any relying 

parties. The partial IdP will return its shared public key material, used for 

dp-ABC functionality, for the vIdP. 

 getPabcPublicParam(): Invoked by the client and any relying parties. 

The partial IdP will return the public parameters, i.e. attribute definitions, 

etc., used for dp-ABC functionality. 

 addPartialServerSignature(String ssid, byte[] signature): Invoked by 

the other IdPs. In order to ensure consistency when a client submits a 

public key to the vIdP, the partial IdP will sign the received key and send 

the signature to the other partial IdPs using this method. 
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 addPartialMFASecret(String ssid, String secret, String type): 

Invoked by the other partial IdPs. In order to ensure sufficient entropy of 

key material used for MFA, this method is used by the partial IdPs to 

exchange partial secrets, such that they can be combined to the secret 

used for MFA. 

 addMasterShare(String ssid, byte[] share): Invoked by the other 

partial IdPs. Used in connection with the sharing of master keys. 

 setKeyShare(int id, byte[] share): Invoked locally and by the other 

partial IdPs. Used in connection with the sharing of master keys. 

 startRefresh(): Invoked by an administrator. Starts the key refreshing 

protocol as described in Section 2.1.1.1. 

 addSession(String cookie, Authorization authorization): Used 

internally in the partial IdP for administration. Stores a session cookie 

with the provided authorization. 

 validateSession(String cookie, List<Role> requestedRoles): Used 

internally in the partial IdP for access control. Validates that the session 

cookie has one or more of the requested roles. 

 refreshCookie(String cookie): Used internally in the partial IdP. Will 

replace the existing session cookie with a fresh cookie, transferring 

current roles. 

 

2.3. Main artifacts 
 

GENERAL MODELING 

The OLYMPUS Core is designed in a modular way. The data models are 

common to client, server and verifier packages, which are responsible for 

implementing the different functionalities using these data models. 

The models describe and define how OLYMPUS represents attributes, 

credentials, keys as well as other messages used for internal and external 

communication. 

These main elements required to interact with the OLYMPUS framework are 

described below: 

Attributes in OLYMPUS are defined by the Attribute class, located in model 

package. Each attribute must have an associated type, defined by the 

AttributeType class. Currently there are four types available: Strings, Integers, 
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Booleans and Dates. Attributes are common to both PESTO and dp-ABC 

implementations. 

Policies, in the OLYMPUS framework, are used to define what information 

should be included in access tokens. A policy consists of an identifier and a 

number of predicates. 

Predicates are used to describe what should be revealed and consist of an 

attribute name, an operation and two optional attributes. The attribute name is a 

reference to what is stored on the vIdP. The operation describes what should be 

done with that value, e.g., revealed or compared (using <=, =, >= or in range) to 

the two optional attributes. 

PSCredential models the credentials (and credential shares) of the dp-ABC 

scheme. It contains an Epoch property which is used to determine the lifetime, 

the attributes included in the credential and the signature that legitimates it.  

PresentationTokens are used as proofs in connection with dp-ABC 

credentials. The contents of the PresentationToken satisfy a specific Policy 

and thereby allow a verifier to validate that a user has the correct identity. The 

PresentationToken contains an Epoch property which is used to control the 

lifetime of a credential, while the revealedAttributes property contains a list of 

attributes associated with the credential. A zkToken property contains a zero-

knowledge signature derived from the credential using PS-MS functionality. 

Optionally, the presentation token can contain rangeTokens that attest range 

proofs (<=,>= or in range) over specific attributes. 

IdentityProofs are used to model user attributes and a proof of their 

correctness. These are all deployment specific and the generic IdentityProof 

class is only intended to provide a basic toString() functionality. 

RSASharedKey represents the key material necessary for the RSA-like 

distributed signing scheme used in the PESTO approach. The functionality is 

needed in connection with both registration of users and signing of tokens. The 

key material will be distributed to each IdP by a trusted dealer during the setup 

phase. The data corresponds to a typical RSA keypair and consists of three big 

integers, the privateKey, the modulus and the publicExponent. 

MSverfKey represents a public key of the p-ABC scheme. MSpublicParam 

contains the number of issuers, attribute names and the pairing. These classes 

contain the key material public information necessary for the signature scheme 

(PS-MS) used in OLYMPUS’ dp-ABCs.  

AttributeDefinitions are used to establish the attributes that will be considered 

for the dp-ABC scheme and restriction over their allowed values (e.g., maximum 

or minimum values). There are definitions for String, Integer, Date and Boolean 

attributes, and they control their transformation into the format needed for their 

use in the cryptography. 

There are also many additional models used purely internally in the framework, 

these include OPRFResponse, which models the data sent by an IdP during 
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authentication (in particular during computation of the OPRF) or UserData, 

which represents the stored user data, such as attributes or the last used 

session id, belonging to an OLYMPUS user stored in the IdP. 

 

EXCEPTIONS 

In addition to the above models, OLYMPUS also defines errors or exceptions to 

handle unexpected behaviour in certain situations such as sign up, setup or 

authentication. 

First, AuthenticationFailedException defines a type of exception that occurs 

when there is an authentication failure. ExistingUserException identifies the 

error that may occur when trying to create a user that already exists; on the 

other hand, NonExistingUserException identifies an error that may occur 

when trying to access or modify a non-existent user. In the same way, 

UserCreationFailedException reports the error of creating a user. 

MSSetupException and KeyGenerationFailedException are related to the 

processes of configuration and generation of cryptographic material. The first 

one identifies an error in the multi-signature setup used by the PS-MS 

Credentials and the second one identifies an error in the generation of the 

cryptographic keys. 

Finally, MaliciousException is used when something goes wrong and there is 

a high likelihood that it was due to some kind of malicious action, e.g., there has 

been tampering with a database. 

 

2.4. Client functionality 
 

2.4.1. REST Wrapper 
 

There are situations where integration of the OLYMPUS client library on the 

user side application creates difficulties or is not possible (for example, when 

incompatible programming languages are used, and it is not possible to port the 

library/application). In those cases, the REST interface that exposes the full 

OLYMPUS client API can be used to set up a webserver that will act as a proxy 

between the application and OLYMPUS. The server may be accessible from 

different devices (this typically requires security precautions not covered here) 

or simply be run on the same device only listening for local requests.  

With this, the client-exposed methods listed in the previous section may be 

accessible from the REST interface, akin to the server methods in the common 

deployment. 
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2.4.2. Web based GUI and OIDC 
 

As an augmentation to the REST Wrapper, a basic web-based GUI is also 

included in the framework. The GUI allows a user to manage their account 

stored on an OLYMPUS vIdP, i.e. change password, manage what attributes 

are stored on the account, etc. In that context the GUI functions like the REST 

wrapper, except it is implemented as a web application utilizing the underlying 

OLYMPUS client API.  

While the main purpose of the GUI is to offer account management 

functionality, it also serves another purpose: Rather than exposing the 

authenticate functionality directly, it exposes an OIDC specific /authorize REST 

endpoint, usable in an OIDC context. This essentially allows the GUI application 

to act as an OIDC based IdP, running on localhost, by proxying the OLYMPUS 

vIdP. We note that the design is described in Section 3.1 of D5.2, where 

additional details on the OIDC integration are discussed. This enables the 

OLYMPUS framework to integrate in an OIDC setting, with the caveat that the 

SP (OIDC client) has to trust ‘https://localhost’ as an IdP. While this can work 

with some tinkering with the used certificates, it effectively only allows for one 

OLYMPUS vIdP to be used by a SP.  

While the OIDC and account management functionality is initially intended to 

work as a local stand-alone application, it is currently being investigated how it 

can be integrated with a browser plugin, allowing for better OIDC integration. 

Essentially, the browser plugin would intercept the initial OIDC SP-to-IdP 

redirect and change the redirect to the GUI/OIDC IdP running on localhost. This 

would allow a SP to utilize multiple OLYMPUS vIdPs and could also simplify the 

credential setup. 

 

2.5. Verifiable credentials 
 

Adoption of anonymous credentials for privacy-preserving authentication and 

authorization has been lacking, even when some p-ABC systems (like Idemix) 

have shown promise. While there are different reasons for this (like issues of 

efficiency), a key factor has been the lack of standardization to allow integration 

with existing systems and interoperability between solutions (which relied on 

their own specific designs). The W3C Verifiable Credential (VC)5 standard 

(though not finalized) is posed as a great tool to overcome this issue (serving 

not only for “regular” credentials but also for p-ABCs).  

We integrate the OLYMPUS dp-ABC approach with the W3C VC serialization 

standard. Although implementation is already on-going and a proof of concept is 

already working, in this document we focus on the theoretical work needed to 

make the integration possible. Namely, we establish the profile of use 

                                            
5
 https://www.w3.org/TR/vc-data-model/  

https://www.w3.org/TR/vc-data-model/
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(determining which open aspects of the standard are considered) and some 

definitions necessary and/or useful for the integration. In Appendix B, we 

include an example credential and presentation, showing how the OLYMPUS 

constructs would be integrated with the W3C VC specification in practice. 

 

Context 

The context property will be mandatory for both credentials and presentations. 

As established in the VC specification, the first element of the @context 

property must point to the verifiable credential’s context6. We declare an extra 

constraint: the second element must point to the OLYMPUS general context, 

while the third element should point to a deployment-specific context that treats 

the attributes considered (example in Appendix B). The OLYMPUS general 

context (full definition in Appendix B) outlines the OLYMPUS credential and 

presentation types, and the constructs that will be needed for their use. 

Specifically, new types of proofs with the necessary fields (the ones related to 

cryptography used in OLYMPUS) are described, as well as elements for 

specifying predicates over the attributes.  

For use of OLYMPUS verifiable credentials, three kinds of proofs are defined. 

The first type, OlPsSignature, is the one used to legitimate a credential, while 

the other two, OlPsDerivedProof and OlPsDerivedProofRange, will be derived 

proofs for presentations. In Appendix B, we show examples for these proofs to 

better visualize the fields that will be necessary for them. 

Credential subject 

The property must be present and be comprised of a single credentialSubject. 

The subject will include JSON properties corresponding to the attribute values 

possessed by the holder. For each property, the key must be one of the 

elements defined in the context and the value must follow the restrictions for the 

corresponding attribute or (as an extra option in presentations) represent a 

predicate over the value (e.g. greater than 18).  

Credential schemas 

The credentialSchema property must be present and must include a value that 

allows the transformation of attributes for the necessary computations of zero-

knowledge proofs. In particular, following the standard indication, we propose 

the use of an id “pointing to a zero-knowledge packed binary data format that is 

capable of transforming the input data into a format, which can then be used by 

a verifier to determine if the proof provided with the verifiable credential is valid”. 

For this purpose, the OlZkEncodingSchema type is defined.  

In addition, a validation schema will be useful both to further utilize the tools 

given by the standard environment, and as an extra source of information for 

serialization/deserialization. We have defined an annotation keyword that gives 

                                            
6
 https://w3id.org/credentials/v1  

https://w3id.org/credentials/v1
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information for attribute encoding. As a validation schema will necessarily 

involve the attributes defined in a specific deployment, each deployment will 

have to define a validation schema. These schemas must follow the OLYMPUS 

validation meta-schema (included in Appendix B), which facilitates and enables 

definition of validation schemas. To further ease the deployment of OLYMPUS 

vIdP integrated with W3C, we define an example of a deployment validation 

schema (in Appendix B). Entities wishing to deploy OLYMPUS would only need 

to change the fields related to specific attribute constraints to obtain their 

validation schema. 

 

2.6. OLYMPUS Functionality summary 
 

This section describes a summary of the functionality of the framework and how 

the above-mentioned components all work together in processes like registering 

a user, authentication, and token or credential obtaining. In addition, account 

management processes are also described. 

 

REGISTRATION 

Registering a new user in the system is a process that involves many of the 

framework's components.  

In order to register a new user, the PestoClient uses the ClientCryptoModule 

and the PestoAuthenticationHandler uses the ServerCryptoModule to 

produce messages to execute the OPRF protocol described in D4.1. This gives 

the PestoClient a seed, used to generate a private key which signs subsequent 

calls to the vIdP. 

Once the crypto material is obtained, the client starts the finishRegistration 

process. The message contains the username, the public key, a signature, a 

salt and optionally an identity proof. 

Assuming that the user does not already exist previously then, the 

authentication handler using the crypto module proceeds to verify the digital 

signature. Each IdP signs the user public key and sends it to the rest of IdPs 

that form the vIdP. Finally, through the combination and verification of partial 

signatures it is checked that the whole process has gone well, and the new user 

is registered. 
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Figure 2. User sign up 

 

AUTHENTICATION 

Outside of initial registration, all processes start with the user proving their 

knowledge of the password (and optionally possession of a multifactor 

authentication mechanism). This process results in the user recovering a private 

key, used for signing the following requests, and a session cookie. 

As the user client may cache both the private key and session cookie, the 

authentication process can be split into two parts, password verification (where 

the user client recovers a private key and session cookie) and signature 

confirmation, where the actual request is signed (and verified by the vIdP). 

In the following subsections, the latter part (signature confirmation) is always 

performed, whereas the first part (password verification) is performed, only if the 

client does not have a valid session cookie or cached private key. 

In order to authenticate, the PestoClient uses the ClientCryptoModule and 

the PestoAuthenticationHandler uses the ServerCryptoModule to produce 

messages to execute the OPRF protocol described in D4.1. This gives the 
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PestoClient the seed, used to generate a private key which signs subsequent 

calls to the vIdP. 
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Figure 3. Password verification 
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Figure 4. Signature confirmation 
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ID PROVING 

The process of identity proving involves adding (or modifying) attributes 

associated to a user stored in each IdP. This process can be done as an extra 

step during registration, or at any other point after a successful authentication.   

As attributes may originate from a large number of sources and therefore be of 

a number of different formats, the task of validating the attributes (i.e. identity 

proving) is left for the concrete IdP deployment: The deployer must create an 

implementation of the IdentityProver interface for each type of attribute source. 

These implementations are then passed on as arguments to the PestoIdP 

during deployment. 

The general operation of this process involves the PestoIdP, which will handle 

it through the Authentication Handler. It uses each of the Identity Provers to 

check whether the proof is valid. The prover that validates the proof then 

extracts the relevant attributes from it and stores them in the database. 

 

 

Figure 5. ID Proofing 

 

OBTAINING PESTO TOKENS 

Obtaining a PESTO token is triggered by the attempt to access a certain service 

at a service provider, how this is done is out of scope of this document. 

OLYMPUS must then authenticate the user in the system (authentication 

process) and finally generate the token for the given service (using the 

correspondent policy). 

The OLYMPUS Client makes a getToken request to PestoIdP that contains 

assertions generated by the service to be accessed and which specify the 

necessary data. Concretely, the IdP must validate that the user fulfils these 

assertions using the PestoAuthenticationHandler. For that, the information 

stored about the user (user attributes) is retrieved. If the user meets the 
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requirements, PestoAuthenticationHandler returns to PestoIdP a set of 

assertions with which the share token shares will be generated as described in 

D4.1. The OLYMPUS Client will combine the shares into the final token that will 

be presented in the service. 

 

 

Figure 6. PESTO Token 

 

DP-ABC CREDENTIAL AND TOKEN 

Like token generation, obtaining a credential also requires authentication of the 

user in the system. However, the use of the credential to access a service does 

not have to be immediate and, can be postponed to another time. 

This process involves a new element, Credential Manager, which handles the 

management of dp-ABC credentials in user side. 

The obtain process starts after user authentication with the obtainCredential to 

the PestoIdP. This message is forwarded to the dp-ABC Generator that 

generates credential shares following the process described in D4.1.  

The client uses the credential manager to combine the shares to obtain a 

complete credential, stores it internally (if configured to do so) and is then able 

to generate a presentation token based on a specific access policy for a 

service. 

If a credential was stored in a previous process and is still valid, the UserClient 

would not need to contact the vIdP. Instead, he would use the credential 

manager to directly generate the presentation token for a given policy.  
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Figure 7. dp-ABC Credential and token 

 

ACCOUNT MANAGEMENT: RETRIEVE USER ATTRIBUTES 

One of the functionalities required for account management is allowing the user 

to retrieve the relevant information that the IdP has stored. This means 

retrieving all the user attributes. 

After authentication, the OLYMPUS Client requests the attributes of the user to 

all IdPs. PestoIdP delegates the request to the PestoAuthenticationHandler, 

which retrieves the attributes. Then, the IdPs send the attributes to the Client, 

which checks that the attributes received from all of them are equal. 
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Figure 8. Get all attributes 

 

ACCOUNT MANAGEMENT: DELETE USER ATTRIBUTES 

The framework allows the user to delete some of the attributes stored on the 

IdPs. For that, after the authentication, OLYMPUS Client sends a 

deleteAttributes request specifying the list of attributes (attribute names) that 

shall be deleted. PestoIdP sends the request to the 

PestoAuthenticationHandler, which deletes the attributes. 

 

 

Figure 9. Delete user attributes 
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ACCOUNT MANAGEMENT: DELETE ACCOUNT 

The application must also allow the deletion of an account when the user 

desires so. After authenticating, OLYMPUS Client sends a deleteAccount 

request for the user. PestoIdP does this using the 

PestoAuthenticationHandler, which removes the user. 

 

 

Figure 10. Delete user account 

 

ACCOUNT MANAGEMENT: CHANGE PASSWORD 

The process of changing a password involves authenticating the user and then 

redoing the registration process with two small changes. Now, the 

Authentication Handler does not check that the user does not exist. Also, 

instead of adding a new user, the public key of the user is updated. 

 

ACCOUNT MANAGEMENT: MANAGING MFA 

The managing of MFA authenticators is close to identical with the general 

account management functionality previously described, i.e. an MFA 

authenticator can be viewed as a special case off attribute attached to a user 

account. Enrolment of an MFA authenticator does entail some extra work 

however, as the user must prove possession of the MFA authenticator as part 

of the enrolment. 
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Figure 11. Enroll MFA 
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3. USE CASES  

3.1. Credit file 
 

Some improvements have been made in the Credit File use case [8] [9] 

implementation and some changes have been performed to cope with the 

improvements in the OLYMPUS framework since D4.2 was written. All of them 

are explained in the following subsections. 

 

SERVER 

The vIdP deployment process for the Credit File use case is performed using 

the specific use case RunCFPServer class. This class makes use of the 

InMemoryPestoDatabase interface to instantiate the in-memory database for 

the architecture that will store all the attributes during the process. The 

interfaces that are used and instantiated along with the 

InMemoryPestoDatabase object as IdentityProvers have been improved for 

their information to be validated properly. So, in this case, three different 

IdentityProvers are instantiated:  

- CreditFileIdentityProver: instantiated with the PestoDatabase object 

previously defined and with the public key of the CTI’s certificate. At this 

moment of the implementation, as it is a somehow static public key, it is 

retrieved from a static location. It is used to validate the CTI’s signature in 

the financial report to guarantee the origin of the data. 

- TokenIdentityProver: instantiated only with the PestoDatabase object 

previously defined and utilized for storing, in a later step, a random token 

generated during the credit file generation process. 

- UserCredentialIdentityProver: instantiated only with the PestoDatabase 

object previously defined and utilized for storing, in a later step, the public 

key of the qualified certificate that identifies the connected user. This public 

key is used to validate the user’s signature in the financial report to 

guarantee the ownership of the data. 

The RunCFPServer class receives only one parameter with the configuration of 

the whole vIdP of the type PABCConfigurationImpl that contains all the required 

data. As part of the process simplification, it only needs now one servlet to be 

able to make use of both of the architectures that form the OLYMPUS 

framework: PestoIdPServlet. 

The PestoIdPImpl interface is instantiated with the InMemoryPestoDatabase 

object, the list of the required IdentityProvers and some cryptographic material. 

Then its setup method is invoked with the PABCConfigurationImpl object and a 

list of the deployed IdPs are instantiated by the use of the PestoIdP interface. 
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Finally, the PestoIdPImpl object is started using the RESTIdPServer where the 

IdP is set and then started with several cryptographic parameters. It instantiates 

a Jetty-based REST IdP server. 

Having the startup phase completed, the vIdP is properly deployed and 

configured, ready to receive any request. 

 

 

Figure 12. CF Server sequence diagram 

 

CLIENT APP 

As part of the decisions that have been made during the project, the porting 

process of the client logic from Java to JavaScript has not been performed. 

Instead, we decided for the Android platform to integrate the Java client by the 

development of an Android plugin to be used from the NativeScript 

implementation of the app, without making use of the Java backend. This 

decision was motivated by the intention of having the most reliable integration 

with the implementation of the OLYMPUS framework. The porting process to 

JavaScript would have been a brand-new development based on the current 

implementation of the framework that would make use of other technologies 

that may have introduced inaccuracies or different behaviours. 

Regarding the Android platform, for the PESTO architecture, the app makes 

use of the client of the architecture to instantiate the PestoClient with some 

crypto material retrieved from the deployed vIdP and the JWTVerifier. The same 



41 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

goes for the PABC architecture but, in addition to the PabcClient and 

PSPABCVerifier objects, this module requires the instantiation of a 

PSCredentialManagement object and a PSms sign scheme too. 

Nothing relevant changes regarding the retrieval of the financial information, the 

user certificate or the token, aside from the fact that this information is retrieved, 

properly validated and the credit file stored now in the app. Also, the signature 

process of the financial information report has been added to the app, so the 

credit file that is sent to the architecture is signed with the user certificate for its 

ownership to be validated. 

Related to the client invocations for performing the authentication and 

verification, the process remains the same, with only a few modifications in 

some method names or the required parameters: 

- createUser(String username, String password): this invocation creates 

the user in the system with no associated attributes. 

- addAttributes(String username, String password, IdentityProof idProof, 

String token, String type): three invocations to this method with different 

IdentityProof extended objects take place with the purpose of validating and 

storing all the required attributes in the in-memory database: 

o UserCertificate: extends the superclass IdentityProof and is used 

for passing the user’s certificate public key to the framework. This 

class validates that the public key conforms a certificate. It is used 

to invoke the proveIdentity method related to the 

UserCredentialIdentityProver. 

o CreditFile: extends the superclass IdentityProof and is used for 

passing the financial report to the framework. Also, as a 

provisional mechanism, it stores the username for being able to 

retrieve the corresponding user’s certificate public key during the 

Id proofing process.  It is used to invoke the proveIdentity method 

related to the CreditFileIdentityProver. 

o TokenIdentityProof: extends the superclass IdentityProof and is 

used for passing the random token to the framework. It is used to 

invoke the proveIdentity method related to the 

TokenIdentityProver. 

- authenticate(String username, String password, Policy policy, String 

token, String type): if the authentication process is correct, a token is 

retrieved with the revealed attributes and their values. 

If an exception occurs and the process ends abruptly, the user account is 

removed to avoid future errors using the deleteAccount(String username, 

String password, String token, String type) method. 

Both the sequence diagrams have been updated with these changes. 



42 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

 

Figure 13. CF PESTO client sequence diagram 

 

In reference to the policy creation, it is important to note here that the range 

proofs implementation has been integrated with the current development and its 

usage is possible during the authentication process.The verification process 

differs if the technology used is PESTO or dp-ABC. For PESTO, a Verifier 

object is created using the JWTVerifier constructor with the public key of the 

vIdP. Then, an invocation to the verify(String token) using the verifier object is 

performed. For dp-ABC, a PABCVerifier object is created using the 

PSPABCVerifier constructor with the set of IdPs. Then, an invocation to the 

verifyPresentationToken(String token) using the verifier object is performed. 
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Figure 14. CF dp-ABC client sequence diagram 
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For the iOS platform, the REST wrapper is used and the Java backend is 

utilized only for the verification process in this implementation. Although the app 

is invoking the different interfaces of the architecture by means of several 

endpoints that the REST wrapper uses to expose the different methods required 

in the architecture, the client’s methods are the same in each case, so for this 

platform, only the scheme with the different endpoints is provided. The 

architecture’s method invocations are mentioned in the former schemas. 

 

 

Figure 15. CF REST wrapper sequence diagram 

 

As a last step on the iOS platform, the verifier instantiation is performed in the 

Java backend, as mentioned before, in the same way explained in the schemas 

for the Android platform. 

 

ID PROOFING  

As mentioned before, little has changed in this section for the Credit File use 

case. It is important to note here that the credit file XADES signature validation 

has been improved to guarantee the user’s ownership since its first 

implementation. As a reminder, the credit file is always double signed: once by 

the CTI platform to guarantee the integrity and veracity of the financial 

information and then by the user to certify the ownership. These improvements 

in the signature’s validation were made because some changes were 

introduced in the financial report signature process to avoid the second 

signature invalidating the first one. 
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The use case makes use of three different IdentityProvers with different Id 

proofing processes: 

- TokenIdentityProver: used for storing a random token generated during 

the credit file generation process. No additional validations are performed over 

this data. This information is stored in the Storage using the “token” key. 

- UserCredentialIdentityProver: used for storing the public key of the 

qualified certificate that identifies the connected user. This public key is checked 

by validating that it corresponds with a valid certificate that is not revoked. This 

information is stored in the Storage using the “certificate” key. 

- CreditFileIdentityProver: used to validate and store the financial 

information related to the current user. This identity prover stores and checks in 

the startup phase the public key of CTI’s certificate validating that it corresponds 

with an actual certificate. This certificate is used to validate the Credit file’s 

origin by checking the CTI’s signature when the financial report in XML format is 

passed to the identity prover. After this first validation, a validation of the user’s 

signature is required to guarantee the ownership of the financial data. The 

identity prover retrieves the public key user’s qualified certificate from the 

Storage using the username previously stored. If both validations are correct, 

the financial report is parsed, and its attributes are stored in the Storage using 

their labels as keys. These keys would be used to create the different policies 

that the OLYMPUS framework requires to perform the authentication process. 

 

STORAGE  

In addition to the in-memory Pesto database that the deployment uses, the app 

can store the dp-ABC credentials when the dp-ABC architecture is used. This 

credential is stored in the secure partition of the user’s device related to the 

user and its qualified certificate. It is removed by the client app when it expires, 

the financial information it contains has expired or a new authentication is 

performed using another user and/or certificate as the architecture only allows 

one credential to be stored at the same time. The credential securely stored in 

the user’s device is a read-only adaptation of the actual one that is only stored 

by the OLYMPUS framework and it is not possible to use it with the architecture 

in any way. 

 

3.2. Mobile driver licence 
 

The mobile driver licence use case can now support both online and offline 

scenarios, as both Pesto and dp-ABC implementations are included in the 

environment that was developed to test the mDL pilot. The following sections 

describe how this environment utilizes the interfaces offered from the Olympus 

solution. 
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SERVER (ISSUER) 

The vIDP deployment related to the mobile driver licence use case utilizes 

several interfaces in order to start up and perform the setup. The class used to 

deploy the server is the MDLPestoServer class, which uses the following 

interfaces: 

 PestoDatabase (PsqlPestoDatabase implementation): interface used 

to interact with the storage feature of the solution that will store and 

obtain user information and its associated attributes; 

 PestoIdP: interface used to setup dp-ABC parameters (attribute names), 

cryptographic parameters and REST client connections to other IdP 

instantiations. The latter are set using the 

PestoIdP2IdRESTConnection implementation; 

 RESTIdPServer: interface used to instantiate a Jetty REST IdP server, 

and associate a PestoIdP instance with it. 

At first, each deployed instance (IdP) instantiates a PestoIdP instance passing 

on a PestoDatabase instance and a SoftwareServerCryptoModule instance 

(see section 2.1.2). After that, when instantiating a RESTIdPServer, the 

following methods are used: 

 setIdP(PestoIdP idp): used to set the previously created PestoIdP 

instance 

 start(int port, List<String> types, int tlsPort, String certPath, String 

ksPassword, String kmPassword): used to start the embedded Jetty 

server, passing on port, controller instance types, and TLS parameters. 

After the Jetty server is deployed, the IdP setup phase takes place where 

PESTO setup parameters and dp-ABC parameters are established for each IdP 

instance. For this, the following methods are used: 

 setup(RSASharedKey keyMaterial, BigInteger[] blindings, 

BigInteger[] secrets, List<PestoIdP> serverSetup): used to provide 

the cryptographic information to the IdP, and also to provide REST 

server connections to all other IdPs. 

 setupPabc(Set<String> attributeNames, byte[] seed): used to provide 

all the attributes that the dp-ABC mechanism accepts. 

At this stage, once all the IdPs have completed the startup and setup phases, 

the vIdP is ready to serve any request. 
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CLIENT (APPS) 

- mDL Holder application 

Initially the mDL holder application needs to perform some setup steps in order 

to obtain the necessary information for the Pesto and dp-ABC mechanisms. For 

that information the certificate of the vIdP should be retrieved through the 

getCertificate() method of the VirtualIdP interface. The Pabc public parameters 

as well as the Pabc public key are also needed for the initialization of the Pabc 

mechanism and can be acquired by the invocation of getPabcPublicParam() 

and getPabcPublicKeyShare() methods of PestoIdP interface. All the 

necessary info is securely stored in the mDL holder’s device, so that an offline 

initialization could be performed later on, if needed. After the aforementioned 

steps, the mDL holder application is ready to handle the mDL holder’s requests. 

An mDL holder already possesses a digitally signed mDL in his device, so he 

can directly make a request to the IdP server for a new account. This request is 

made by using the UserClient interface and the 

createUserAndAddAttributes() method it provides. During this procedure, the 

mDL holder application asks from the mDL holder to fill in a form with the 

username and password he chooses and then sends this information along with 

the mDL personal data to the IdP server, with a request to create a new 

account.  

After a successful registration, the mDL holder is ready to be verified in online 

mode. For an offline verification, one more step is needed to be performed so 

that the credentials of the mDL holder will be downloaded and stored in the 

device. This can be achieved by invoking the authenticate() method of dp-ABC 

version of UserClient interface with an empty policy, so that credentials will be 

created and received, but no token shall be generated. For the storage of these 

credentials in Android devices, an implementation of CredentialStorage 

interface (see section 2.1.3) was developed, which securely stores, retrieves 

and deletes credentials if they are no longer valid. 

When the mDL holder wishes to be verified in online mode, he needs to contact 

the IdP to request for a token that complies with the policy specified by the mDL 

verifier. This time, the authentication() method of the Pesto version of 

UserClient interface is utilized, in order to make that request. The mDL holder 

will provide the policy for which the verification procedure was triggered and the 

IdP shall reply back with a token, if the mDL holder fulfils the conditions in the 

policy. The interfaces of the whole online procedure from application setup to 

authentication can be seen in Figure 16. 
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Figure 16. mDL holder app interfaces – Online mode 

 

If the mDL holder wishes to be verified in offline mode, then the mDL holder 

application can generate the corresponding token from the already stored 

credentials, utilizing the CredentialManagement interface. More specifically, it 

can make use of the generatePresentationToken() method, providing the 

policy that was sent by the mDL Verifier. The interfaces of the whole offline 

procedure from application setup to token generation can be seen in Figure 17. 

 



49 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

 

Figure 17. mDL holder app interfaces – Offline mode 

 

ACCOUNT MANAGEMENT: 

The mDL holder has two available options in account management: change his 

password and delete his account. In both cases the mDL holder needs first to 

have signed in successfully to the mDL holder application and be online, in 

order to make these requests to the vIdP. 

To change the password, the mDL holder should provide his current 

credentials, as well as the new desired password and then the mDL holder 

application shall utilize the changePassword() method provided by the 

UserClient interface, to perform the corresponding request to the vIdP server. 

On the other hand, account deletion can be ordered by invoking the 

deleteAccount() method of the aforementioned interface. These procedures 

are depicted in the following diagram (Figure 18). 
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Figure 18. mDL holder app interfaces – Account management 

 

MULTIFACTOR AUTHENTICATION: 

The mDL holder application includes the sample implementation of the TOTP 

protocol provided by the Olympus solution and offers it to the mDL holder as a 

means of enhancing security in his transactions with the vIdP. The mDL holder 

has the option to add or remove MFA anytime he wishes, after signing in to the 

mDL holder application. 

When the mDL holder chooses to add MFA to his account, the mDL holder 

application will perform a request to the vIdP, in order to get an MFA challenge. 

Upon reception of this information, the mDL holder application shall proceed 

with creating locally a token, based on the received MFA challenge, utilizing the 

TOTP implementation and its method generateTOTP(). This token will then be 

forwarded to the vIdP, to confirm the MFA. If all the above steps are finished 

successfully, multifactor authentication shall be enabled for the mDL holder. 

The mDL holder application will also securely store the MFA challenge for any 

future transactions with the vIdP. Whenever the mDL holder performs any of the 

transactions mentioned in this section and a new token is needed, the mDL 

holder application shall generate one from the stored MFA challenge, using the 

generateTOTP() method of the TOTP implementation. 

If the mDL holder wishes later on to remove mFA from his account, the mDL 

holder application shall generate again a token, based on the stored MFA 

challenge and shall perform a request for MFA removal to the vIdP. See Figure 

19 for more details. 

 



51 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

 

Figure 19. mDL holder app interfaces – Multifactor Authentication 

 

- mDL Verifier application 

The mDL verifier application has two different mechanisms in order to support 

verification in both online and offline modes. 

ONLINE: 

The mDL verifier application needs to perform an initial step for setup, to get the 

certificate used in Pesto solution and its public key, using the getCertificate() 

method provided in VirtualIdP interface. This public key is used to initialize the 

provided JWTVerifier. 

After setup phase is completed, the mDL verifier application is ready to connect 

with any mDL holder application, whose owner wishes to be verified against the 

policy that the mDL verifier application checks. Upon reception of an 

authentication token, provided by an mDL holder, the mDL verifier application 

can check it by utilizing the verify() method of JWTVerifier. The interfaces of 

the whole procedure from application setup to token verification in online mode 

can be seen in Figure 20. 
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Figure 20. mDL verifier app interfaces – Online mode 

 

OFFLINE: 

During setup for offline mode, a connection to the Olympus server is needed in 

order to acquire the IdP’s public key for Pabc. This is achieved by invoking the 

getPabcPublicKey() method provided by the REST API of the IdP server. After 

setup phase is completed, the mDL verifier application is ready to connect with 

any mDL holder application, whose owner wishes to be verified against the 

policy that the mDL verifier application checks. 

Upon reception of an authentication token, provided by an mDL holder, the mDL 

verifier application can verify it by utilizing the verifyPresentationToken() 

method of PABCVerifier interface. The outcome of this method shall show if 

the mDL holder fulfils the criteria that the verifier’s policy sets. The interfaces of 

the whole procedure from application setup to token verification in offline mode 

can be seen in Figure 21. 
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Figure 21. mDL verifier app interfaces – Offline mode 

 

ID PROOFING 

In this use case, the registration of user’s attributes is done upon sign up of the 

service. Each required mDL data element is entered into the web form and 

stored in the central register as demonstrator of an Issuing Authority. 

When generating an mDL, the personal data is collected from the central 

register and, according to ISO 18013-5, for every mDL data element, a hash is 

generated and included in the mobile security object (MSO). After that, the MSO 

is then digitally signed by the Issuing Authority’s private key, and then, the 

resulting digital signature, is appended to the mDL data. The holder then 

receives that signed mDL data and is granted access through an OTP which 

may be received out of bound. 

The ID proofing service provided by the Issuing Authority takes an mDL as input 

and checks the validity of the mDL signed data by verifying the digital signature 

from the respective Issuing Authority. The process is as follows: 

1. Check MSO integrity: the issuerAuth element is parsed and the COSE 

[10] signature is verified. 

2. Check MSO authenticity: a certification path validation of the MSO 

signing certificate up to the trusted anchors of IAs is looked up. 



54 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

3. Check MSO signing certificate is valid: the status of the MSO signing 

certificate is verified against the published CRL of the IA CA. 

The IA validation is available as a REST service at endpoint /validate. It takes 

as input the following parameters: 

Parameter Description 

type 

The type of ID document. Possible values: 

 mdl (for mDL ISO 18013-5) 

Other values may be added in the future to support other ID 

documents. 

so 

The Base64 encoding of the security object related to the 

type of ID document. 

For mDL ISO 18013-5, it shall be the Base64 encoding of the 

CBOR bytes of the MSO. 

  

STORAGE 

The IA service demonstrator uses Hibernate as an abstraction layer for data 

management. The deployment uses PostgreSQL as a database for storing 

information. An in-memory database can be used for quick setup of additional 

instances with minimal configuration.  
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4. CONCLUSIONS 

This document has described how the implementation of the OLYMPUS 

Framework is structured. It has shown the relevant data models and methods 

and has provided enough detail for their correct understanding. 

In the first implementation we showed that the modular structure of the 

framework is allowing an important flexibility when developing the use cases, 

both because of the difference between them and because of the possibility of 

using some cryptographic technologies or others depending on the system 

needs. Now, we have further improved the security level of the OLYMPUS 

solution and we have added extra functionality and mechanisms to support 

more features in both online and offline scenarios. Moreover, we showed that 

there is room for enhancing the OLYMPUS framework, in order to offer a wider 

range of solutions for privacy preserving identity management. 

In addition, the developed code meets the requirements set out in D3.1 and 

addresses the development of the use cases detailed in D6.1. It makes use of 

the tools described in D5.2 and is consistent with the OLYMPUS architecture 

and the benchmarks shown in D5.1, while the cryptographic implementation 

follows the details shown in D4.1. 
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APPENDIX A 

As a reminder (and establishing notation), we describe PS-MS scheme 

(detailed in [5]) for a pairing   ( ,   ,  ,  , )7 (with some security level  ), 

which is implemented in the repository. Two random oracles are needed to 

define the scheme, which will be modelled as the hashing functions      
  

     
  and      

      
      

  with       negligible in  . In addition, an 

extra oracle    is needed for turning the ZK proof into a (non-interactive) 

signature of knowledge:  

 

 PS-MS.Setup( , , )     : 

The parameters   and   denote the number of signers and the number of messages 

that will be signed at once, respectively. The elements       
  and       

  are 

chosen
8
 as group generators. The public parameters of the scheme’s instantiation 

                 are returned. 

PS-MS.KG(  )   (     ): 

Choose the secret key                     
     and compute the public key 

                   
    

 where     
 ,     

 

  
 for         . Return        . 

PS-MS.KAggr(                   )      : 

Compute        )             and return        
     

  , where multiplication and 

exponentiation are done by components. 

PS-MS.Sign(  ,               )    : 

Compute                  and the exponent        
 
            . Return 

           . 

PS-MS.SAggr(                  )    : 

Take    as (              . Check all     are equal, and all      too. Compute          

            and         

   
   . Return                . 

PS-MS.Verf(   ,     , )   True/False: 

Take   as (         . If       
 and         

 

   
       

             return true, else 

return false. 

PS-MS.ZKProve(                 )      : 

Take   as (          and compute              
       

     for        . Then, 

compute the Schnorr’s signature: 

                                                              That is, choose 

random    
    ,    and     and compute 

                                                            
             

 
           

                                  

Then, the challenge is                         and the signature is 

         
            , for    

    
    ,          and            . 

Return                . 

PS-MS.ZKVerf(   ,   ,      ,   )   True/False: 

                                            
7
 Notation:   ,    and    are the groups of order   (all three written as multiplicative) and   

denotes the bilinear map. 
8
 The symbol    is used to depict a random choice 
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Take                 with          
            . 

Then, verify that the signature of knowledge   is valid. That is, compute: 

                            
                

              
            

   

              
                       

 
 

Calculate                          . Return true if      and false otherwise. 

 

For the modified presentation methods, the set of indexes for the attributes ( ) 

will be divided in revealed ( ), hidden ( ) and involved in range proof ( ), so 

        and       are disjoint. For each attribute   ,    , we have a 

Pedersen commitment      
 
   , where    is a random blinding factor chosen 

by the user and   and   are set as   and   , respectively (as a “trusted setup” 

base for the range proof). We denote the set of blindings as   , and the set of 

commitments as   . 

 

PS-MS.ZKProveMod(                      )      : 

Take   as (          and compute              
       

     for        , and 

        

  
    .Then, compute the modified Schnorr’s signature: 

                                                              
9        

 

     

        

That is, choose random    
    ,   ,    

     and     and compute 

                                        
              

            
              

                    

Then, the challenge is                            and the signature is 

         
              

         , for    
    

        ,    
    

         , 

        ,             and    
    

        . 

Return                . 

PS-MS.ZKVerfMod(   ,   ,      ,  ,   )   True/False: 

Take                 with          
               . 

Then, verify that the signature of knowledge   is valid. That is, compute: 

                 
                  

              
            

                
     

                    
              

             
   

                     

Calculate                             . Return true if      and false otherwise 

 

  

                                            
9
 In fact, we do not directly use Verification with  , but the relationship using   . However, going 

from   to    and vice-versa (and the corresponding relationship) is simple as shown in the 
original proposal  
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APPENDIX B 

OLYMPUS Verifiable Credential examples 
 

Credential 

{ 

    "@context": [ 

        "https://w3id.org/credentials/v1", 

        "https://olympus-project.org/context", 

        "https://mDL-olympus-deployment.com/example/context" 

    ], 

    "type": [ 

        "VerifiableCredential", 

        "OlympusCredential" 

    ], 

    "credentialSchema": [ 

        { 

            "id": "https://mDL-olympus-

deployment.com/example/validationSchema", 

            "type": "OlZkValidationSchema" 

        }, 

        { 

            "id": "https://mDL-olympus-

deployment.com/example/encodingSchema", 

            "type": "OlZkEncodingSchema" 

        } 

    ], 

    "issuer": "https://mDL-olympus-deployment.com/example/vIdP", 

    "issuanceDate": "2020-09-24T08:30:15", 

    "expirationDate": "2020-09-30T08:30:15", 

    "credentialSubject": { 

        "givenName": "Alice", 

        "dateOfBirth": "1990-09-24", 

        "height": 181 

    }, 

    "proof": { 

        "type": "OlPsSignature", 

        "epoch": 17801571234, 

        "proofValue": "eyJraWQiOI29seW1w..dXMjMTIzNCkCIsImFs", 

        "proofPurpose": "assertionMethod", 

        "verificationMethod": "did:vIdP" 

    } 

} 
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Presentation 

{ 

    "@context": [ 

        "https://www.w3.org/2018/credentials/v1", 

        "https://olympus-project.org/context", 

        "https://mDL-olympus-deployment.com/example/context" 

    ], 

    "type": [ 

        "VerifiablePresentation", 

        "OlympusPresentation" 

    ], 

    "expirationDate": "2021-02-01T08:30:15", 

    "verifiableCredential": [ 

        { 

            "@context": [ 

                "https://www.w3.org/2018/credentials/v1", 

                "https://olympus-project.org/context", 

                "https://mDL-olympus-deployment.com/example/context" 

            ], 

            "type": [ 

                "VerifiableCredential", 

                "OlympusCredential" 

            ], 

            "credentialSchema": [ 

                { 

                    "id": "https://mDL-olympus-

deployment.com/example/validationSchema", 

                    "type": "OlZkValidationSchema" 

                }, 

                { 

                    "id": "https://mDL-olympus-

deployment.com/example/encodingSchema", 

                    "type": "OlZkEncodingSchema" 

                } 

            ], 

            "issuer": "https://mDL-olympus-deployment.com/example/vIdP", 

            "expirationDate": "2021-09-30T08:30:15", 

            "credentialSubject": { 

                "givenName ": "Alice", 

                "height": { 

                    "operation": "ge", 

                    "value": { 

                        "lowerBound": 160 

                    } 

                } 

            }, 

            "proof": { 

                "type": "OlPsDerivedProofRange", 
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                "proofValue": "eyJraWQiOiJkaWQ6bWV0YTpURVNUI29seW1w..dXMj

MTIzNCIsInR5cCI6IkpXVCIsImFs", 

                "verificationMethod": "did:example:vIdP", 

                "nonce": "randomMessageSignedEstablishedInPolicyExchange"

, 

                "epoch": 17801571234, 

                "proofPurpose": "assertionMethod", 

                "rangeProofs": [ 

                    { 

                        "attr": "height", 

                        "commitment": "Ekjd1…12==", 

                        "lowerBoundProofValue": "asd…1a2==", 

                        "upperBoundProofValue": "asd…1a2==" 

                    } 

                ] 

            } 

        } 

    ] 

} 

 

OLYMPUS General context 
 

{ 

"@context": [ 

    {"@version": 1.1}, 

    "https://www.w3.org/ns/odrl.jsonld", 

{ 

    "ol": "https://olympus-project.org/w3cModel/", 

    "schema": "https://schema.org/", 

    "OlympusCredential": "ol:OlympusCredential", 

    "OlympusPresentation": "ol:OlympusPresentation", 

    "OlZkSchema": "ol:OlZkSchema", 

    "operation": "ol:operation", 

    "value": {    

        "@id": "ol:predValue", 

        "@context": { 

            "@version": 1.1, 

            "@protected": true, 

            "ol": "https://olympus-project.org/w3cModel/", 

            "lowerBound": "ol:lowerBound", 

            "upperBound": "ol:upperBound" 

        } 

    }, 

    "OlPsSignature": { 

        "@id": "ol:PsSignature", 

        "@context": { 

            "@version": 1.1, 
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            "@protected": true, 

            "id": "@id", 

            "type": "@type", 

            "sec": "https://w3id.org/security#", 

            "xsd": "http://www.w3.org/2001/XMLSchema#", 

            "proofValue": "sec:proofValue", 

            "epoch": "ol:epoch", 

            "verificationMethod": { 

                "@id": "sec:verificationMethod", 

                "@type": "@id" 

            }, 

            "proofPurpose": { 

                "@id": "sec:proofPurpose", 

                "@type": "@vocab", 

                "@context": { 

                    "@version": 1.1, 

                    "@protected": true, 

                    "id": "@id", 

                    "type": "@type", 

                    "sec": "https://w3id.org/security#", 

                    "assertionMethod": { 

                        "@id": "sec:assertionMethod", 

                        "@type": "@id", 

                        "@container": "@set" 

                    }, 

                    "authentication": { 

                        "@id": "sec:authenticationMethod", 

                        "@type": "@id", 

                        "@container": "@set" 

                    } 

                } 

            } 

        } 

    }, 

    "OlPsDerivedProof": { 

        "@id": "ol:OlPsDerivedProof", 

        "@context": { 

            "@version": 1.1, 

            "@protected": true, 

            "id": "@id", 

            "type": "@type", 

            "sec": "https://w3id.org/security#", 

            "xsd": "http://www.w3.org/2001/XMLSchema#", 

            "nonce": "sec:nonce", 

            "proofValue": "sec:proofValue", 

            "epoch": "ol:epoch", 

            "verificationMethod": { 

                "@id": "sec:verificationMethod", 

                "@type": "@id" 
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            }, 

            "proofPurpose": { 

                "@id": "sec:proofPurpose", 

                "@type": "@vocab", 

                "@context": { 

                    "@version": 1.1, 

                    "@protected": true, 

                    "id": "@id", 

                    "type": "@type", 

                    "sec": "https://w3id.org/security#", 

                    "assertionMethod": { 

                        "@id": "sec:assertionMethod", 

                        "@type": "@id", 

                        "@container": "@set" 

                    }, 

                    "authentication": { 

                        "@id": "sec:authenticationMethod", 

                        "@type": "@id", 

                        "@container": "@set" 

                    } 

                } 

            } 

        } 

    }, 

    "OlPsDerivedProofRange": { 

        "@id": "ol:OlPsDerivedProofRange", 

        "@context": { 

            "@version": 1.1, 

            "@protected": true, 

            "id": "@id", 

            "type": "@type", 

            "sec": "https://w3id.org/security#", 

            "xsd": "http://www.w3.org/2001/XMLSchema#", 

            "nonce": "sec:nonce", 

            "proofValue": "sec:proofValue", 

            "epoch": "ol:epoch", 

            "verificationMethod": { 

                "@id": "sec:verificationMethod", 

                "@type": "@id" 

            }, 

            "rangeProofs": { 

                "@id": "ol:rangeProofs", 

                "@container": "@set", 

                "@context": { 

                    "@version": 1.1, 

                    "@protected": true, 

                    "ol": "https://olympus-project.org/w3cModel/", 

                    "attr": "@id", 

                    "commitment": "ol:rangeCommitment", 
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                    "lowerBoundProofValue": "ol:lowerBoundProofValue", 

                    "upperBoundProofValue": "ol:upperBoundProofValue" 

                } 

            }, 

            "proofPurpose": { 

                "@id": "sec:proofPurpose", 

                "@type": "@vocab", 

                "@context": { 

                    "@version": 1.1, 

                    "@protected": true, 

                    "id": "@id", 

                    "type": "@type", 

                    "sec": "https://w3id.org/security#", 

                    "assertionMethod": { 

                        "@id": "sec:assertionMethod", 

                        "@type": "@id", 

                        "@container": "@set" 

                    }, 

                    "authentication": { 

                        "@id": "sec:authenticationMethod", 

                        "@type": "@id", 

                        "@container": "@set" 

                    } 

                } 

            } 

        } 

    } 

}] 

} 

 

Deployment-specific context example 
 

{ 

    "@context": [ 

        {"@version": 1.1}, 

        "https://www.w3.org/ns/odrl.jsonld", 

        { 

            "ex": "mDL-olympus-deployment.com/example/", 

            "schema": "https://schema.org/", 

            "givenName": "ex:givenName", 

            "height": "ex:nationality", 

            "dateOfBirth": "ex:birthDate", 

        } 

    ] 

} 
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Proof types 
 

OlPsSignature 

Uses the properties type, proofValue, proofPurpose and verificationMethod 

defined in the standard. The proofValue MUST contain a signature of the p-ABC 

scheme mentioned in this document. An extra property epoch is needed for the 

cryptographic construction. 

 

    "proof": { 

        "type": "OlPsSignature", 

        "epoch": 17801571234, 

        "proofValue": "eyJraWQiOI29seW1w..dXMjMTIzNCkCIsImFs", 

        "proofPurpose": "assertionMethod", 

        "verificationMethod": "did:example:mDL-issuer" 

    } 
 

OlPsDerivedProof 

Uses the properties type, proofValue, proofPurpose, nonce and 

verificationMethod defined in the standard. The proofValue must contain a 

signature of the p-ABC scheme mentioned in this document. An extra property 

epoch is needed for the cryptographic construction. 

 

            "proof": { 

                "type": "OlPsDerivedProof", 

                "proofValue": "eyJraWQiOiJkaWQ6bWV0YTpURVNUI29seW1w..dXMj

MTIzNCIsInR5cCI6IkpXVCIsImFs", 

                "verificationMethod":"did:example:mDL-issuer", 

                "nonce": "randomMessageSignedEstablishedInPolicyExchange"

, 

                "epoch": 17801571234, 

                "proofPurpose": "assertionMethod", 

            } 
 

OlPsDerivedProofRange 

Uses the properties type, proofValue, proofPurpose, nonce and 

verificationMethod defined in the standard. The proofValue must contain a 

signature of the p-ABC scheme mentioned in this document. An extra property 

epoch is needed for the cryptographic construction. We also define an extra 

property for representing the cryptographic material needed for the different 

range proofs included in a presentation. 
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            "proof": { 

                "type": "OlPsDerivedProofRange", 

                "proofValue": "eyJraWQiOiJkaWQ6bWV0YTpURVNUI29seW1w..dXMj

MTIzNCIsInR5cCI6IkpXVCIsImFs", 

                "verificationMethod":"did:example:mDL-issuer", 

                "nonce": "randomMessageSignedEstablishedInPolicyExchange"

, 

                "epoch": 17801571234, 

                "proofPurpose": "assertionMethod", 

                "rangeProofs": [ 

                    { "attr": "height", 

                      "commitment": "Ekjd1…12==", 

                      "lowerBoundProofValue": "asd…1a2==", 

                      "upperBoundProofValue": "asd…1a2==" 

                    }] 

            } 
 

OLYMPUS validation meta-schema 
 

{ 

    "$schema": "https://json-schema.org/draft/2019-09/schema", 

    "$id": "https://olympus-project.org/meta-schema.json", 

    "$recursiveAnchor": true, 

    "title": "Meta-schema for OLYMPUS deployments VC validation schemas", 

    "$vocabulary": { 

        "https://json-schema.org/draft/2019-09/vocab/core": true, 

        "https://json-schema.org/draft/2019-09/vocab/applicator": true, 

        "https://json-schema.org/draft/2019-09/vocab/validation": true, 

        "https://json-schema.org/draft/2019-09/vocab/format": false 

    }, 

    "type": ["object","boolean"], 

    "allOf": [ 

        {"$ref": "https://json-schema.org/draft/2019-09/meta/core"}, 

        {"$ref": "https://json-schema.org/draft/2019-

09/meta/applicator"}, 

        {"$ref": "https://json-schema.org/draft/2019-

09/meta/validation"}, 

        {"$ref": "https://json-schema.org/draft/2019-09/meta/format"} 

    ], 

    "properties": { 

        "minDate": { 

            "$ref": "#/definitions/dateRFC3339" 

        }, 

        "maxDate": { 

            "$ref": "#/definitions/dateRFC3339" 

        }, 

        "granularity": { 
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            "$comment":"This one may not be necessary if schema informati

on is not used for Zero-Knowledge serialization.", 

            "type": "string", 

            "enum": ["MILLIS","SECONDS","MINUTES","HOURS","DAYS"] 

        }, 

        "zkSerializationMethod":{ 

            "description":"This annotation keyword will be used to descri

be how the value is transformed for its use in the Zero-

Knowledge operations.", 

            "$type": "string" 

        } 

    }, 

    "definitions": { 

        "dateRFC3339seconds":{ 

            "type": "string", 

            "format": "date-time", 

            "pattern": "\\d\\d\\d\\d-\\d\\d-\\d\\dT\\d\\d:\\d\\d:\\d\\d" 

        }, 

        "dateRFC3339days":{ 

            "type": "string", 

            "format": "date", 

            "pattern": "\\d\\d\\d\\d-\\d\\d-\\d\\d" 

        }, 

        "dateRFC3339":{ 

            "oneOf":[ 

                {"$ref": "#/definitions/dateRFC3339days"}, 

                {"$ref": "#/definitions/dateRFC3339seconds"} 

            ] 

        }, 

        "constVCcontext":{ 

            "type":"string", 

            "const":"https://www.w3.org/2018/credentials/v1" 

        }, 

        "constOLVCcontext":{ 

            "type":"string", 

            "const":"https://olympus-project.org/context" 

        }, 

        "credSchema":{ 

            "type":"object", 

            "requires":["id","type"], 

            "properties":{ 

                "type":{ 

                    "type": "string", 

                    "format": "uri" 

                }, 

                "id":{ 

                    "type": "string", 

                    "format": "uri" 

                } 



68 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

            } 

        }, 

        "evidence":{ 

            "type":"object", 

            "requires":["type"], 

            "properties":{ 

                "type":{ 

                    "type":"array", 

                    "uniqueItems": true, 

                    "items":{ "type": "string"}, 

                    "$comment":"Rest of fields will depend on the type of

 evidence supported in a specific deployment." 

                }, 

                "id":{ 

                    "type": "string", 

                    "format": "uri" 

                } 

            } 

        }, 

        "predicate":{ 

            "type": "object", 

            "requires": ["operation","value"], 

            "properties":{ 

                "operation": { 

                    "type": "string", 

                    "enum": ["ge","le","inRange"] 

                }, 

                "value": { 

                    "type":"object", 

                    "properties":{ 

                        "lowerBound":{ 

                            "oneOf":[ 

                                {"type":"number"}, 

                                {"$ref": "#/definitions/dateRFC3339"} 

                            ] 

                        }, 

                        "upperBound":{ 

                            "oneOf":[ 

                                {"type":"number"}, 

                                {"$ref": "#/definitions/dateRFC3339"} 

                            ] 

                        } 

                    } 

                } 

            } 

        } 

    } 

} 
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OLYMPUS deployment validation schema example 
 

{ 

    "$id": "https://mDL-olympus-

deployment.com/example/validationSchema.json", 

    "$schema": "https://olympus-project.org/meta-schema.json", 

    "title": "Validation schema example for OLYMPUS mDL deployment", 

    "$comment": "Because of names used, the schema has to be used with th

e jsonLD compacted with https://www.w3.org/2018/credentials/v1 context.", 

    "type": "object", 

    "requires" : ["proof","credentialSubject","expirationDate","issuer","

credentialSchema","@context"], 

    "properties":{ 

        "@context": { 

            "type":"array", 

            "uniqueItems": true, 

            "items":[ 

                {"$ref": "https://olympus-project.org/meta-

schema.json#/definitions/constVCcontext"}, 

                {"$ref": "https://olympus-project.org/meta-

schema.json#/definitions/constOLVCcontext"} 

            ], 

            "additionalItems":{"type": "string"} 

        }, 

        "type": { 

            "type":"array", 

            "uniqueItems": true, 

            "items":{ "type": "string"}, 

            "$comment":"We could specify more asking for the VCCredentail

 and OlympusCredential types but it is not critical." 

        }, 

        "credentialSchema": { 

            "type":"array", 

            "uniqueItems": true, 

            "items":{"$ref": "https://olympus-project.org/meta-

schema.json#/definitions/credSchema"} 

        }, 

        "issuer": { 

            "type": "string", 

            "format": "uri" 

        }, 

        "expirationDate": {"$ref": "https://olympus-project.org/meta-

schema.json#/definitions/dateRFC3339seconds"}, 

        "proof":{ 

            "type":"object", 

            "requires":"type", 

            "$comment":"We enforce the type property which is the only ma

ndatory one per the standard, any additional property will be accepted", 
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            "properties":{ 

                "type":{"type":"string"} 

            } 

        }, 

        "credentialSubject":{ 

            "type": "object", 

            "properties": { 

                "dateOfBirth": { 

                    "oneOf":[{ 

                            "$ref": "https://olympus-project.org/meta-

schema.json#/definitions/dateRFC3339days", 

                            "minDate": "1900-09-24", 

                            "maxDate": "2020-09-24", 

                            "granularity": "DAYS", 

                            "description": "The person's date of birth.", 

                            "zkSerializationMethod": "Represent dates as 

'time unit from epoch' depending on granularity (in this case, days from 

epoch). Then, transformed result is result=1+value-minDate" 

                        }, 

                        {   "$ref": "https://olympus-project.org/meta-

schema.json#/definitions/predicate"}] 

                }, 

                "givenName": { 

                    "type": "string", 

                    "minLength": 1, 

                    "maxLength": 12, 

                    "description": "The person's given name.", 

                    "zkSerializationMethod": "Take hash sha-

512 of the value (utf8-encoding) and use as magnitude for a big integer" 

                }, 

                "height": { 

                    "oneOf":[{ 

                            "type": "integer", 

                            "minimum": 0, 

                            "maximum": 300, 

                            "description": "Height of the person in centi

meters.", 

                            "zkSerializationMethod": "Transformed result 

is res=1+value-minimum" 

                        }, 

                        {   "$ref": "https://olympus-project.org/meta-

schema.json#/definitions/predicate"}] 

                } 

            } 

        } 

    } 

} 

 


