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USER-FRIENDLY SERVICES 

 

ABSTRACT 
 

The aim for WP6 is to work on the validation of the OLYMPUS solution within 
the use cases and possible considering a wider deployment using OLYMPUS 
Technologies developed in WP3-5 and integrated in WP6 for future business 
solutions. 

The focus of this deliverable is to describe real world use cases, through pilots, 
and evaluating the prototypes from these pilots with users. Finally, the 
deliverable contains an evaluation of the legal and privacy aspects of the 
solutions developed in the project. 

KEYWORDS 

 

vIdP, pilots, integration, deployment, implementation, design, components, 
user evaluation, GDPR, compliance 

 
AUTHORS (ORGANIZATION) 

  

Mads Schaarup Andersen (ALX), Michael Stausholm (ALX), Noelia Martínez 
Alonso (LOG), Georgia Sourla (SCY), Nuno Ponte (MUL), Nuno Martins (MUL), 
Fátima Cristiana Conceição (MUL), Cristina Timón López (UMU), Ignacio 
Alamillo Domingo (UMU), and Julián Valero Torrijos (UMU). 

DISCLAIMER 

  

This project has received funding from the European Union’s Horizon 2020 
research and innovation program under grant agreement No 786725, but this 
document only reflects the consortium’s view. The European Commission is not 
responsible for any use that may be made of the information it contains. 

  



This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

9 

 
 

 

EXECUTIVE SUMMARY 

This document is the second deliverable of WP6 which began with the definition 
of the use cases and their requirements in D6.1 and continued with the first 
version of the pilots and their evaluation in D6.2. In this deliverable, the final 
version of the pilots is described as well as the user experience evaluation of 
these. Finally, the GDPR compliance of the OLYMPUS framework is assessed 
and comments on the implications of OLYMPUS technologies are commented 
on. 

The document is structured as follows:  

Section 1 is the introduction to the deliverable. 

Section 2 describes the mobile driver license pilot. In this it provides a 
description of both the online and offline scenario with a detailed description of 
the flows, implementation, and integration with the OLYMPUS framework as 
well as the evaluation of the user experience. 

Section 3 describes the credit file pilot. In this it provides a description of both 
the online and offline scenario with a detailed description of the flows, 
implementation, and integration with the OLYMPUS framework as well as the 
evaluation of the user experience. 

Section 4 describes the privacy compliance of OLYMPUS. 

Section 5 provides a discussion of how to allocate responsibilities in 
technological innovations. 

Section 6 provides suggestions as how to create a regulatory framework for 
identification and authentication services within the EU. 

Section 7 concludes the deliverable. 
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1. INTRODUCTION 

This document is the deliverable “D6.3 Final Pilot deployment and evaluation of 
User Experience and GDPR compliance”, which is part of Work Package 6 “Use 
Cases Validation.” 

The deliverable describes the real working pilots corresponding to the two use 
cases in the final version integrating with OLYMPUS framework and is based on 
the results of the D6.2 deliverable which described the initial implementations. 
Furthermore, the deliverable contains an evaluation of the GDPR compliance of 
the OLYMPUS framework and the project in general. 

Two different pilots are described: the mobile driver license (mDL) and the 
credit file pilot (CF). 

The mDL pilot addresses the development of the interfaces to connect users’ 
identities in the OLYMPUS framework to their real-world physical identities by 
integrating with officially issued electronic identifications (eIDs) through bridging 
with eIDAS (electronic identification, authentication, and trust services), STORK 
(secure identity across borders linked), or electronic driver lincense. 

The CF pilot addresses the use case of an online credit rating agency collection 
information about users and removing the personal data from this information to 
enable users to show to third-party service providers (entities). 

Finally, the GDPR complaince is assessed and comments on the implications of 
the project is made. 
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2. MOBILE DRIVER LICENSE PILOT 

This section and its subsections provide a more detailed explanation of the 
mobile driver license pilot regarding its design, implementation, and integration 
with the OLYMPUS architecture. Some of the discussed topics are:  

o Detailed explanation of the identified scenarios’ flow 
o Architecture usage and relevant information 
o Design and development of components 
o Feedback from final evaluation and testing 

 

2.1. Summary of addressed scenarios 
 

This pilot covers the case where a user holding a mobile driver license (mDL), 
wishes to prove his or her age (or attribute contained in the mDL) towards a 
verifier (e.g., a shop or police officer). For this pilot, two possible scenarios were 
identified, namely an online and an offline scenario. The following sections 
provide a more detailed explanation regarding the steps that the scenarios’ 
flows follow and the expected behaviour for both of them. At the end of this 
chapter there is also a description of the exploitation of account management 
functionality, offered by the Olympus solution. 
 

2.1.1. Online scenario - Distributed token 
 

In the online scenario, the holder of the mobile Driver Licence (mDL) must be 
online during the whole process of both registration and verification. On the 
other hand, the mDL verifier must be online only during the setup phase, to 
obtain the certificate used by the Olympus based virtual Identity Provider (vIdP). 
After the setup phase, the verification process can be performed without 
internet connection since no other information is needed from the vIdP. 

For the purpose of the pilot, we suppose that the user already possesses a 
digitally signed mDL on his mobile device (i.e., smartphone, tablet, smart POS), 
whose authenticity is certified by the corresponding Issuing Authority (i.e., a 
ministry). This mDL is used by the user to enrol in the Olympus vIdP. In a real 
life setting the Olympus vIdP could instead be hosted by the Issuing Authority, 
removing the necessity of the enrolment/registration phase. Additionally, for this 
scenario, a vIdP is needed to be pre-configured with the distributed token 
issuance feature. 

Given the above, the workflow from the mDL holder’s and mDL verifier’s 
perspective is as follows: 
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ENROLMENT: 

1. The mDL holder opens the mDL holder application and types a 
username and a password in order to register to the vIdP. 

2. The application gathers the typed credentials and, after some initial 
preparation, sends the needed information to the vIdP, including the 
holder’s personal info from the mDL, where it is checked it was issued by 
a trusted IA. 

3. If registration is successful, the mDL holder will get an appropriate 
message and will see on the device’s screen the information that is 
stored by the vIdP. 

 

VERIFIER SETUP: 

1. The mDL verifier opens the mDL verifier application and presses the 
setup button, in order to obtain the needed info for the public key from 
the vIdP server. 

2. When the key is successfully received, the mDL verifier is ready to 
perform verifications for tokens created with the Pesto solution. 

 

VERIFICATION: 

1. The mDL holder is informed about the checks that are needed to be 
performed by the mDL verifier. 

2. If the mDL holder accepts the aforementioned checks, he chooses to be 
verified in online mode and a QR code appears in his device’s screen. 

3. The mDL verifier scans that QR code and a BLE connection between the 
two devices is initiated. 

4. Upon a successful BLE connection, the mDL verifier application sends 
the policy that the holder needs to fulfil to the mDL holder app. 

5. Upon reception of the verification policy, a request is performed from the 
mDL holder application to the vIdP, in order to provide the former with a 
token for that specific policy. 

6. After receiving the token, the mDL holder application forwards the token 
to the mDL verifier, in order to proceed with the verification process, 
along with the information that the token was produced with the online 
method. 

7. The mDL verifier receives the token from the mDL holder application and 
verifies it against the public key obtained during setup. 

8. A message about the result of the verification appears on the mDL 
verifier application screen. 
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2.1.2. Offline scenario - pABC credentials 
 

In the offline scenario, the mDL holder is online during the registration process 
but goes offline during the verification process. For the mDL verifier, the need 
for an online connection holds only during the setup phase, like in the online 
scenario, in order to download some needed data from the vIdP. From the mDL 
holder’s perspective, we again suppose he already possesses a certified mDL 
on his mobile device, which is needed to enrol in the Olympus vIdP. 
Additionally, for this scenario, a vIdP is needed to be pre-configured with the 
dP-ABC credential issuance feature. 

Given the above, the workflow from the mDL holder’s and mDL verifier’s 
perspective is as follows: 

 

ENROLMENT: 

1. The mDL holder opens the mDL holder application and types a 
username and a password in order to register to the vIdP. 

2. The application gathers the typed credentials and, after some initial 
preparation, sends the needed information to the vIdP, including the 
holder’s personal info from the mDL, where it is checked it was issued by 
a trusted IA. 

3. If registration is successful, the mDL holder will get an appropriate 
message and will see in the device’s screen the information that is stored 
in the vIdP. 

4. The mDL holder can now obtain his P-ABC credentials from the vIdP, in 
order to be able to generate tokens later, in offline mode, when a policy 
is provided. 

 

VERIFIER SETUP: 

1. The mDL verifier opens the mDL verifier application and presses the 
setup button, in order to obtain the needed info from the vIdP. 

2. When the setup info is successfully received, the mDL verifier is ready to 
perform verifications for tokens created with the dP-ABC solution. 

 

VERIFICATION: 

1. The mDL holder is informed about the checks that are needed to be 
performed by the mDL verifier. 

2. If the mDL holder accepts the aforementioned checks, he chooses to be 
verified in offline mode and a QR code appears in his device’s screen. 

3. The mDL verifier scans that QR code and a BLE connection between the 
two devices is initiated. 

4. Upon a successful BLE connection, the mDL verifier application sends 
the policy that the holder needs to fulfil to the mDL holder app. 
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5. Upon reception of the verification policy, the mDL holder application shall 
generate a token based on the credentials acquired from enrolment 
procedure and the policy received from the verifier. 

6. After generating the token, the mDL holder application forwards the 
token to the mDL verifier, in order to proceed with the verification 
process, along with the information that the token was produced with the 
offline method. 

7. The mDL verifier receives the token from the mDL holder application and 
verifies it against the verification policy. 

8. A message about the result of the verification appears on the mDL 
verifier application screen. 

 

2.1.3. Account Management 
 

Apart from the basic two flows for authentication – verification, that are the main 

goal of the Olympus implementation, the mDL use case is also utilizing some of 

the account management options provided in the Olympus solution. More 

specifically, the mDL holder can change his password and delete his account, 

by making the corresponding requests to the vIdP. MFA authentication is also 

available for the mDL holder as a means of enhancing security in his 

transactions with the vIdP. The mDL holder has the option to enable or disable 

MFA whenever he wishes. 

All of the aforementioned features are available to the mDL holder at any time 

after a successful enrolment, as long as he is online, in order to perform the 

corresponding requests to the vIdP. The outcome, successful or unsuccessful, 

of each one of these procedures shall be presented to the user with a proper 

message on his device’s screen. 

 

2.2. Architecture usage 
 

The following sections describe how the integration was performed between 
each component and the final integration’s state, to lead in the two mDL 
applications that fully utilise the offered features. 
 

2.2.1. Interfaces 
 

The mDL applications for both holder and verifier need to communicate with the 
vIdP. The interfaces that are available from the vIdP side and implemented as 
part of the OLYMPUS framework, were presented in deliverable D5.4. Two 
distinct interfaces are used for the online and the offline scenarios, since the 
approach for authentication and verification is different. 
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From the holder’s side, there is the need to create an account to the vIdP that 
includes the holder’s personal information, which would be available for 
authentication, depending on the verification requirements. There is also the 
need for token creation, that would be generated either directly from the vIdP in 
the online scenario or from the mDL holder in the offline scenario. The latter is 
possible by utilizing the dP-ABC Client component, which can store the mDL 
holder’s credentials, obtained from the vIdP during enrolment, and use them 
anytime later, in order to create tokens for the specified policies in offline mode. 
The same component is also used during account creation as the intermediate 
between the mDL holder application and the vIdP. On the other hand, in online 
mode the role of the intermediate between the mDL holder application and the 
vIdP is being played by the Pesto Client module (i.e., the PestoClient class). 
These two components provide to the mDL holder application all the needed 
interfaces, in order to communicate with the vIdP. The interfaces used for the 
aforementioned procedures can be viewed in the following diagrams. 

 

 

Figure 1: Interfaces for mDL Holder (online scenario) 
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Figure 2: Interfaces for mDL Holder (offline scenario) 

 

From the verifier’s side, either for the online or for the offline scenario, the only 
connection needed to be established with the vIdP is made on the setup phase, 
for acquiring the needed info (public key, pabc parameters etc.) that shall be 
used during verification. The verification process itself is performed inside the 
verifier application, by utilizing the appropriate verification component, so no 
communication is needed with the vIdP for this procedure. In the online 
scenario, the communication with the vIdP is made directly from the mDL 
verifier application, which then passes the obtained public key to the Pesto 
Verifier component, in order to complete the setup procedure. In the offline 
scenario though, the mDL verifier application initiates the dP-ABC Verifier 
component, which requests the pabc public key and public parameters from the 
vIdP during the setup phase. For the verification phase, the mDL verifier 
application sends the authentication token directly to the Pesto Verifier 
component in the online scenario and to the dP-ABC Verifier component in the 
offline scenario. These two components deal with the verification procedure and 
pass the result back to the mDL verifier application. The next diagrams show 
the communication between the different modules in the online and in the offline 
scenario. 
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Figure 3: Interfaces for mDL Verifier (online scenario) 

 

 

Figure 4: Interfaces for mDL Verifier (offline scenario) 
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One very important interface used during the verification procedure is the 
connection made between the mDL holder and the mDL verifier. In order to 
perform verification, the mDL verifier should establish a connection with the 
mDL holder. This is achieved by scaning a QR code presented by the mDL 
holder application, which contains the necessary info for establishing a BLE 
connection. When this is done, the two devices are ready to exchange data. In 
the online scenario the verifier needs to send the policy to the holder, so he/she 
will forward it to the vIdP and request a token that complies with the rules of that 
policy. In the offline scenario the verifier transmits the needed policy to the 
holder, so that the latter will be able to generate and send back to the verifier 
the suitable token. In both cases, the mDL holder application shall send the 
authentication token to the mDL verifier application, in order to proceed with the 
verification process. The interaction between the two mDL applications can be 
seen in the following diagram. 

 

 

Figure 5: Interface between mDL Holder and mDL Verifier 

 

2.2.2. Other relevant interfaces 
 

In the first section of this chapter, we described the interfaces used for the flows 

of enrolment, authentication and verification, which are the basic features 

offered in the Olympus solution. However, some auxiliary features are also 

provided and utilized in the mDL use case for account management, as 

described in the previous chapter. 

These features need for the mDL holder to be online, in order to communicate 

with the vIdP, and are available in both Pesto Client module and dP-ABC Client 

module. For this purpose, a combined module was created, named 

PestoAuthClient, which provides all the shared functionality between the two 

aforementioned modules. In fact, even the enrolment procedure is contained in 

this module, as it is also common, but for the sake of clarity, we omitted it from 

the previous section, in order to show a clear complete flow of registration – 

authentication, for each of the covered scenarios. 
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For the account management features, the interfaces used are quite 

straightforward, since the PestoAuthClient module is used as an intermediate 

that transfers the mDL holder application requests to the vIdP and sends back 

the replies. These interfaces that facilitate MFA authentication, password 

change and account deletion are depicted in the following diagrams.  

 

 

Figure 6: Interfaces for MFA 
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Figure 7: Interfaces for Account Management 

 

2.2.3. Components 
 

From the previous sections, we can easily understand that there are quite a 
number of modules being used for the mDL use case. The two basic 
components for this testing scenario are the mDL holder application and the 
mDL verifier application. These two applications allow us to demonstrate the 
mDL use case by pretending to have a real mDL holder that is being verified 
against a certain policy (i.e. proof that the holder’s age is above a certain limit) 
by a verifier. However, these two components would not be able to demonstrate 
the scenario described above if it wasn’t for the library modules that constitute 
the registration, authorization and verification phases. Two different systems are 
supporting the online and the offline scenario. 

In the online scenario, the Pesto Client module is utilized in order to perform 
registration and authorization. This module establishes a connection with the 
vIdP server in order to create a new user account, store the mDL holder’s 
personal information and provide to the holder an authorization token compliant 
to a specific policy. In the offline scenario, this part is played by the dP-ABC 
Client component. The main difference between these two modules is that the 
dP-ABC Client component needs to store the P-ABC credentials in the mDL 
holder’s device, in order to be able to generate tokens in offline mode at a later 
point in time. On the contrary, the Pesto Client module does not need to store 
information about the mDL holder and directly forwards the received token from 
the vIdP to the mDL holder application. 

It would be wrong to make the assumption that these two modules are 
completely independent from each other. A closer look would show clearly that 
the only difference between the two is the process of token creation. All the 
other functionality that is offered (enrolment, account management, etc) is 
common among them. As a result, a combined module is available 
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(PestoAuthClient), which contains all the common features of the Olympus 
solution. The mDL holder application shall direct its requests to this component, 
unless the request has to do with the authentication procedure. In that case, the 
request will be specifically addressed by its corresponding module, depending 
on the authentication approach. 

From the verifier’s side, there are two components being utilized: the Pesto 
Verifier in the online scenario and the dP-ABC Verifier in the offline one. Both 
components need to be online only during the setup phase, in order to acquire 
the necessary info (public keys, pabc parameters) used in verifications. After 
that, they can go offline and perform verifications for the authentication tokens 
they are presented. According to the authentication method chosen by the mDL 
holder, the corresponding component shall be called. 
 

2.3. Design and development of components 
 

In the previous version of this document (D6.2) we had focused on the offline 
scenario, in order to demonstrate both online (credit file use case) and offline 
(mDL use case) solutions in our first evaluation tests. This time, we have both 
solutions available for the mDL use case, as described in the previous sections. 
 

2.3.1. mDL Issuing authority 
 

The mDL Issuing Authority role is performed by an instance of the vIdP, 
developed in WP5 of the OLYMPUS project. The implementation is described in 
D4.1. The first vIdP pilot deployment process for the offline scenario consisted 
of deploying three instances of the PESTO IdP, each as a standalone jar, 
deployed as an embedded servlet container, with the credential issuance 
feature enabled and made available to the mDL apps. Each of these instances 
is configured with a JSON file that is used during each PESTO IdP startup 
phase, further developed to work accordingly. This JSON file contains a key 
share and other cryptographic information, seen in the following figure. 

 

Figure 8 - Example of setup parameters JSON file 

 
Beyond the cryptographic parameters, every single IdP needs to know where 
the other IdPs are located at. Therefore the “serverSetup” parameter is passed 
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on during setup. On our pilot, the instances were deployed at ports 9090, 9091 
and 9092. 
 
For the offline scenario pilot, the mDL Apps - both holder and verifier - connect 
to these three IdPs through the dP-ABC client interface, which, as described 
before, transparently provides functionalities from a single point, such as client 
registration, identity attachment and credential issuance. 
 

2.3.2. mDL App 
 

For the mDL use case, two applications have been implemented, one for the 
mDL holder and one for the mDL verifier. These two applications should be 
installed in devices that support BLE connections and are running Android 
version 8.0 or higher. 

With the mDL holder application, the holder is able to create his own account at 
the vIdP, by registering with a username and password of his choice. The 
implemented application gathers the typed credentials and the mDL holder’s 
personal information from the mDL he possesses and sends all needed data to 
the vIdP, in order to create an account and store the holder’s personal info. The 
result of this procedure is shown to the holder with an appropriate message. 
The username and password are securely stored in the mDL holder’s device, to 
allow a later on sign in, even in offline mode. 

After a successful registration, the mDL holder can request to obtain his P-ABC 
credentials from the vIdP and securely store them for later use. This is the last 
step where the mDL holder needs to be online. From now on, he can either be 
online during a verification procedure, or choose to be offline and create the 
necessary verification info from the securely stored credentials. 

In the online case, when the policy is obtained from the mDL verifier, the mDL 
holder app shall forward it to the vIdP, requesting a token for that particular 
policy. If the personal info of the mDL holder matches the policy’s requirements, 
the vIdP shall reply back with a JWT token, which will be forwarded to the mDL 
verifier for further checks. If the mDL holder’s information does not comply with 
what the policy checks, no token shall be received from the vIdP and the mDL 
holder will not be able to provide a verification token to the verifier. 

The authentication procedure is different in the offline scenario. When the policy 
is obtained from the mDL verifier, the mDL holder app shall generate a 
corresponding token, based on the P-ABC credentials stored in the mDL 
holder’s device. When the token is generated the mDL holder app shall send it 
to the mDL verifier app. This credential-based token is created regardless of 
whether the mDL holder’s personal info complies with the policy’s requirements 
or not. It is the mDL verifier app’s task to check the provided token and find out, 
from the information provided in the token, if the mDL holder fulfils the specified 
criteria. 

The mDL verifier application is quite simple and implements two functions: 
setup and verification. During the setup phase, the verifier application is 
connected to the vIdP, in order to acquire the necessary info needed for both 
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verification procedures that correspond to pesto and pabc solutions. Like the 
mDL holder’s application, this info is securely stored in the device, so the setup 
phase does not need to be performed again the next time the application starts. 
Since the application has completed successfully all the initialisation needed, it 
can start verifying mDL holders. After initiating a BLE connection with an mDL 
holder’s device, the mDL verifier app shall sent the verification policy to the 
mDL holder and wait for a token in response. Upon the reception of that token, 
along with the information about the method used to create it, the mDL verifier 
will continue with the verification step. Depending on the result of this function, 
an appropriate message shall be printed in the mDL verifier’s screen. 

 

2.3.3. IdProofing interface 
 

As part of the enrolment process, the mDL data needed during registration with 
the vIdP must be verified. This is done at the vIdP using the IdProofing 
interface. The ISO mDL data is protected using an anti-cloning signature, which 
is created using a key for which the public part is signed by the Issuing Authority 
together with the ID biographical data in the MSO (Mobile Security Object). 

Issuer data authentication is implemented by way of a digital signature over 
mDL data, using a public-private (asymmetric) key pair. 

A separate randomized message digest is calculated for each data element and 
included in the mobile security object (MSO). The MSO is then digitally signed 
using a private key that is kept secret by the Issuing Authority (IA) and the 
digital signature is added to the mDL data. 

The holder receives from the IA the mDL data signed by the same IA. The 
holder is granted access to the signed mDL data by using a shared secret one-
time password that may be received out of bound or in person at the IA for 
different levels of assurance. 

 

MSO VALIDATION 

The ID proofing service provided by the OLYMPUS vIdP takes an mDL as input 
and checks the validity of the mDL signed data by verifying the digital signature 
from the respective Issuing Authority. The process is as follows: 

1. Check MSO integrity: the issuerAuth element is parsed and the COSE 
signature is verified. 

2. Check MSO authenticity: a certification path validation of the MSO 
signing certificate up to the trusted anchors of IAs is looked up. 

3. Check MSO signing certificate is valid: the status of the MSO signing 
certificate is verified against the published CRL of the IA CA. 
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2.4. User evaluation 
 

The following sections describe how the evaluation tests took place for the mDL 

use case for both online and offline scenarios and present the results that 

occurred from this evaluation. 

 

2.4.1. Method 
 

For the evaluation procedure, a group of users was invited to voluntarily test the 

two applications developed for the mDL use case. Initially, the users were 

explained the general purpose of the Olympus solution and were also presented 

with some everyday scenarios that the mDL applications could be used, in order 

to grant access without revealing any unneeded information. The testers were 

also given a manual explaining the functions of the two mobile applications, as 

well as a demo video, showing the offered functionality in action. 

After this introduction to the two mDL applications, three different sets of testing 

scenarios were delivered to the testers and they were asked to try to complete 

some combination of them, based on the guidelines offered in the manuals. 

Each set would make different checks on the mDL info and perform different 

actions regarding account management. Moreover, four different mDL samples 

were created, so that the testers would not give their own personal info for 

testing data. Which combination of the testing sets and which mDL sample 

would be assigned to each one of them was determined based on which quarter 

of the year they were born. This decision was made so that we would be able to 

gather testing results for all available features of the Olympus solution as evenly 

as possible, while at the same time no data that could lead to a significant 

knowledge of the testers’ personal info would be acquired. 

The testers would need to download first a sample mDL as an mDL holder, 

providing the licence number, in order to be able to start the tests. Each test set 

would require from the tester to create an account in the Olympus vIdP and 

then be authenticated for a specified policy both in online and in offline mode. 

The checks asked for the policy would be different in each testing set (i.e. 

checking if age is higher than 18 and/or checking that the driver’s licence has 

not expired etc.), leading to different authentication results (successful or 

unsuccessful) depending on the mDL sample data. 
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Figure 9: mDL holder initialisation 

 

In the previous set of figures we can see the steps needed for enrolment and 

download credentials, in order for the mDL holder to be ready to be 

authenticated in either online or offline mode. The following set of figures shows 

the process an mDL holder must follow in order to be authenticated. These 

figures show an online authentication as an example. There is not much 

difference in an offline authentication, apart from the fact that the token is not 

“received” but “generated”. 

 

OR 



This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

26 

 
 

 

           

Figure 10: mDL holder authentication 

 

Between the two authentication attempts, the testers are asked to either change 

their passwords or enable/disable MFA authentication, so that we will gather 

test results for these actions, too. They were also asked to delete their mDL 

account in the end, for the same reason. Some indicative actions are shown in 

the figures below. 

 

     

Figure 11: mDL holder account management 

 

For the mDL verifier app, testers should firstly setup the application in order to 

be ready to perform any verification check asked. The testers shall choose the 

appropriate checks indicated in their testing set, proceed to scan the QR code 

OR 
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provided by the mDL holder and then wait for the token to be transferred to their 

device, in order to verify it. 

 

             

Figure 12: mDL verifier - setup and scan QR 

 

The verification result could be either successful or unsuccessful, depending on 

whether the mDL holder complies with the policy’s criteria. Of course, if no 

token is received (i.e. vIdP replied with no token for an mDL holder that does 

not comply with the given policy), the outcome of the verification is considered 

unsuccessful. 

 

1. 

2. 
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Figure 13: mDL verifier - verification result 

 

For both applications the actions of the users were logged using TestFairy. This 

tool was chosen because it not only has the ability to record the users’ choices, 

but also can keep logging locally on the device during offline time and send the 

recorded logs to the server when the user goes back online. Since, almost half 

of the tested actions that we were interested in would be performed offline, it 

was very crucial that we could have available such a feature for our logs. 

The testers were also asked to fill a questionnaire of 19 questions, including the 

10 System Usability Scale (SUS) questions, demographic data and questions 

about the privacy-preserving technology used. In the following section, the 

results from both the logged actions and the questionnaire are presented, 

analysed and interpreted. 

 

2.4.2. Results 
 

For our testing evaluations we gathered a group of 24 people, working in our 

company but not in the Olympus project. Due to summer vacation period and 

covid-19 restrictions, we were not able to get more testers involved as we would 

like, especially external ones. 

Several devices were used during the evaluations, which were either the 

testers’ own smartphones or were provided by the company. The tests were 

carried in the most popular manufacturers’ devices, such as Samsung Galaxy 

(45.83%), Google Pixel (31.25%), LG (16.67%), Ascom (4.17%) and Huawei 

(2.08%). These devices had installed Android versions 9 (22.92%), 10 (41.66%) 

OR 



This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

29 

 
 

 

and 11 (35.42%). Note that the mDL applications can be installed in devices 

with Android 8 and above.  

All our testers had to perform 2 testing sets, each one including one online 

verification and one offline. These verifications would end in either a successful 

result or an unsuccessful outcome. Some tests were asking for a change of 

password in between and some others to enable and disable MFA before/after 

a verification procedure. All testers were asked to delete their mDL account in 

the end, in order not only to test that feature, but also to ensure that they would 

get their devices online again and synchronise data with the TestFairy platform. 

Even though we had not assigned to each specific tester the test sets that they 

should do, we could tell which pair of sets corresponded to every log we got by 

the licence number of the sample mDL that was used. As a result, we know 

what actions should be found in each log, without knowing which tester 

performed each test. In the following table we present how many interactions 

were supposed to be performed during the tests and how many were actually 

made: 

 

Action 
Expected Number 
of Interactions 

Actual Number 
of Interactions 

Registration – Get Credentials 24 24 
Online Authentication (successful) 30 32 
Online Authentication (unsuccessful) 18 23 
Offline Authentication (successful) 30 30 
Offline Authentication (unsuccessful) 18 19 
Password Change 17 17 
Enable MFA 18 18 
Disable MFA 18 19 
Delete Account 24 22 

Table 1: Number of Interactions 

 

As we can see there were a few more initiations of online authentication 

procedures than expected, because some users forgot to get back online for 

this action or to enable the BLE connection in their devices. Furthermore, some 

users erroneously considered that something went wrong when the result of the 

verification was unsuccessful and repeated the check, as they had missed to 

check their sample data values. That happened more often with the online 

scenario, where no token is sent from the vIdP and the mDL holder gets a 

different response than in the offline scenario, where a token was generated 

and deemed insufficient. Also, there was a case when disable MFA failed, due 

to a negative response from the vIdP server. Nevertheless, in a second attempt 

the MFA was disabled successfully. Moreover, there were two testers that 

forgot to delete their accounts in the end. 

Overall, there was no case that a tester did not manage to complete a particular 

step of the testing procedure. Even when they had forgotten to become online 

or to enable BLE connection in one of the two devices, they managed to 
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complete the needed action in a second attempt, according to the logs in 

TestFairy. 

After the tests were completed, the volunteers were asked to answer a 

questionnaire. The questions included the 10 questions of the System Usability 

Scale (SUS), 5 questions that had derived from the user studies conducted 

earlier this year and 4 more demographic questions. The 5 questions from the 

user studies had to do with the importance of understanding the underlying 

technologies being used, the preference of using such apps instead of mDL 

cards, as well as the privacy offered and the trust of such applications and the 

organisations that would deploy them. 

In the following table, the results for the 10 SUS questions are presented. Since 

this questionnaire is made in such a way so that the questions will be alternately 

positive and negative, we have highlighted in green the answers that give a 

positive feedback, to enhance readability. 

 

Question 
Strongly 
Disagree 

Disagree Neutral Agree 
Strongly 
Agree 

I think that I would like to use this 
system frequently. 

- 4.2 33.3 41.7 20.8 

 I found the system unnecessarily 
complex. 

41.7 41.7 12.5 4.2 - 

I thought the system was easy to 
use. 

- - 12.5 45.8 41.7 

I think that I would need the 
support of a technical person to be 
able to use this system. 

54.2 25 16.7 4.2 - 

I found the various functions in this 
system were well integrated. 

4.2 4.2 - 58.3 33.3 

I thought there was too much 
inconsistency in this system. 

62.5 25 - 8.3 4.2 

I would imagine that most people 
would learn to use this system 
very quickly. 

- - 20.8 62.5 16.7 

I found the system very 
cumbersome to use. 

29.2 58.3 4.2 8.3 - 

I felt very confident using the 
system. 

- 4.2 16.7 45.8 33.3 

I needed to learn a lot of things 
before I could get going with this 
system. 

20.8 66.7 8.3 4.2 - 

Table 2: SUS questionnaire results 

 

The next table shows the results of 4 out of 5 questions related to user studies. 

Highlighted with blue are the answers that were more frequent. 
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Question 
Strongly 
Disagree 

Disagree Neutral Agree 
Strongly 
Agree 

I understand how the underlying 
technology that guarantees the 
privacy of user data in this 
application works. 

- 8.3 29.2 50 12.5 

It is important for me to understand 
the technology that guarantees the 
privacy of user data in this 
application. 

- - 8.3 58.3 33.3 

I would trust such systems and 
consider using them in everyday 
life 

- - 29.2 41.7 29.2 

I would prefer using applications 
such as this, instead of my normal 
id 

4.2 - 20.8 45.8 29.2 

Table 3: User studies questionnaire results 

 

The fifth question from user studies had to do with the organisation that the 

users would prefer to deploy this system. It was a multiple-choice question 

where the vast majority (87.5%) preferred a public authority, 29.2% answered a 

nonprofit / non-governmental organization (NGO) and only 8.3% chose a private 

company. 

 

As we can see from both tables presented above, the testers seem very 

satisfied from the two applications and the way the overall system works, as we 

mostly got single-digit negative feedback, which never surpassed 12.5%. They 

also considered that the tools offered were fairly easy to use, which can also be 

confirmed from the logs of their actions. Considering the fact that it was the first 

time they used these applications, they did not need a lot of time to navigate 

through them and perform the needed steps. Even when their first attempt 

ended unsuccessfully, they quite quickly realised the problem and fixed it. 

Additionally, the volunteers consider very important to understand how the 

technology used in the offered solution can guarantee the privacy of personal 

information. The majority of the testers seem to have understood how the 

security of personal data is ensured in the Olympus system and the two mDL 

apps, especially after reading the introductory chapter of the manual provided, 

which explained this aspect of the Olympus framework. As a result, most of 

them would trust and use such applications in their everyday life, but still there 

is room from improvement in that area. 

For the sake of completeness, we will also include the answers to the 

demographic questions, to get an idea about the age, gender, and education 

level of the volunteers. Most of our volunteers were between the ages of 35-44 

(54.2%) and 25-34 (20.8%), followed by the age group of 45-54 (12.5%). The 

rest were 1 person between 18-24 (4.2%), 1 between 44-64 (4.2%) and 1 older 

than 65 (4.2%). We had also 50% male participants, 41.7% female and 8.3% 

preferred not to tell. Regarding the education level 41.7% had a university 
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degree, 33.3% a master’s degree, 16.7% had a PhD and 4.2% had finished 

high school. There was one more answer (4.2%) for primary school, but that 

apparently was accidental, probably because it was the first answer available in 

the drop-down menu. Finally, 22 participants (91.7%) were Greek and 2 (8.3%) 

were Swedish. 

 

2.4.2.1. KPIs 
 

A series of KPIs established in the last version of D2.2 are related to the 
development and evaluation of this pilot. Here, we describe their fulfilment 
following the same notation as in the deliverable (i.e., extracting the 
corresponding ones from Tables 1 and 2 of D2.2). 

 

ID Description Target Validation 
Goal 

Met 

2.1 Increasing the 

TRL for the 

components 

developed by the 

consortium 

members. 

TRL 6-7 depending on the 

component. Section 1.3.2 of 

DoA Annex 2 for specific 

information 

For the mDL pilot, both approaches of 

OLYMPUS and its account 

management functionalities have 

been demonstrated, being applied to 

a relevant environment through two 

deployed mobile applications  

Yes 

2.3 Number of pilots 

deployed and 

tested 

 

Deploy and test 2 pilots 

during the project 

 

This use case is one of the two 

implementations developed and 

integrated with the OLYMPUS 

framework during the project, along 

with CFP’s 

Yes 

2.4 Services realised 

in project trials 

During the pilots, at least 5 
services should be released. 

 

More than 5 services have been 
deployed for the pilot, including 
enrolment in OLYMPUS, 
authentication with PESTO, 
authentication with dP-ABCs, multi-
factor authentication and diverse 
account management operations like 
password change, account deletion… 

Yes 

 3.1 Inclusion of users 

in the design 

process. 

 

The project will conduct user 

studies to learn how to 

design oblivious identities 

that work for users. This will 

end up as a set of design 

recommendations. 

The pilots will be evaluated 

against these 

recommendations in the final 

phase of the project. 

Results of user studies were taking 

into account during the creation of the 

user manuals and presentation of the 

applications, in order to explain both 

the user privacy and the ability to hide 

personal information, as well as the 

security mechanisms used in the 

vIdPs and the mobile applications 

Yes 

3.2 Number of users 

using the Platform 

 

At least 20 users per pilots 

should be using the platform, 

and participate in evaluation 

of the pilots 

24 users used the mDL pilot 

deployment 

Yes 
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ID Description Target Validation 
Goal 

Met 

2.1 User trust: Perceived level of trust 

in solutions using OLYMPUS and 

the use of information 

>70% of user 

that trust high o 

very high in the 

solution. 

79.1% of participants answered 

strongly agree or agree to the 

sentiment of confidence in using 

the application and 75% 

answered strongly agree or agree 

to “I would trust such systems 

and consider using them in 

everyday life” 

Yes 

2.2 Tool usability: App user 

friendliness, look and feel 

perceived by the user (simple to 

install, easy to navigate, provides 

use guidelines and information 

about problems, easy to remove). 

Surveys should 

reveal that the 

service is 

perceived as 

reliable in at 

least 50% of 

cases 

Negative feedback regarding the 

app’s usability never surpassed 

12.5% in the related questions 

(even if we consider neutral 

responses negative, it never 

surpassed 25%) 

Yes 

2.6 User satisfaction: General level of 

satisfaction with the solution 

>75% users 

satisfied with the 

solution 

 

75% (and 20.8% neutral) would 
prefer using applications like the 
one of the pilot instead of their 
normal ids 

Yes 

 3.1 Number of evaluators: Number of 

people from the target groups that 

will evaluate the corresponding 

tool. 

>20 24 users participated in the 

evaluation of the pilot 

Yes 

3.2 Average number of interactions: 

Total number of enrolments + 

authentications/verifications 

divided by the number of 

evaluators. 

1 enrol per 

evaluator; At 

least 1 auth 

process + 1 

verification 

process per 

evaluator. 

20 to 30 

enrolments 

40 to 60 

authentication 

processes 

Users performed at least an 

enrolment, two authentication 

processes and two verification 

processes, totaling more than 24 

enrolments and 48 authentication 

processes 

Yes 

3.3 Protocol abortions: number of 

enrolment/authentication protocols 

started but not finished. 

<20% Only a 5% of 

authentication/enrolment 

protocols failed to finish 

Yes 

 

2.5. Lessons learnt 
 

Even though the evaluation procedure was not as open and extended as we 
initially had planned to, for the reasons explained in the previous sections, there 
were a lot of valuable lessons learnt from the testing phase. The feedback we 
got was such that will help us to improve not only the two mDL applications 
developed for this particular use case, but also the overall approach we have 
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during the dissemination of a system which deals with identity management that 
guarantees user privacy. 

Regarding the two mDL applications, we could see from the test logs that a user 
could forget to turn on BLE connection or become online for an online 
authentication procedure. Even though our testers were mostly software 
developers and rarely forgot these actions or could easily recognise them as the 
cause of an unsuccessful outcome, this will not be the case for an everyday 
user. As a result, we see the need for extra internal checks by the apps, that 
would show the user the proper course of action, or at least more explanatory 
failure messages, in case the above proposal is not feasible. 

We also had a case of a user that had scaled the text size in his/her own 
device, which resulted in some mDL info not being properly presented on 
screen. We would need to consider more cases of user settings in resolutions, 
layouts and font sizing, in order to adjust our application screens accordingly. 

Furthermore, we noticed that the different behaviour of an unsuccessful 
verification in online and offline scenarios can become confusing for the users. 
It can be clearly deduced that a more consistent behaviour would be preferred 
by the end users, in order to tell if something went wrong during the procedure 
or simply that they fail to comply with the verifier’s policy. This must partially be 
handled by the OLYMPUS framework returning more information in error 
messages, but also by presenting this information in a meaningful way to the 
user in the mDL app. 

Finally, we should give further consideration in how we explain the aspect of 
user privacy to possible customers. In the questionnaire provided to the testers, 
we show clearly that understanding how underlying technology can guarantee 
the privacy of user data was very important to our evaluators and would play a 
crucial role in their decision to trust and use such systems. Considering the fact 
that we could only have testers from inside our company, the majority of who 
are aware of the technologies being used for security storage and data 
encryption, we can reach the conclusion that we should put a lot of focus on 
explaining these aspects to everyday users. We will need to find ways that 
would highlight the approach being used for guaranteeing user privacy, in a way 
that would not only be easily understandable, but also leave no room for doubt 
to people with no knowledge of security systems. 
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3. CREDIT FILE PILOT 

This section and its subsections provide a more detailed explanation of the 
Credit File (CF) pilot regarding its design, implementation and integration with 
the OLYMPUS architecture. Some of the discussed topics are:  

o Detailed explanation of the identified scenarios’ flow. 
o Architecture usage and relevant information. 
o Design and development of components. 
o Description of the user evaluation process and its feedback and results. 
o Lessons learnt during the process 

 

3.1. Summary of addressed scenarios 
 

This pilot covers the case where a user wishes to utilize a service at a bank, 
insurance company or similar company (the entity), however the user must 
provide sensitive information in the form of a credit file. For this purpose, an 
OLYMPUS based vIdP is used to produce an anonymised credit file which can 
be provided to the entity. If the entity accepts the information, the user may 
reveal his or her identity and enter a contract with the entity. 

For this pilot, only one possible scenario was identified. It is analysed from the 
point of view of the type of architecture used. The following sections provide a 
more detailed explanation of the scenario’s flows and the expected behaviour 
for both architectures inside the OLYMPUS framework. 

As mentioned, the next sections describe the same scenario integration with 
two different architectures, i.e., distributed tokens and dp-ABC, so the complete 
flow is described only in the first subsection (3.1.1). In the following subsection 
(3.1.2), only the relevant differences to the first one are included. 

Both scenarios require the vIdP to be deployed and configured for both the 
architectures in advance, as explained in the D5.4 deliverable in WP5. Also, the 
system needs to have defined the attributes, policies and architectures in its 
database as it is explained in the following sections of this deliverable. 
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Figure 14: CF use case workflow diagram 

3.1.1. Online scenario - Distributed token 
 

It is important to remark that, in this scenario, the process begins with the 
selection of an entity/company of several categories (bank, insurance company, 
etc.) from an initial list. This selected entity must be one that requires the usage 
of the distributed token architecture, as it is explained in the Design and 
development of components section (3.3). This is not information that the user 
would have in a normal situation, but it has been used here for demonstration 
purposes. 

To clarify the overall flow of the pilot, the main steps are introduced in the 
following lines: 

- Profile selection and QR code generation: in this context, a profile is a 
combination between the entity/company the user has an interest in and 
one of the products or services that this particular entity offers. With this 
information, a QR code is generated. 
 

- QR code scan, user identification and certificate selection: the generated 
QR code is scanned by the user using the app and, next, the user’s 
authentication is performed using an external qualified identity platform 
called Certy. In this step, the user has also to select a certificate from the 
ones that are available.  
 

- User consents management: once the user has been authenticated, the 
required consents are retrieved, and the user needs to sign the not 
previously authorized ones for the process to continue.  
 

- Credit File generation and signature: after authorizing the missing 
consents, a credit file report with the corresponding financial information 
is retrieved. Then, the user is asked to provide the required data for the 
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Certificates platform to sign the retrieved financial report using the user’s 
qualified certificate. 
 

- OLYMPUS authentication: the credit file report with the corresponding 
financial information is retrieved and sent to the OLYMPUS framework 
where it is parsed and checked. Once the user performs the 
authentication, a token is retrieved containing the required information 
requested by the entity for that particular product or service. 
 

- Financial information evaluation: the entity evaluates the financial 
information received and sends the result to the app. 
 

- User identity disclosure: after the entity’s evaluation is received, the user 
should decide whether to disclose their actual identity to the entity or not. 

 

 

Figure 15: CF use case – Main steps and interactions 

From the user’s perspective, taking into account the main steps described 
above, the detailed flow of steps proceeds as follows: 

Profile selection and QR code generation 

1. On the Credit File (CF) website, the user selects an entity from the 
displayed list that uses the distributed token architecture. 

2. Still on the CF website, the user selects a service or product that 
determines the policy to be applied during the process. 

3. The website generates a QR code with the selected information. In this 
process, a random alphanumeric 32-bit token is generated as a 
reference to the request.  

QR code scan, user identification and certificate selection 

4. The user scans the QR code with the CF app using a smartphone and 
the related information is displayed.  
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5. The CF app communicates with an external app for the user to 
authenticate in a qualified identity platform with the purpose of allowing 
the CF Java backend to validate the user’s ownership of a valid qualified 
certificate.  

6. The user is required to select one of the certificates that are available. If 
there is only one, the selection is performed automatically. On the 
contrary, if the user has more than one certificate, a selector screen is 
presented for them to make a selection. 

7. This certificate is required for the process to retrieve some relevant data 
as the public part of the certificate, some personal data, etc 
communicating the CF Java backend and the qualified identity platform.  

User consents management 

8. In the CF app, the user is asked for permission to continue with the 
process. If the user allows the process to continue, the CF app, using the 
user’s qualified certificate, retrieves the consents related to the current 
request and their states: granted or missing.  

9. Then, the user has to sign the missing consents in order to authorise 
them and for the process to continue. 

10. The signed consents are stored in an internal database in the user’s 
device identified by the user and certificate ids. This storage process is 
performed only the first time that a user accesses with a specific 
certificate. 

Credit File generation and signature 

11. In the CF app, the Credit File that corresponds to the user’s financial 
information is retrieved, displayed in the CF app for the user to review 
and stored ciphered in an internal database in the user’s device. It is 
signed by the CTI platform that is in charge of generated it using official 
sources and that signature guarantees the integrity of the information 
contained in the report. 

12. After retrieving the financial report, the user is asked to sign it using their 
qualified certificate that was selected in a previous step. For performing 
the signature, some certificate-related data are required from the 
Certificates platform in several steps. 

13. Once the Credit File is signed by the user in order to guarantee the 
user’s ownership of the data, the report is ciphered and stored in an 
internal database in the user’s device replacing its former version.  

14. The report is stored identified by user id and certificate id so if in the next 
iteration the user uses another certificate, both versions will be stored 
without overlapping. This storage process is performed only the first time 
that a user accesses with a specific certificate. 

OLYMPUS authentication 

15. The user introduces their Olympus username and password on the login 
page of the CF app. The CF app invokes the OLYMPUS client of the 
PESTO architecture to perform the user’s login. 

16. If the login is performed correctly, the vIdP receives the public key of the 
user’s qualified certificate, the Credit File report and the alphanumeric 
32-bit token that references the request. 



This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

39 

 
 

 

17. The financial report is validated against the public key of the user’s 
certificate and the public key received from the CTI platform. If the 
validation is correct, the financial information is parsed and stored in the 
vIdP database. 

18. In the next step, the authentication process is performed. A specific 
policy for the request retrieved using the CF Java backend is sent to the 
architecture using the interfaces that are described in the Architecture 
usage section (3.2). As a result of this invocation, a short-term token 
containing only the attributes stated in the policy is generated. 

19. Then, the verification of the token is performed using the generated 
token and the policy for the ongoing request. If the verification result is 
correct, the token is sent to the financial entity using a specific endpoint 
and the user is informed by sending a push notification to the CF app.  

 

Financial information evaluation 

20. The entity performs the evaluation and sends the result to a specific 
endpoint configured in the CF Java backend. Once it is received, the 
user is notified in the CF app that an evaluation result was provided. 

21. The user uses the CF app to check the result after using the identity 
platform. If the evaluation result is negative, the process ends here. 

User identity disclosure 

22. If the evaluation is positive, the user can decide to disclose his or her 
actual identity to the entity. If the user decides not to reveal his or her 
identity, the process ends here. 

23. For revealing the actual identity, the CF app invokes the CF Java 
backend using the qualified certificate and a specific endpoint in the 
entity’s premises. Finally, the entity will contact the user with the purpose 
of establishing an actual contractual relationship. 

 

3.1.2. Online scenario - pABC credentials 
 

As commented in the introduction of this section, given the similarities between 
both scenarios, only the relevant differences are stated in this subsection. 
Hence, for having a complete reference of the whole pilot, the reader should 
refer to the previous subsection. 

As described in the previous subsection, one of the most important things to 
take into account is the fact that, in this scenario, the selected entity must be 
one that requires the use of the dp-ABC architecture, as is explained in the 
Design and development of components section (3.3).  

Also, this scenario requires the vIdP to be deployed and configured for both the 
architectures in advance and the vIdP must know all the attributes that can be 
used in the process.  

Then, from the user’s perspective, the flow of steps proceeds as follows: 
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1. In the CF website, the user selects an entity that uses the dP-ABC 
credential architecture. 
 
[…] 
 

15. The user introduces their Olympus user and password on the login page 
of the CF app. The CF app invokes the OLYMPUS client of the dP-ABC 
credential architecture to perform the user’s login. 
 
[…] 
 

18. In the next step, the authentication process is performed. A policy for the 
request retrieved using the CF Java backend. Next the OLYMPUS client 
is used to issue a dP-ABC credential, which is stored (identified by user 
and certificate) in the secure partition of the user’s device. This credential 
will be used as long as it has not expired in the next iterations of the 
same user using the same certificate. Also, a short-term token containing 
the attributes stated in the policy is generated. 
 

3.2. Architecture usage 
 

After the requirements definition in WP6 D6.1 and the architecture 
implementation explained on WP5 D5.4 and WP4 D4.3, the integration between 
the implementation of the CF pilot and the OLYMPUS framework 
implementation was performed. In the next subsections, a summary of the 
developed integration is first described and then a detailed explanation of the 
interfaces and components of the pilot follows.  

 

3.2.1. vIdP deployment and setup  
 

An automatized way of starting and configuring the IdPs with support for both 
the dp-ABC and distributed tokens has been developed. It configures a 
centralized vIdP located in the same machine using ports from 9080 to 9082 
and, in addition to that, a distributed vIdP located in two different machines. For 
achieving that, several shell scripts have been implemented. 
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Figure 16: CF use case – vIdP automatized deployment process 

After calling one of the start scripts, a REST invocation is performed to a service 
that calculates and retrieves all the attributes from the CF database and the rest 
of the required parameters that are required for the OLYMPUS framework and 
prepares them in the format that is expected for the architecture to receive. One 
of the parameters this service receives is whether the deployment is going to be 
centralised or not. Once the information is prepared, the IdPs are started. 
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Figure 17: CF vIdP deployment setup 

3.2.2. Interfaces and components 
 

This subsection focuses on the interfaces and components of the OLYMPUS 
framework that are used in the integration.  

vIdP interfaces and components 
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The vIdP deployment process uses an in-memory database for the vIdP that will 

store all the attributes during the process. This deployment uses also three 

different interfaces as IdentityProvers that are instantiated:  

- UserCredentialIdentityProver: utilized for storing the public key of the 

qualified certificate that identifies the connected user. This public key is 

used to validate the user’s signature in the financial report to guarantee the 

ownership of the data. 

- CreditFileIdentityProver: instantiated with the public key of the CTI’s 

certificate. This is a somehow static public key, retrieved from a static 

location. It is used to validate the CTI’s signature in the financial report to 

guarantee the origin of the data. This identity prover is used to parse, 

validate and store the user’s financial report. 

- TokenIdentityProver: used for storing a random alphanumeric 32-bit token 

generated during the credit file generation process. 

 

PESTO architecture interfaces 

A detailed explanation of PESTO is provided in D4.3 where it is described that 
the client’s creation is performed using the information provided in the startup: 
the number of servers, host endpoint and initial port for the IdPs.  

Once the PESTO client is instantiated the OLYMPUS framework user is created 
invoking the method pestoClient.createUser with the user’s username and 
password. Then, three invocations to the pestoClient.addAttributes method are 
performed with the purpose of validating and storing all the required attributes in 
the in-memory database: 

- UserCertificate: used for passing the user’s certificate public key to the 

framework. This class validates that the public key conforms to a certificate 

and is managed by the UserCredentialIdentityProver. 

- CreditFile: used for passing the financial report to the framework. It stores 

the username for being able to retrieve the corresponding user’s certificate 

public key during the Id proofing process and it is managed by the 

CreditFileIdentityProver. 

- TokenIdentityProof: used for passing the random token to the framework 

and managed by the TokenIdentityProver. 

After that, the attributes to reveal for that particular service or product are 
retrieved from the related policy and used to invoke the method 
pestoClient.authenticate. As a result of this invocation, a short-term distributed 
token is received containing only the information of the required attributes. 
Then, an invocation to the verifier.verify method is performed. 

 

dP-ABC credential architecture interfaces 
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The following steps are the same as the ones explained above until the step 
where the invocation of the authenticate method is performed. In this case, as a 
result of this invocation, a short-term token (generated from a mid-to-long-term 
credential) is received containing only the information of the required attributes. 
Subsequent authenticate calls will not require communication with the vIdP, but 
will instead generate the short-term token locally. 

Then, an invocation to the verifier.verifyPresentationToken method takes place. 

 

REST wrapper interfaces 

The OLYMPUS framework is based on Java. Hence, the interfaces explained in 
the lines above are called directly when the user is making use of an Android 
smartphone because the developed CF App allows integrating the Java client of 
the architecture converting it into an NativeScript plugin. 

The analogous development for the iOS platform was not possible during the 
implementation phase so a REST wrapper is used instead. The CF app invokes 
the interfaces of the architecture by means of several endpoints that the REST 
wrapper uses to expose the different methods required in the architecture being 
the client’s methods the same ones that were explained before. 

 

3.3. Design and development of components 
 

In this section, detailed insight is provided over the implementation that has 
been carried out including the development of the required components and 
their interactions with external platforms as in third party providers to make use 
of identity credentials and different attribute providers.  

 

3.3.1. Initial website for CF 
 

As commented in previous sections, the CF website is the entry point of the 
pilot. It is a fairly simple website with a number of pages that varies between 3 
or 4 depending on the selected profile for its deployment. The available profiles 
are two. On one hand, there is the simplest and closest one to a real-world 
scenario which is explained in this subsection. On the other hand, there is the 
one implemented for the sake of the evaluation process which also allows the 
user to select one of the available entities in the website’s list and, therefore, the 
architecture that is going to be used in the process.  

In a real-world scenario, this website would be hosted on the entity’s web on its 
premises. It would be listed among other services provided by the entity and it 
would not be necessary for the user to be logged into the system to access this 
service. In the evaluation scenario, the initial page allows the user to select the 
entity that he or she wants to use for the whole process 
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As part of the CF website’s functionality, the user selects a service or product of 
their interest, also called profile selection. Once the selection is performed, the 
list of required documentation is provided and, if the user allows the process to 
continue, a QR code containing this information is generated.  

Next, a set of screenshots is provided to illustrate the user’s flow. The 
information displayed is a set of data created only for testing purposes.  

 

 

Figure 18: CF website - Entity selection 

 

 

Figure 19: CF website - Profile selection 
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Figure 20: CF website - Display required documentation 

 

 

Figure 21: CF website - QR code generation 

Regarding the technologies used in its implementation, a JavaScript-based 
framework called NativeScript is used to develop all the website’s functionality. 
It communicates with the CF Java backend for retrieving the data contained in 
the CF database. One of the advantages of NativeScript is that it generates a 
functional app for Android and iOS performing several modifications over the 
same code. Also, it allows developers to use Angular for hybrid deployment 
over a Webpack server in local environments and pm2 for distributed and 
shared environments. 

To summarize, this website is functional in modern browsers and it can also be 
deployed as an app for Android and iOS smartphones. 
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3.3.2. CF App 
 

The CF app scans the QR code generated in the CF website for starting the 
process and it also displays the previous requests in the system along with their 
current status.  

To explain the functionality of the CF app related to the requirements described 
in the WP6 D6.1, a set of screenshots have been added to this deliverable in 
order to illustrate each step of the user’s flow. 

As a first step of the process with the CF app and continuing with the flow 
described for the CF website, the user uses a smartphone to scan the QR code 
generated on the website after selecting the first option between the two 
available choices. Once the QR code is generated, the related information is 
displayed.  

 

       

Figure 22: CF app - QR code scan 

 

The next step for the user is to authenticate in a qualified identity system using 
an external app. The CF app communicates directly with this external app and 
the navigation is transferred to it, as shown in the screenshots provided. As 
commented before, if the user has more than one certificate available for 
selection, they will be asked to select one of them. This is the situation that is 
presented in the following pictures. 
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Figure 23: CF app - User identification in new requests 

Once the user’s authentication is successful the next steps are related to the CF 
platform developed by CTI. The CTI organisation is the company responsible 
for the consents’ retrieval and the credit file report generation.  

First, the user is asked to give permission to continue with the process of 
requesting a financial report for a specific product or service provided for a 
particular entity that requires a set of documents. Then, the consents relating to 
the request are displayed. The CF app only displays one consent and it always 
appears as authorized but in a real-world scenario, some of them could be 
missing. For the sake of the evaluation, a mock service is in place to simulate 
the signature of the user consents.  

These consents are stored identified by the user and certificate in an internal 
database in the user’s device so will be retrieved only the first time the user 
accesses the CF app with a specific certificate. 
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Figure 24: CF app – User’s consents retrieval and signature 

After obtaining the necessary consents, the next step is to retrieve and sign the 
Credit File. First, the CF app retrieves the financial report signed by the CTI 
organization guaranteeing the integrity of the information. For evaluation 
purposes, the financial data retrieved is not real information, being company 
financial information instead because of the state of the CTI platform. This fact 
is not considered relevant for the sake of the pilot, as long as some report is 
retrieved. This financial report is ciphered and stored in an internal database in 
the user’s device and it is also displayed for the user to review. 

If it is the first time the user accesses using this certificate or the stored financial 
information is expired, the next steps are related to the signature of the Credit 
File using the user’s certificate. This is performed using an external Certificates 
platform that is in charge of the certificates provision and the XADES signature 
process. This platform asks the user for an OTP code that is sent to their 
smartphone and for the certificate’s PIN to perform the signature. 

 

          

Figure 25: CF app - Credit File retrieval and signature 

 

The next step for the user is to log in to the OLYMPUS framework. This second 
login process is different from the previous one to the Certy system. While 
performing the login to the Certy system means to access an external system 
that is a traditional IDP, with the login in the OLYMPUS architecture the user is 
accessing a distributed vIdP. Depending on the platform of the user’s 
smartphone, the process will invoke the client of the architecture by means of a 
NativeScript plugin that contains the architecture client (Android) or by means of 
the REST wrapper of the OLYMPUS framework (iOS).  

If the login is successful, the CF app goes to the final page of this part of the 
process and the app receives a push notification informing whether the process 
has ended successfully or not. If the login is not successful, the app goes to an 
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error page informing of this situation and allowing the user to go back to repeat 
the login process. 

 

       

Figure 26: CF app - OLYMPUS framework interaction 

 

This authentication process generates a short-term token if it is a PESTO 
request or a dP-ABC credential and its corresponding short-term token if it is a 
dP-ABC request. Both of them are followed by the verification process of these 
tokens. If the user has an iOS device, the credential is not generated and the 
CF Java Backend is used to perform this verification instead of using the 
NativeScript plugin in Android devices. 

If the user is using an Android device and the credential was generated, it is 
stored identified by the user and certificate in the secure partition of the user’s 
device. This credential will be removed when its lifetime expires, the financial 
report is expired or a new login is performed using another user and/or 
certificate as the architecture only allows one credential to be stored at the 
same time. 

Once the credential is stored and during its lifetime, it will be used in the next 
iterations with the same certificate, which will decrease the time that the whole 
process lasts. 

The resulting token after its verification is sent to a mock service that acts as an 
entity and validates that the received token has one of the known formats. After 
that, the Olympus user account is currently managed by being removed at the 
end of the verification process. 
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Figure 27: CF app - dP-ABC credential 

Once the user receives the push notification indicating that the credit file report 
was generated and the token retrieved after the authentication in the OLYMPUS 
framework was sent to the entity, the request is displayed in the CF app’s 
section of Pending requests. This is a tab inside the tabs view displayed on the 
Existing requests menu option, classified depending on the request state. The 
request will remain not accessible until the entity’s evaluation is received. 

When the entity evaluates the user’s information and sends to the CF Java 
backend the evaluation result, another push notification is sent to the CF app 
informing the user that a new evaluation result has been received. From this 
moment on, the request appears in the section of Ready requests and it is now 
accessible.  

       

Figure 28: CF app - Existing requests 
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The other section on the displayed tabs view is dedicated to displaying the 
requests that have had some error during their treatment. 

When accessing a Ready request, the user needs to repeat the identification 

process in order for the system to ensure that the request that is going to be 

accessed was requested both from the current smartphone and by the user that 

is trying to access it. Even the certificate selection has to be the same. 

The next step for the CF app is to check the evaluation result that was sent by 

the entity.  

    

Figure 29: CF App - Evaluation result 

If the result is negative, the process ends at this point. If the result is positive, 

the user can go on with the process and the app offers the choice to disclose 

the user’s identity to the entity by using the qualified certificate. 

    

Figure 30: CF app - User identity disclosure accepted 
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Figure 31: Figure 17: CF app - User identity disclosure rejected 

The request remains open for a configurable amount of time but it is accessible 

with read-only privileges. This means that if the user tries to access the request 

again, the CF app will display the user’s choice regarding the identity disclosure 

but no changes will be performed. 

 

    

Figure 32: CF app - Read-only existing requests 

Regarding the technologies used in the CF app implementation, a JavaScript-
based framework called NativeScript is used to develop all the app functionality. 
As stated before, a NativeScript plugin has been developed for integrating the 
OLYMPUS framework in the CF app functionality only for Android devices. In 
the case of iOS devices, the app communicates directly with the REST wrapper 
in the architecture.  
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3.2.3. The CF Java Backend 
 

As explained in previous sections of this deliverable, the pilot uses a Java 
backend for retrieving the information in the database and the services 
implemented in this backend makes the data available for both the CF website 
and the CF app.  

The CF Java backend uses the CF database which consists of a set of 
catalogues that represents the information used for both the website and the 
app and their relationships. This is an Oracle database which, among the 
available relevant catalogues, it is possible to find the following ones: 

- Entity: stores the information about the entity and determines the 
OLYMPUS architecture used for all its processes. It also covers other 
information about the entity as the time for its requests to be expired and 
closed, the endpoints used for sending the financial information and for 
performing the disclosure of the user’s identity, etc. 
 

- Service: stores the information about the products or services that are 
available and their relationship with the service type. 
 

- Service type: stores the category that determines the type of service or 
product. 
 

- Documentation: stores the catalogue of the information that any services 
or product can require. 
 

- Attribute: stores the user attributes that can be used in the process.  
 

- Issuance policy: stores the information about a specific issuance policy 
and its relationship with a particular entity. The entity also determines the 
set of attributes that can be used for the issuance process.  
 

- Presentation policy: stores the information regarding a specific 
presentation policy. Each one of them is determined by a product or 
service and the required documentation related to it. It defines the set of 
attributes to be revealed during the process. 

All these catalogues are related among them and have their translations defined 
too. The overall database scheme is shown in the following figure: 
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Figure 33: CF Java backend - Database diagram 

 

The system has another table that is not a catalogue, the FinancialRequest 
table. Its purpose is to store the minimal amount of data from each transaction 
for the system to be capable of guaranteeing the continuity of the process as 
the random alphanumeric 32-bit token that identifies the request, the expected 
expiration date, the current state of the request, its evaluation result, the device 
token from which the request was performed, etc. As displayed in the next 
figure, no sensitive or personal information is stored in this table: 

 

 

Figure 34: CF Java backend - FinancialRequest table schema 



This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

56 

 
 

 

Although it is the CF App where all the invocations start, the CF Java backend 
acts as a proxy for the Credit File interfaces and the same holds for the 
invocation of the qualified identity system (Certy) or the Certificates platform. 
These invocations are defined with a greater level of detail in the following 
section. 

The CF Java backend was implemented using Java 8 and its deployment is 
performed over a Wildfly server. Its data source connects with the Oracle CF 
database and makes use of Hibernate for the persistence functionality. 

 

3.3.3. IdProofing interface 
 

This section covers the integration of the third-party service providers required 
in this pilot to make use of the qualified certificate and the credit file information. 

Qualified certificate platform interfaces (Certy) 

It is important to remark that the Certy system has to be integrated also with the 
CTI platform. After the first login of the user in Certy, an invocation to a Credit 
File interface is required to register the user in the Certy system. The request is 
not relevant here, hence it is not included in this document, but an example of 
the system’s response is shown: 

 

Figure 35: CF IdProofing - Certy integration with CF interface 

As displayed, the invocation returns a JSON response with an attribute called 
“respuesta”. This attribute identifies the user in the CF platform and it is used in 
the following calls to the Credit File interfaces. The process is not immediate, it 
needs a few minutes to have the system ready to make the required requests. 

The integration of the pilot with the Certy platform is performed in two ways. On 
one hand, both the CF app and the Certy app communicates directly to perform 
the user’s authentication using a JWT token to retrieve a basic set of 
information related to the user. On the other hand, the CF Java backend and 
the Certy backend communicate between them using a symmetric key system 
to retrieve the qualified certificate public part and a complete set of information 
regarding the logged user. An example of a complete response from the Certy 
system is provided next: 
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Figure 36: CF IdProofing - Certy response example 

 

Credit File interfaces 

The actual interfaces are explained in the following lines: 

- Consents interface: it is a REST service that consumes a JSON request 
and retrieves the consents list for a specific user in the CF platform. An 
example of a consents request is shown in the following figure: 

 

Figure 37: CF IdProofing - CF consents request 

 
- Credit File request: it is a REST service that consumes a JSON request 

and retrieves the credit file report for a specific user in the CF platform 
according to the requested format. For the integration with the 
OLYMPUS framework, the required request goes as it is displayed next: 

 

Figure 38: CF IdProofing - CF request 

The retrieved signed credit file report has the following format: 
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Figure 39: CF IdProofing - CF format 

Certificates platform interfaces 

After retrieving the credit file signed by CTI, the user is asked to sign the 
financial report to guarantee its ownership. This process is performed taking 
several steps: 

- Open the signature session: for the session to open, is required to send 
the alias of the certificate along with the signer id and the type of 
authentication that is required. An example of a request is shown in the 
following figure: 
 

 

Figure 40: CF IdProofing - Certificates platform open session request 
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The response to this request contains an authorization bearer and a 
transaction id that are required in the following steps of the signature 
process: 
 

 

Figure 41: CF IdProofing - Certificates platform open session response 

 
- Send an OTP code: the next step is to ask the platform to send an OTP 

code to the smartphone of the user. The request does not require any 
specific parameter in addition to the authorization bearer and the 
transaction id that goes in the endpoint of the REST endpoint. 
 

- Validate the OTP code: the platform proceeds to validate the OTP 
informed by the user. This request is fairly simple because it only 
consists of the OTP code.  
 

- Credit File signature: the financial report is sent to be signed by the 
Certificates platform using the XADEs signature. 
 

 

Figure 42: CF IdProofing - Certificates platform CF signature request 
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The resulting format of the financial report is the following one: 
 

 

Figure 43: CF IdProofing - Certificates platform double signed report 

3.4. User evaluation 
 

In addition to the testing plan that is explained in the WP6 D6.2 deliverable, a 
user evaluation process was planned, and its characteristics and results are 
covered in this section. With the purpose of detailing them, a brief summary of 
the testing processes without user interaction is presented. In the next 
subsection the user evaluation method itself is covered. 

Use case implementation in the OLYMPUS framework: 

In order to ensure that the core OLYMPUS implementation can support the 

pilot, the use case testing is implemented using both PESTO and dP-ABC 

architectures as a couple of integration tests for automatic execution. The tests 

take static (but otherwise "authentic") information artefacts as inputs and 

perform the following steps:  
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1. Create a new user account, using Alice's chosen username and 

password.  

2. Attach some unique ID attribute to this account This step is done to link 

the account to a "real" identity.  

3. Attach information from a financial report to the account  

4. Have the IdP generate an access token, containing specified information. 

5. Validate the signature on the token.  

CF Backend - Java implementation: 

With the purpose of guaranteeing that the CF backend services are working, a 

set of Junit tests have been developed covering more than the 80% of the 

implementation. Having into account that the unitary tests did not seem enough 

to test the development properly, several integration automatic tests have been 

implemented to test subcases of the pilot. The following ones can be mentioned 

as examples of it: 

- QR code generation and scan. 

- External platform operations (Certy). 

- Financial report operations (Credit File platform and XADEs signature). 

- Authentication and token verification in OLYMPUS using the REST 

wrapper implementation and starting the process from the QR code 

generation. 

- Entity operations (information shipment and evaluation response). 

Both of them are executed in an automatic way using Jenkins. 

CF Website - Angular implementation: 

For the website to be tested, a set of unitary and end to end tests were 

implemented and, although they cover all the functionality that the website 

offers, they should be improved and completed. These tests are executed 

automatically by the use of a Jenkins pipeline. 

CF App - NativeScript implementation: 

As happens with the CF website, a set of unitary and end to end tests have 

been developed to test the app and its integration with the Java backend and 

the OLYMPUS framework using both PESTO and dP-ABC. These tests are 

executed also in an automatic way using Jenkins and they cover the main 

functionality of the app. The Jenkins pipeline has been configured to execute 

them over iOS and Android emulators to be able to check the functionality of the 

Android plugin and the REST wrapper implementation. 
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3.4.1. Method 
 

The users that took part in the process were a mix between users external to 

the company and internal to the company but external to the project. The 

identification process took place in two phases. The external users were 

identified among the different partners of Logalty using a mailing campaign. The 

internal users were picked from the different departments inside the company 

ensuring that at least one user came from each department. 

For the testing process with user interaction, several considerations should be 

made in advance here and also to the users participating in the process: 

- The users will select between a couple entities, representing both of the 

modules provided for the OLYMPUS framework.  

- Using an external system, each user will be provisioned with a qualified 

certificate with some personal information only for the testing process.  

- This qualified certificate for testing will provide access to a set of financial 

reports containing mock data.  

- Each user will use their personal device and they will test the system 

using the Android plugin with the OLYMPUS client or the iOS platform 

using the REST wrapper implementation depending on the device they 

own. 

Before beginning with the user evaluation process and as a first step in the 

preparation of the user evaluation scenario, the environment was set up with all 

the required parts that cover all the pilot interactions. The next figure represents 

its structure and each part is mentioned briefly in the following lines: 
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Figure 44: CF User evaluation - Environment setup 
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- OLYMPUS framework: is the part of the environment that contains the 

vIdPs deployment. It is located in different AWS machines. 

- User device: each user should download and install the two apps 

required for the process: Privaty (the CF app) and Certy (the qualified 

Identity platform app). 

- CF website: as mentioned before, it is the initial website where all the 

requests begin. 

- CF Java Backend: it contains the CF webapp that retrieves all the 

required data, the CF simulated webapp that performs some of the less 

relevant operations for the pilot behaviour and the CF vIdPs webapp that 

is in charge of preparing the data and invoking the shell scripts that start 

and stop the IdPs (vIdP startup scripts and data). 

- Certy Backend: it is used to retrieve the qualified certificates information 

when required. 

- Databases: both the CF database and the Certy ones are under this part 

of the environment. 

- Certificates platform: it is in charge of provisioning the qualified 

certificates and of performing the XADES signature of the financial 

report. 

- CTI platform: it is in charge of the retrieval of the user’s consents and of 

the generation of the Credit File. 

Once each user was identified by their name and their corporative account, an 

informative email was sent to them to inform them about the initial steps of the 

testing process. 

In order to comply with data protection regulations (i.e., the GDPR), the first 

step was to obtain users consent for the use of their data in the process. For 

that purpose, an electronic transaction was emitted by Logalty with legal validity 

and, as second step in this transaction, a set of data was required from each 

user complying with data protection requirements for informed consent (i.e., and 

consent form and information sheet have been provided to the participants): 

- First name and surname. 

- Email address (if the user’s smartphone platform was Android, a Gmail 

account was required for being able to add them to the Google Store for 

downloading the apps). 

- Mobile number. 

- Province residence. 

- Smartphone platform (optional). 

- Smartphone brand and model (optional). 
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Once the consents are granted and the data are provided, the qualified 

certificate for each user was created. As no id number was requested, these 

certificates have only privileges during the testing process and are not suitable 

to work outside our demo environment. All of them were related to Logalty’s 

legal identification so the financial information that is retrieved contains 

Logalty’s financial data. 

After each of the qualified certificates were generated, a second informative 

email was sent to the users with an URL of a website with all the required 

information to be able to go on with the testing process. The website’s URL is 

the following: https://privaty-olympus-userdoc.web.app/. This website contents 

(in Spanish) are mentioned below: 

- A brief explanation of the OLYMPUS project.  

- A link to the user manual. 

- A link to the testing script. 

- The links to download the apps both for Android and iOS platforms. 

- A link to the evaluation questionnaire. 

The support department in Logalty was in charge of supporting the testing 

process of the external users while the people assigned to the project was in 

charge of monitoring their advance and of the support of the internal users.  

All the users were asked to follow the steps contained in the testing script which 

are detailed in the following lines. 

PESTO test case: 

1. CF website features tested: 

a. Profile selection and QR code generation selecting PESTO. 

2. CF app features tested: 

a. QR code scan. 

b. User authentication and certificate retrieval in Certy. 

c. User consents retrieval and signature: 

i. The user can accept or reject the consents. 

d. Financial information retrieval and signature: 

i. The user can sign the Credit file or leave the process as it is. 

e. OLYMPUS framework login selecting username and password. The 

system will generate a short-term token and send it to the entity. 

f. Push notification received and tapped to access the request list. 

g. Check the financial entity response: 

https://privaty-olympus-userdoc.web.app/
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i. The request can be accepted or rejected. 

h. If the request was accepted, decide whether disclose the identity to 

the entity or not.  

PABC test case: 

1. CF website features tested: 

a. Profile selection and QR code generation selecting PABC. 

2. CF app features tested: 

a. QR code scan. 

b. User authentication and certificate retrieval in Certy. 

c. User consents retrieval and signature: 

i. The user can accept or reject the consents. 

d. Financial information retrieval and signature: 

i. The user can sign the Credit file or leave the process as it is. 

e. OLYMPUS framework login selecting username and password. The 

system will generate a token generation and send it to the entity. 

f. Push notification received and tapped to access the request list. 

g. Check the financial entity response: 

i. The request can be accepted or rejected. 

h. If the request was accepted, decide whether disclose the identity to 

the entity or not.  

3. CF website features tested: (optional steps) 

a. Select and scan a new QR code selecting PABC. 

4. CF app features tested: 

a. Repeat steps a. to f. from section 2. 

b. OLYMPUS framework login using the already existing credential. The 

system will generate a short-term token and send it to the entity. 

 

Once the testing process is finished, the users filled the questionnaire and a last 

email was sent thanking each user for their participation in the testing process. 
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3.4.2. Results 
Following the process detailed in the last section, the results are presented in 

the current section. 

As stated before, this use case is one of the two implementations developed 

and integrated with the OLYMPUS framework during the project, along with the 

mDL pilot (KPI 2.3 - Number of pilots). This pilot uses both the anonymous 

credential and the distributed password verification integrated into the use case 

implementation.  

Also, a number of policies were configured in advance with different attributes 

associated with the virtual identities that make use of the OLYMPUS 

architecture and developed applications, thus demonstrating their application to 

a relevant environment (KPI 2.1 - Increasing TRL of the components). An 

example of the scenario and attributes that have been configured are displayed 

in the following screenshot: 

 

 

Figure 45: CF User evaluation – Policies and attributes setup 

 

In section 3, the different features that the pilot offers were detailed for each of 

the available architectures and these different capabilities of the CF app were 

divided into several services that are invoked to achieve the described 

behaviour (KPI 2.4 - Services realized in project trials): 

- Profile selection and QR code generation. 
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- QR code scan. 

- User identification and certificate selection. 

- User consents management. 

- Financial report management and signature. 

- OLYMPUS authentication. 

- Short-term token shipment. 

- Financial information evaluation. 

- User identity disclosure. 

During the users’ identification phase, a total of 30 users showed interest in 

participating in the testing process but, due to the dates where the evaluation 

took place, only 23 users gave their consent and facilitated the required data to 

proceed with the evaluation (KPI 3.2 - Number of users using the Platform and 

KPI 3.1 - Number of evaluators).  

The testing process went from the beginning of the month of August until the 

beginning of September, a holiday period in Spain that made it more difficult to 

have a large number of users testing and evaluating the pilot. 

Regarding the mobile platform usage, the results indicate that 52.4% of the 

users test the pilot with an iOS smartphone with models among iPad (4,4%), 

iPhone 7 (4,4%), iPhone X (4,4%), iPhone 11 (21.7%), iPhone 12 (8.7%), 

iPhone XR (4,4%) and others (4.4%). In relation to the Android platform usage, 

it represents 47.6% and the brands were Samsung (8.7%), Oppo (4,4%), 

Xiaomi (21.7%), BQ (8.7%) and Huawei (4,4%). 

Based on the responses to the evaluation questionnaire, it is possible to 

determine that the users that took part in the process have a high level of use of 

electronic devices (69.6%) and almost half of them (52.2%) use their devices in 

their spare time for more than 3 hours a day. 

Regarding their knowledge about financial issues, 56.5% answered that they 

are comfortable with this subject and 74% of them have asked at least once 

about a financial product or service. Only 13% remember the experience of 

requesting a financial product as an easy process. On the contrary, 52% of the 

users think that this kind of proceeding is not difficult but a tedious process. 

Only half of the users that have requested a financial item before could do it 

asking for it in only one entity and 71% of them stated that the data treatment 

was explained by the entity when they requested the product or service. 

Analysing the comments they made, the main concerns are the lack of control 

about the sensitive information that is given to the entities, the absence of clarity 

in the banks’ websites and the fact that sometimes it is easier and the 

conditions are better in other entities than the ones where they had former 

contractual relationships. 
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Each user, following the testing script provided, went through the same steps 

that allowed us to measure the number of interactions that took place during the 

testing process (KPI 3.2 - Average number of interactions). Every user that 

finished the process performed at least: 

- An enrolment in the testing process to get their qualified certificate for the 

evaluation (1). 

- An auth process to both of the available architectures in the OLYMPUS 

framework, PESTO and dP-ABC (2). 

- A verification process against both of the available architectures in the 

OLYMPUS framework, PESTO and dP-ABC (2). 

The final state of the CF database contains the last state of each one of the 

user’s requests and, it is also reflected in the application logs and in the 

Firebase metrics for the mobile application. 

After analysing the users’ behaviour during the testing process shown in the CF 

database, it is possible to determine that an average of 2.83 requests were 

started by each user and an average of 2.26 requests were successfully 

finalised for each one. Those averages make an 80% of success in their 

interactions (KPI 3.3 - Protocol abortions). About the results in the app metrics, 

the usual points of failure were the following ones: 

- During the first interaction, after authenticating in Certy and when the CTI 

platform enrolment takes place. This task takes several minutes and, 

although it was explained in the testing script, some users got impatient 

and aborted the process early. Trying a new request was enough for 

giving the system sufficient time to finish the enrolment process. 

- Also during the first interaction with the CF app, depending on the 

resources of the user’s smartphone consumed by other processes, there 

were several cases where the CF app never got the response of the 

Olympus authentication process. Trying the process again and 

sometimes restarting the electronic device fixed the problem. 

Based on the responses about app design (KPI 3.1 - Inclusion of users in 

design process), the most valued characteristics in an app were for it to be easy 

to use (87%) and for it to have a quick response to the user interactions 

(69.6%). Also, 60.9% gives great importance to the absence of advertising on 

the app.  

When asked about the CF app design, almost 70% of the users liked the 

current design while 30.4% thought that the design could be improved. The 

comments varied from increasing the size of the font used, changing the colours 

used to highlight some texts for them to not be mistaken with links and changing 

the tabs’ styles in the Existing requests screen when they have some new 

requests. 

Related to the metrics results and regarding the usability of the CF app (KPI 2.2 

- Tool usability), almost 83% of the users considered the app to be easy to use. 
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The most repeated comment among all of the users was the possibility to 

integrate the functionality of Certy inside of the CF app to ease the process and 

avoid the installation of two different apps (82%). Also, one of the users 

indicated that it would be interesting for increasing the usability of the app to 

change the process to not selecting a specific entity but only a product and that 

way will be the entities the ones that would suggest the contractual conditions 

that they are keen to offer to a particular user. This is something that is not 

possible at the moment but it could represent a good point of view for a future 

change in the business model. 

In relation to user satisfaction, 87% of the users thought that the CF app is 

useful and there was an absolute understanding for the app to be an 

improvement with respect to the current situation when requesting financial 

products.  When asked about making use of this app in their daily life, 87% of 

the users would use it, being the comments against it based only on personal 

preferences and on the limited number of times that a new contractual 

relationship is performed for a specific customer every year.  

Only 24% of the users did not have any issues during the evaluation process, 

being all of the problems located in the two points of failure mentioned before in 

this section. All of them could be fixed during the testing process and the users’ 

satisfaction was not impacted by this fact because it was perceived as a part of 

the learning process. 

Analyzing the results related to the user trust in the solution (KPI 2.1 - User 

trust), 81% of the questioned users selected yes when asked “Do you trust this 

application and its use of your personal data”. Interestingly, 61% further 

commented the would always trust in the usage that this kind of application 

makes of the personal data as long as the entity that manages them is trusted. 

Almost 70% of the participants know how the technology behind the privacy 

guarantees of this application works and only 8.7% is not concerned about it. In 

the same way, 78.3% of the users did not prefer to use their real identity from 

the beginning of the process, against 8% that would prefer to use their normal id 

for it. Regarding their preferences about the entity to deploy this type of 

application, 60.9% would prefer it to be deployed by a public authority, 17.4% 

prefer a private company to deploy it and 13% prefer a nonprofit / non-

governmental organization. 

As an ending clarification, only two of the 23 participants did not fill the 

evaluation questionnaire so the results that are displayed here are based on the 

number of responses received. 

3.4.2.1. KPIs 
A series of KPIs established in the last version of D2.2 are related to the 
development and evaluation of this pilot. Here, we describe their fulfilment 
following the same notation as in the deliverable (i.e., extracting the 
corresponding ones from Tables 1 and 2 of D2.2). 

ID Description Target Validation 
Goal 

Met 



This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

71 

 
 

 

2.1 Increasing the TRL 

for the 

components 

developed by the 

consortium 

members. 

TRL 6-7 depending on the 

component. Section 1.3.2 of 

DoA Annex 2 for specific 

information 

For the CFP application, policies 

were configured with different 

attributes associated with the virtual 

identities that make use of the 

OLYMPUS architecture and 

developed applications, thus 

demonstrating their application to a 

relevant environment. 

Yes 

2.3 Number of pilots 

deployed and 

tested 

 

Deploy and test 2 pilots 

during the project 

 

This use case is one of the two 

implementations developed and 

integrated with the OLYMPUS 

framework during the project, along 

with mDL’s 

Yes 

2.4 Services realised 

in project trials 

During the pilots, at least 5 

services should be released. 

 

8 services (e.g. user consent 
management, OLYMPUS 
authentication…), were invoked to 
achieve the pilot behaviour, as 
described in the text above 

Yes 

 3.1 Inclusion of users 

in the design 

process. 

 

The project will conduct user 

studies to learn how to 

design oblivious identities 

that work for users. This will 

end up as a set of design 

recommendations. 

The pilots will be evaluated 

against these 

recommendations in the final 

phase of the project. 

Results of user studies and 

responses about application design 

were taking into account, generating 

guidelines for design:  E.g.: Most 

valued quality is ease of use, 

followed by quick responses and no 

advertising 

Yes 

3.2 Number of users 

using the Platform 

 

At least 20 users per pilots 

should be using the platform, 

and participate in evaluation 

of the pilots 

23 users used the CFP pilot 

deployment 

Yes 

 

ID Description Target Validation 
Goal 

Met 

2.1 User trust: Perceived level of trust in 

solutions using OLYMPUS and the 

use of information 

>70% of user that 

trust high o very 

high in the 

solution. 

81% of the users answered 

affirmatively to the question 

of trust in the application  

Yes 

2.2 Tool usability: App user friendliness, 

look and feel perceived by the user 

(simple to install, easy to navigate, 

provides use guidelines and 

information about problems, easy to 

remove). 

Surveys should 

reveal that the 

service is 

perceived as 

reliable in at least 

50% of cases 

83% considered the 

application easy to use and 

minimal issues found were 

attributed by users to the 

learning process 

Yes 

2.6 User satisfaction: General level of 

satisfaction with the solution 

>75% users 

satisfied with the 

solution 

 

87% thought it was useful 

and they would use it in 

their daily life 

Yes 

 3.1 Number of evaluators: Number of 

people from the target groups that will 

>20 23 users participated in the Yes 
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evaluate the corresponding tool. evaluation of the pilot 

3.2 Average number of interactions: Total 

number of enrolments + 

authentications/verifications divided 

by the number of evaluators. 

1 enrol per 

evaluator; At least 

1 auth process + 1 

verification 

process per 

evaluator. 

20 to 30 

enrolments 

40 to 60 

authentication 

processes 

Users performed at least an 

enrolment, two 

authentication processes 

and two verification 

processes, totaling more 

than 23 enrolments and 46 

authentication processes 

Yes 

3.3 Protocol abortions: number of 

enrolment/authentication protocols 

started but not finished. 

<20% 80% success rate, with 

most failures being due to 

users misunderstanding the 

CTI platform enrolment 

process 

Yes 

 

3.5. Lessons learnt 
 

In this section, it is summarized the learning acquired during the evaluation 
process. Working with users is always a challenge because, even though they 
were eager to participate and to help in the process, they have some limitations 
or misconceptions that they sometimes even ignore. In this evaluation, the main 
goal was to ease the testing process for them and, on some occasions, they 
were distracted by the amount of information that they received. In some other 
cases, they tried to test the app before receiving/reading the instructions and 
that resulted in some issues with the process that could have been avoided. 

During the process and thanks to the help of a few of the participants, it was 
possible to improve some aspects of the CF app as the management that was 
made to the certificate PIN number. It was causing some issues during the 
testing process and, after releasing a new version of the app, it was solved. 

Also, the recurrent log in process in Certy was an aspect that was perceived 
during the definition of the use case as enforcement on the security of the 
process. On the contrary, having to install two different apps and work with 
them in different steps of the process seems to be an issue for most of the 
users evaluating the pilot. Having his into account, it would be included in the 
next steps for an improvement of the implementation. 

In the same way, it would be required an improvement on the exploitation that 
the CF app makes of the mobile device resources to optimize it and to avoid the 
problems encountered during the first interactions with the app. 

Regarding the responses about the design and the usability of the CF app, it 
would be necessary a new iteration on these matters for this pilot to become a 
final product. 
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4. PRIVACY COMPLIANCE REPORT 

Actions adopted throughout the OLYMPUS project to assure GDPR 

compliance 

 

Action 1. Appointment of Data Protection Officers 

 

The University of Murcia, as project coordinator, assumed a lead role in 

assuring GDPR compliance throughout the whole project and appointed a DPO 

at the beginning of the project. In addition, Alexandra Institute and Logalty have 

appointed a DPO to supervise the activities developed by the institutions in the 

framework of the OLYMPUS project that involve the processing of personal 

data. 

 

Action 2. Data Protection Impact Assessment 

 

A DPIA has been conducted in the course of the OLYMPUS project pursuing 
what established in Article 35 GDPR “where a type of processing in particular 
using new technologies, and taking into account the nature, scope, context and 
purposes of the processing, is likely to result in a high risk to the rights and 
freedoms of natural persons”. The results of the DPIA are contained in D3.21. 
 
The DPIA conducted in OLYMPUS represented an innovative approach aiming 
to obtain conclusions regarding OLYMPUS technology prior its implementation, 
as well in relation to the two specific use cases envisaged in OLYMPUS. The 
DPIA developed in OLYMPUS included the following relevant phases: 
 

- General privacy safeguarding requirements. 
- Risk assessment. 
- Risk management plan. 

- Specific risks regarding OLYMPUS use cases. 

 

A set of conclusions were obtained and can be summarized in: 
 
Main improvements… 
 

- OLYMPUS offline deployment improves current IdM solutions from the 
point of view of privacy before the IdP. 

- OLYMPUS increases security in the management of passwords. 
- OLYMPUS use cases enable a better compliance with the data 

minimization principle. 
 

1Alamillo I., Timón C., Valero J. et al. (2020) D3.2- “Security and Privacy-aware OLYMPUS 

Framework Impact Assessment”. Horizon 2020 Project OLYMPUS (Oblivious identitY 

Management for Private and User-friendly Services, 2020 [Online deliverable] https://olympus-

project.eu/wp-content/uploads/2020/02/Olympus_pu_d3_2_v1_0.pdf 

 

https://olympus-project.eu/wp-content/uploads/2020/02/Olympus_pu_d3_2_v1_0.pdf
https://olympus-project.eu/wp-content/uploads/2020/02/Olympus_pu_d3_2_v1_0.pdf
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Main drawbacks… 
 

- lack of proportionality regarding data storage. 
- lack of safeguards before attacks focusing on the user. 

 
These drawbacks have been subject of study and proposed solutions were 
summarized in D3.32. One of these solutions, multi-factor authentication, 
preventing attacks focusing on the user, has also been implemented in the final 
version of the framework (D5.4). 
 

Action 3. Consent agreement, anonymization and deletion of data 
concerning the interviews developed by Alexandra Institute 
 

In the interviews conducted by Alexandra Institute, a consent agreement has 

been read to participants at the beginning of the interviews and participants 

have been asked whether they agree before proceeding with the interviews. 

Participants have consented to that and their statements will be used 

anonymized in publications (internal and external). Nevertheless, participants 

will not be mentioned by their name and their identity cannot be tied to their 

statements.  

 

Besides, an external recruiting company has been used to recruit participants. 

This company has provided Alexandra Institute with a list of names which has 

already been deleted. The bookings of the meetings in calendars have also 

been deleted, so that the email of the participants have not been kept in 

researchers’ systems. 

 

The interviews were recorded for the strict purpose of their transcription and the 

recordings were completely deleted on the 31st of January 2021.  The only data 

retained, transcribed attributes, have pseudonyms (P1-P12) attached and once 

the list has been deleted there is no way to tie those pseudonyms to identities, 

so they are considered to be anonymized. 

 

Action 4. Consent form and supervision regarding the processing of 
personal data in the pilot test of OLYMPUS use cases 
 

Credit File Scenario pilot test 

 

 
2 Lehmann A., Torres R, et al.(2020) D3.3- “OLYMPUS Blueprint”. Horizon 2020 Project 

OLYMPUS (Oblivious identitY Management for Private and User-friendly Services, 2020 [Online 

deliverable]: https://olympus-project.eu/wp-

content/uploads/2020/10/Olympus_pu_d3_3_v1_0.pdf 

 

https://olympus-project.eu/wp-content/uploads/2020/10/Olympus_pu_d3_3_v1_0.pdf
https://olympus-project.eu/wp-content/uploads/2020/10/Olympus_pu_d3_3_v1_0.pdf
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In order to carry out this testing, it was necessary to issue fictional electronic 

certificates through Logalty’s application Certy. These certificates were fictional 

and did not contain any real information. Nevertheless, to enrol in Certy’s 

system and issue fictional electronic certificates it was necessary to process a 

minimum amount of personal data. More specifically, name and surname, 

email, phone number and province of residence of the participants. The 

personal data provided for the issuance of these certificates will not be used for 

any other purpose without prior consent. 

 

To guarantee users rights a consent form and an information sheet has been 

provided to participants prior enrolling in the pilot test. In particular, the user has 

been provided with: 

 

- Logalty DPO contact information. 

- Clear description of the purpose of the data processing and specific 

personal data required. 

- Security measures and data retention period. 

- His/her rights, as well as the point of contact for their exercise (i.e., DPO 

contact information /Spanish Data Protection Authority complaint 

procedure). 

 

Mobile Driver License pilot test 

 

No personal data were required and consequently GDPR obligations did not 

apply. More specifically, mDL pilot testing, required two kinds of non-personal 

data: 

 

- mDL data needed for testing the apps: these will be synthetic data 

provided to the testers. 

- Registration/feedback data: anonymized data collected either during 

registration of the testers (i.e., age group, education level), or from the 

feedback gathered from the executed tests (i.e., response time). 

 
 
Action 5. Compliance with GDPR principles 
 
The purpose of the OLYMPUS project is to gain new knowledge in the design of 

identity systems that provide individuals with better means to control the 

information that they share. Consequently, personal data processes in the 

development of the project will be strictly used to that aim. 

Individuals will not be externally mentioned with their real name and will not be 

identifiable before external parties beyond researchers involved in the tests. 

The publication of the results from the project will be in a form so that it will not 

be possible to trace data back to named individuals. Participants are aware and 
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were informed that can withdraw their consent at any time. They understand 

which are their rights with regard to the processing of their personal data and to 

this effect participants have been provided an information sheet together with 

the consent agreement (Annex 1). 

 

In addition, no personal data collected in the framework of the OLYMPUS 

project have been shared with external parties. Where possible, personal data 

have not been requested, but in those cases where it was necessary to use 

personal data, data collected have been limited to the strictly necessary for 

established purposes within the project and anonymization techniques have 

been deployed when identification of individuals was not required. Furthermore, 

personal data collected for pilot test purposes will be permanently deleted from 

all databases at the end of the project, estimated by November 2021. 

 

Action 6. Privacy training/advice 

 

The University of Murcia has developed a central role in the guidance, review 

and preparation of documents that assure compliance with privacy regulations 

during the project. In this sense, legal experts have assisted other partners in 

the project when necessary to assure respect of GDPR requirements in any 

action that could potentially involve the processing of personal data. 

 

5. ALLOCATING RESPONSIBILITIES IN 

TECHNOLOGICAL INNOVATIONS 

5.1. Data controller and data processor roles in distributed 

technologies 
 

The GDPR administrative roles of data controller and data processor are 

envisaged for the allocation of tasks, responsibilities and liability in data 

processing activities, in particular when more than an entity, natural or legal 

person are involved in thereof. The emergence of new technologies is 

challenging the application of these roles. In distributed technologies an in-

depth analysis is required to conclude, in those cases where there is not a clear 

determination of the purposes of the processing, whether an influence over the 

essential means of the processing takes place. 

 

We have already introduced in D3.2 a set of scenarios concerning IdM 

technologies where the context-dependent nature of these concepts could be 

appreciated. In this sense, we stated that technical distribution does not 

necessarily mean decentralization and we introduced an example of 

deployment in identity silo model. Likewise, despite existing physical 
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decentralization, it is still possible a centralized deployment of the service. More 

specifically, if there exist control on the part of one of the entities participating in 

the distributed architecture it could be easily determined which entity acts as the 

data controller and which as data processors.  

 

Consequently, we presume a decentralized architecture to be integrated by 

different legal entities in position of equality or where any of them can lead or 

coordinate the others, but they act conjointly. There is no existing regulation 

concerning the application of the GDPR to decentralize architectures. However, 

as we already noted in D3.2, due to the current emergence of SSI some 

analysis has been made concerning the possible allocation of responsibilities in 

DLTs3. On DLTs as blockchain there is no central point of control of the 

network, and therefore it is not clear who is responsible for exercising the role of 

the data controller. 

In the case of blockchain, the literature has introduced a clear difference 

between private and permissioned blockchains and public or permissionless 

blockchain. In the first case, the purposes and the means are usually 

determined by an entity, or an association of entities.  Conversely, in the 

scenario of public and permissionless blockchains, the allocation of roles is 

more complex. Such scenarios involve the participation of various actors, i.e., 

 

3 DLT or distributed ledger refers to a database that is consensually shared and synchronized 
across multiple sites, institutions or geographies. In these technologies there is no central 
administrator or centralized data storage. Furthermore, DLTs usually add transparency by 
allowing participants access and they hamper cyberattacks via public “witness”. Definition 
retrieved from: https://www.investopedia.com/terms/d/distributed-ledgers.asp 

Service 

Determines the 

purpose and 

essential 

means 

Service 

Relationship 

of equality 

Figure 46: Comparison of possibilities for deployment of distributed architectures. 

https://www.investopedia.com/terms/d/distributed-ledgers.asp
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software developers, miners, nodes and the users of the blockchain. 

Nevertheless, only the two last ones are considered, and only under certain 

circumstances, to have enough power of decision to hold the qualification of 

controllers4.  

In D3.2 we already noted a set of arguments given by scholars that supported 

the qualification of the nodes as joint controllers. Some consider that where an 

entity decides to rely on a blockchain as opposed to another form of 

decentralized database, it has made a decision regarding the means of 

personal data processing, creating a strong indication that it qualifies as the 

data controller. Such interpretation is based on the opinion of Advocate General 

Bolt in Wirtschafsakademie for whom, anyone that choses a particular technical 

infrastructure to process data, such as DLT, can be a joint controller of that 

system even though they may only have limited control over the purposes and 

no meaningful control about the means of the processing5. Furthermore, there 

exist other specific arguments regarding technical features of the node, i.e., the 

differences between full and light nodes, as well as the specific competences of 

a data controller that could be exercises by that node. 

 

Nevertheless, the OLYMPUS technology has specific features, different from a 

blockchain, that have been already noted: 

- OLYMPUS allows distributed token issuance for online scenarios or 

distributed generation of Privacy attribute-based credentials for offline 

scenarios. OLYMPUS requires the collaboration of all the partial identity 

providers which conform the vIdP. 

- (Full) Attributes storage in partial IdPs database. 

- Conjoint data subject’s rights management (authentication of the user 

requires the collaboration of all the partial IdPs). 

 

Technological developments are clearly challenging the application of traditional 

legal concepts. In the study of technical innovations, the rule of reason and the 

principle of proportionality are intended to be applied in the interpretation of the 

 
4 For more information: European Parliamentary Research Service (2019). Blockchain and the 

General Data Protection Regulation Can distributed ledgers be squared with European data 

protection law? Scientific Foresight Unit (STOA) PE 634.445 – July 2019 , p.52 

https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445

_EN.pdf; Michels, J. (2021). Blockchain Demystified: A Technical and Legal Introduction to 

Distributed and Centralised Ledgers. Richmond Journal of Law and Technology, University of 

Richmond School of Law 1 - 106 (106) https://qmro.qmul.ac.uk/xmlui/handle/123456789/69803; 

or Buocz, T., Ehrke-Rabel, T., Hödl, E., & Eisenberger, I. (2019). Bitcoin and the GDPR: 

Allocating responsibility in distributed networks. Computer Law and Security Review, 35(2), 

182–198. https://doi.org/10.1016/j.clsr.2018.12.003 

5 Case Wirstchaftsakademie Schlewsig-Holstein- C-2010/16 ECLI:EU:C:2018:388 

https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
https://qmro.qmul.ac.uk/xmlui/handle/123456789/69803
https://doi.org/10.1016/j.clsr.2018.12.003
https://go.vlex.com/vid/838523705?fbt=webapp_preview
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EU data protection law to avoid unreasonable and excessive legal 

consequences. In this sense, we must understand that the concepts of data 

controller and data processor are designed to regulate the relationships 

between the different parties involved in a data processing activity and 

guarantee the rights of the data subject. Likewise, case law and regulatory 

guidance have underlined the primacy of purpose criterion or the motivation for 

the processing of personal data.  

Consequently, it will be essential to study the factual influence by each of the 

parties involved in a data processing activity on the purposes and means of the 

data processing. In order words, which data will be processed, how and for 

what purposes. As Michèle Finck concluded “controllership regarding DLT-

enabled personal data processing cannot be determined in a generalized way, 

but a detailed case by case analysis must be carried out”6.  

To provide a clearer picture, we propose to study different use cases where 

OLYMPUS might be deployed. 

 

5.2. Context-based OLYMPUS scenarios 
 
Scenario 1 (Password service) 
 
Legal entity A is a tech company that provides a password service based on 

OLYMPUS technology. Legal entity B is an eCommerce site that uses 

OLYMPUS technology for the identification and authentication of its customers 

in the process of online shopping. Legal entity A is responsible for deploying 

the partial IdPs, hence it stores legal entity B customers’ attributes and 

provides authentication when the user wants to buy a product at legal entity’s 

B website. 

  

 
6 European Parliamentary Research Service (2019). Blockchain and the General Data 

Protection Regulation Can distributed ledgers be squared with European data protection law? 

Scientific Foresight Unit (STOA) PE 634.445 – July 2019, p.52 

https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445

_EN.pdf 

 

https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
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Who has decided the purpose or 
outcome of the processing? 

 
The purpose of the processing is to 
create user’s accounts in legal entity’s B 
eCommerce site to allow potential 
customers to buy legal entity’s B 
products. 
 

 
 
 
Who is determining the essential 
elements of the data processing? 

 
Collected data are transferred to legal 
entity A that stores them in partial IdPs 
databases. These data are used to 
authenticate user before legal entity B. 
Consequently, legal entity B decides 
which data request to its customer as 
well when these data will be deleted. 
 

 
 
 
Who has direct relationship with the 
data subject? 

The first interface showed to the user is 
legal entity’s B website and it is where 
the user understands he/she is 
accessing to. There could exist a 
redirection to OLYMPUS interface 
deployed by legal entity A, but this 
redirection will take place under legal 
entity’s B instructions for the purpose of 
creating and managing an account in its 
website. 

Does legal entity A have autonomy in 
the processing of personal data? Or it 
follows the instructions of legal entity 
B? 

Legal entity A cannot process data for 
other purposes beyond providing IdM 
services to legal entity B. 

 
Who is responsible for justifying the 
legal basis of the data processing? 

Legal entity B is responsible for obtaining 
users’ consent since their data will be 
collected and processed for the purpose 
of creating an account in its website. 

 
 
Who is interested in the result of the 
data processing? 

Legal entity B is the one interested in the 
result of the data processing: that users 
can authenticate in its website to buy 
products, as well as that user’s digital 
identity is managed in a secure way to 
avoid reputational damages. 

 
 

Account taken of the answers to these questions it seems clear that legal entity 

B holds a role of data controller, while legal entity A acts as data processor for 

the purpose of authenticating customers in legal entity’s B website during the 

process of online shopping7,8. Although it has not being mentioned in the 

 

7 Let’s imagine a different scenario where legal entity A is an entity that, besides password 
services, provides statistics on the profile of customers shopping certain types of goods and sell 
these anonymized statistics to legal entity B, as well as other companies. In this case, there 
would exist a joint controllership with legal entity B for this specific data processing activity for 
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described scenario, other aspects, such as the existence of a contractual 

arrangement and the appointment of legal entity A as data processor, can also 

influence in the qualification of the parties. Besides, legal entity A does not 

require to create an account to offer an additional service (as in this case it 

would qualify as controller of this data), but the creation and management of 

accounts is the service itself that is providing to legal entity B. 

 

This example is particularly simple since there is not physical distribution of the 

OLYMPUS technology, but just and arrangement between two legal entities for 

the provision of services. It could be compared to the cases of SaaS or BaaS, 

where the infrastructure, or in this case, legal entity A process personal data 

pursuing legal entity’s B instructions with no additional purpose or other activity 

that could suggest an exceed of its authority in relation to that data so it should 

qualify as data processor for this specific data processing activity. 

 

Scenario 2 (Distributed Credit File Scenario) 
 
OLYMPUS Credit File use case has as final purpose the generation of an 

anonymized credit file by means of OLYMPUS technology that will be presented 

before the financial entity in order to evaluate the financial suitability of the client 

without revealing any other personal data. Additional personal data will 

therefore be revealed once suitability is confirmed, enhancing data minimization 

principle and preventing from discriminatory practices. This use case is part of 

Logalty’s business scope.  

 

Now, let’s imagine that Logalty deploys just one partial IdP, while legal entities 

A, B and C deploy the rest of the partial IdPs to allow the functioning of 

OLYMPUS, and thus the generation of the anonymized credit file. 

  

 
which both entities have a shared purpose. Nevertheless, for data processing activities going 
beyond the shared purpose, each legal entity will be qualified as separate data controller. For 
more information concerning joint controllership see: Case Fashion ID C-40/17  ECLI:EU:C: 
2019:629 

8 From a technical point of view, we are presenting a traditional online scenario, where legal 

entity A can obtain certain information about users accessing legal entity’s B website (e.g., how 

many times users between a specific age range access the website) that in case of being used 

for any additional legal entity’s A own purpose (e.g., generating statistics) would trigger the 

qualification of controller. For example, this would be less probable in a scenario such as the 

OLYMPUS mDL offline use case, where the connection between the IdP and the RP is broken, 

e.g., if legal entity B hires legal entity A to generate credentials that allow the access to its 

services. 

 

 

https://go.vlex.com/vid/838551617?fbt=webapp_preview
https://go.vlex.com/vid/838551617?fbt=webapp_preview
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Who has decided the purpose or 
outcome of the processing? 

 
The purpose of the processing is to 
generate the anonymized credit file. 
Hence, it is Logalty’s purpose since it is 
the entity that offers the product to 
potential clients. 
 

 
 
 
Who is determining the essential 
elements of the data processing? 

In fact, the data required are ultimately 
determined by the financial entity. 
Nevertheless, in the data processing 
activity subject of discussion, it is Logalty 
who determines which data must be 
collected for the purpose of assuring the 
validity of its product. In other words, that 
the anonymized credit file will be 
accepted by the financial entity. 

 
 
 
Who has direct relationship with the 
data subject? 

Logalty is the entity that provides the 
service to the customer. The fact of 
showing OLYMPUS interface in the 
moment of generating the anonymized 
credit file would not influence this 
qualification since it does not reveal the 
legal entities behind (deploying the 
partial IdPs), neither establishes a 
channel of communication with thereof to 
exercise their GDPR rights.  

Do legal entities A, B and C have 
autonomy in the processing of 
personal data? Or do they follow the 
instructions of Logalty? 

Legal entities A, B and C cannot process 
data for other purposes beyond 
generating the credit file for Logalty. 

 
Who is responsible for justifying the 
legal basis of the data processing? 

Logalty is responsible to sign a contract 
with the customer before providing its 
services and therefore to obtain users 
consent before the collection of their 
personal data. 

 
 
Who is interested in the result of the 
data processing? 

Logalty is the entity interested in the 
result of the data processing, to generate 
the anonymized credit file for its 
customers. The existence of 
remuneration or a fee for deploying the 
partial IdPs in the case of legal entities A, 
B and C does not affect the final purpose 
of the data processing. 

 

 
This second scenario presents a physical distribution of the partial IdPs. 

Regarding this distribution, it is of interest to recall OLYMPUS technology 

features: 

 

a) To generate the anonymized credit file, it is necessary the collaboration 

of all the partial IdPs. In other words, a conjoint action. 

b) User’s attributes are stored in all the partial IdPs’ databases. 
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From examining technical features, the strong need of collaboration is 

appreciated. Indeed, we could compare the role of the partial IdPs to the case 

of full nodes, that is to say, the operation of a partial IdP requires to assume by 

the legal entity deploying it all its requirements (i.e., attributes storage) and 

functionalities. Nevertheless, in the scenario described there exists a clear 

factual influence by part of Logalty, who is determining the final purpose of the 

data processing, while no benefits are derived for legal entities A, B and C 

(besides a potential remuneration or fee paid by Logalty). 

 

In addition, from a technical point of view, the partial IdPs cannot make any 

decision to change OLYMPUS protocol. Indeed, the role of the partial IdPs in 

this specific scenario can be similar to the miners in the case of blockchain, to 

validate a specific operation. Likewise, conversely to the case of blockchain, in 

OLYMPUS it does not exist a secondary purpose of maintaining the 

infrastructure as OLYMPUS could work by eliminating or reducing the number 

of partial IdPs.  

 

Consequently, legal entities A, B and C hold a pure supportive role in the 

deployment of the technical architecture and should therefore be considered as 

data processors in the scenario described9. In this scenario, the partial IdPs 

deployed by legal entities A, B and C merely serve as infrastructure, while 

Logalty determines the purposes of the personal data processing and therefore 

qualifies as data controller.  

 

Scenario 3 (Consortium) 

 

The European Commission forms an open consortium for the purpose of 

providing decentralized, secure and private IdM services to European citizens to 

access public and private service providers. The technology used will be 

OLYMPUS and the partial IdPs can be deployed by entities of different nature 

(public and private) who might join the consortium voluntarily to support this 

decentralized architecture. The European Commission is the coordinating 

body, in charge of issuing directives or guidelines that regulate the functioning 

of the consortium. 

 

 

 

 

 

 
9 In fact, in OLYMPUS CFS there exists another entity deploying an external platform where 
user’s financial information is regrouped. This legal entity could hold a role of data processor in 
case it develops a supportive role in the generation of the anonymized credit file or a role of 
separate controller if it processes the data for different purposes beyond Logalty’s product. 
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Who has decided the purpose or 
outcome of the processing? 

 
Although the consortium has been 
created by the European Commission, 
the parties voluntary join it. The aim of a 
consortium is to achieve common 
objectives that cannot be unilaterally 
achieved by any of the parties. 
Consequently, by definition, the parties 
joining a consortium share the interest on 
the purpose that it has been created for. 

 
 
Who is determining the essential 
elements of the data processing? 
 

This could vary. To make operative a 
consortium of this type, directives or 
guidelines by part of one coordinating 
legal entity are necessary. This should 
not affect the position of equality of the 
entities integrating the consortium.  

 
 
 
Who has direct relationship with the 
data subject? 

This could vary. The European 
Commission might for example deploy 
the user interface and be appointed as 
point of contact to exercise users’ rights. 
Nevertheless, this is not necessary and it 
would be possible to present a common 
interface that represents the consortium, 
as well as appoint other legal entities for 
the exercise of users rights. 

 
Do legal entities in the consortium 
have autonomy in the processing of 
personal data? Or do they follow the 
instructions of the European 
Commission? 

It will depend on the control on the part 
of the European Commission. Ideally, for 
a decentralized model autonomy of the 
parties must be granted. The fact of 
following guidelines for the well-
functioning of the consortium should not 
affect autonomy of the parties. 

 
 
 
Who is responsible for justifying the 
legal basis of the data processing? 

In a scenario of equality among the 
different parties integrating a consortium, 
the consortium, as a whole, is 
responsible for justifying the legal basis 
of the data processing. The fact that one 
specific legal entity is appointed as 
responsible for obtaining user consent 
should not affect the liability of all the 
legal entities integrating the consortium, 
or of the consortium itself as a separate 
legal entity, for whose purpose the 
consent is obtained. 

 
Who is interested in the result of the 
processing? 

All the parties are interested in the result 
of the data processing since they make 
the decision of voluntarily join the 
consortium for the established purposes. 

 

From the scenario described, the most possible qualification is a situation of 

joint controllership between the consortium and all the parties joining this 

consortium. Indeed, the objective of the OLYMPUS consortium is to provide IdM 

services to European citizens, and this task is carried out by members who join 
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OLYMPUS technology by hosting a partial IdP for the purposes of the 

consortium10. Besides, if we consider OLYMPUS technical features, its 

functioning requires the collaboration of all the parties who voluntary decide to 

host a partial IdP, the situation of joint controllership becomes even clearer. 

 

On the other hand, joint controllership does not mean equal responsibilities11, 

but the legal entities integrating the consortium can internally organize 

themselves as desired. For example, as noted in the answer to question two, 

the European Commission might hold coordinating role in the consortium, as 

well as specific legal entities might be assigned as point of contact for the 

exercise of user rights. In this sense, for coordinating purposes the French CNIL 

considered that where a group collectively decides to use a decentralized 

technology for their own purposes, the data controller should be defined ab 

initio. From a practical point of view, to assure compliance in a decentralized 

architecture integrated by a high number of parties, it would be recommendable 

to enter into standard-form terms and conditions. 

 

Nevertheless, it is very important that internal organization does not affect the 

position of equality among the members integrating the consortium to be in a 

real scenario of decentralization. It must be recalled though, that in the case the 

legal entities deploying the partial IdPs make use of the personal data 

processed for their own purposes, different from the purpose of the consortium, 

this entity or entities would qualify as separate controller for this data 

processing. 
 

 

 

 

 

 

 

10 A similar reasoning was given in Case Jehovan todistajat C-25/17 ECLI:EU:C:2018:551 

paras. 71 & 75: “It appears that the Jehovah’s Witnesses Community, by organising, 

coordinating and encouraging the preaching activities of its members intended to spread its 

faith, participates, jointly with its members who engage in preaching, in determining the 

purposes and means of processing of personal data of the persons contacted”. 

11 In that sense Case Wirstchaftsakademie Schlewsig-Holstein- C-2010/16 

ECLI:EU:C:2018:388 para. 43 the Advocate General observes that “the existence of joint 

responsibility does not necessarily imply equal responsibility of the various operators involved in 

the processing of personal data. On the contrary, those operators may be involved at different 

stages of that processing of personal data and to different degrees, so that the level of 

responsibility of each of them must be assessed with regard to all the relevant circumstances of 

the particular case”. 

 

 

 

https://go.vlex.com/vid/838629621?fbt=webapp_preview
https://go.vlex.com/vid/838523705?fbt=webapp_preview
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Scenario 4 (Wallets) 
 

Legal entity A is a tech company that develops an IdM software based on 

OLYMPUS and sells it to legal entity B. The IdM system, including software 

and hardware components is completely deployed by legal entity B that is an 

identity company that wants to sell the credentials generated through 

OLYMPUS technology to authenticate users before a wide range of services.  

 

In the scenario described, it seems clear that legal entity B will hold a role of 

data controller, while the role of legal entity A will be in principle limited to 

software developers’ liability. 
 

 

In this case, although the user exercises a certain control over the 

authentication process by means of credentials storage in the wallet, there 

exists a legal entity providing the IdM service for its own purposes. 

Consequently, legal entity B appears still liable for the entire IdM process. 

However, in the scenario proposed by eIDAS2 this intermediary disappears and 

the tech company, as legal entity A, sells the software directly to the user in 

form of a wallet app, while the credentials stored in the wallet will be provided 

by entities of different nature.  

 

Such user-centric scenario raises the question of who will hold the role of data 

controller. Credential providers must be qualified as data controllers for the 

processing of issuance of the credential, but not for the data processing taking 

place while stored in the wallet. To answer, we must study at least two specific 

subjects, digital wallet providers and users.  

 

 

 

 

Legal entity B 

2.Stores the credential 

Wallet 

3.Proves age 

1. Issues the credential  

Online shop that 

sells alcohol 

 

 

Figure 47: IdM service via credentials storage. 
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Who has decided the purpose or 
outcome of the processing? 

The outcome of the processing is in fact 
decided by the designers of the wallet, 
who, by means of specifying its technical 
features, are determining the final 
purpose of the data processing. 

 
 
Who is determining the essential 
elements of the data processing? 

This is not clear in this model. The wallet 
designer has a limited competence, also 
shared with the aim of the user, that is to 
say, the specific services before which 
the user authenticates and the access 
requirements demanded by these 
services. 

 
Who has direct relationship with the 
data subject? 

The interface showed to the user in this 
case will be the wallet, that is used to 
access different services. In the process 
of access different services, the user 
might see different service providers’ 
interfaces. Nevertheless, prior data 
collection and management will take 
place in the wallet. 

Do users have autonomy in the 
processing of personal data? Or they 
follow the instructions of the designer 
of the wallet? 

It will depend on the margin of freedom 
let by the digital wallet. For example, 
whether we can make use of different 
procedures for storage or authentication, 
or if the uses of the wallet are strictly 
limited by the designers thereof. 

 
Who is responsible for justifying the 
legal basis of the data processing? 

Although the user will be the one in 
control of his/her data, the designer of 
the wallet is the one responsible for 
obtaining user consent before storing 
user’s data in the wallet. 

 
 
Who is interested in the result of the 
processing? 

In this case, the main interested is the 
user, who will be able to authenticate 
before the relying parties. Nevertheless, 
the designer of the wallet, by designing 
the wallet for the purpose of storing and 
managing user data in authentication 
processes, is also interested in this stage 
of the data processing. 

 

Considering answers provided to these questions, the wallet provider will 

probably have to assume data controller responsibilities with regard to the data 

processing taking place in and through the wallet12. Indeed, as noted in last 

 

12 This aspect will strongly rely on the policy option taken by Member States. Article 6 (a) of the 
proposal for review of the eIDAS Regulation states that European Digital Identity Wallets can be 
issued: a) by a Member State; b) under a mandate from a Member State; c) independently but 
recognized by a Member State. In case options a or b are adopted, the role of the State in the 
data processing activity might be rediscussed. 
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question, the entities developing the wallets are concerned with the final 

purpose of the wallet, and although the user will hold a certain control (e.g., with 

which parties he/she wants to share his/her data), this management will 

ultimately rely on the application created by the developer of the wallet.   

 

On the other hand, the user also exercises an important control over his/her 

personal data. In that regard, for example in the case of blockchain and more 

specifically Bitcoin transactions, it has been discussed whether from a micro-

level perspective user enters personal data into a system when submitting their 

transactions, thus for each specific item of personal data the user determines 

the purposes, to record a specific transaction, and also the means by using that 

blockchain platform. Furthermore, the CNIL has also recognized that where the 

household exemption does not apply because the purpose of the transaction is 

professional or commercial, users of a given blockchain can be considered to 

be controllers13. 

 

Nevertheless, we consider that these reasonings cannot be applied to the 

scenario described because the personal data managed in the wallets will in 

principle relate to the data subject14. Hence, the qualification of the user in this 

scenario as data controller is strongly argued. On the one hand, because 

depending on the purposes of the data processing, the household exemption 

applies (i.e., accessing social networks might be considered covered by this 

exemption). On the other hand, due to the nature of the data subject rights. A 

right to information has not purpose when the data subject itself is the person 

holding the information. In the same sense, the data subject would have to 

obtain consent from himself or herself. Furthermore, the fact that the data 

subject authorizes the disclosure of personal information within a certain context 

merely signifies his or her agreement towards the processing. It does not 

exclude the presence of another entity who determines the purposes and the 

means of the processing of this data. As Van Alsenoy states15, “even where the 

individual has the ability to control the release of his/her personal data, and 

might decide the medium to be used, this does not alter the role of the 

collectors or handlers of the individual’s data”. 

 

 
13 CNIL. (2018). Premiers éléments d ’ analyse de la CNIL. Blockchain. Septembre 2018. 
https://www.cnil.fr/sites/default/files/atoms/files/la_blockchain.pdf 

14 A different scenario will be of minors or persons under legal guardianship. In this case, the 
possible role of data controller of the user of the wallet with regard to personal data relating to 
others must be restudied. 

15 Van Alsenoy, B. (2016). Regulating Data Protection: The allocation of responsibility and risk 

among actors involved in personal data processing. August, PhD thesis KU Leuven, 

LIRIAS1711667 https://limo.libis.be/primo-

explore/fulldisplay?docid=LIRIAS1711667&context=L&vid=Lirias&search_scope=Lirias&tab=def

ault_tab&lang=en_US&fromSitemap=1 

https://limo.libis.be/primo-explore/fulldisplay?docid=LIRIAS1711667&context=L&vid=Lirias&search_scope=Lirias&tab=default_tab&lang=en_US&fromSitemap=1
https://limo.libis.be/primo-explore/fulldisplay?docid=LIRIAS1711667&context=L&vid=Lirias&search_scope=Lirias&tab=default_tab&lang=en_US&fromSitemap=1
https://limo.libis.be/primo-explore/fulldisplay?docid=LIRIAS1711667&context=L&vid=Lirias&search_scope=Lirias&tab=default_tab&lang=en_US&fromSitemap=1
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Concerning the role of software developers, some reflections made with regard 

to the developers of smart home devices can be of interest in the scenario 

described16. In this case, as authors acknowledge they may well fall within the 

definition of controllership as they are the ones defining in technical terms how 

smart home data are collected and for what potential purposes.  

 

It might be questioned how in these technical models where such developers do 

not have access to the data collected can be considered as data controllers. 

However, the ECJ has ruled in several cases that it is irrelevant whether a 

concerned party has actual access or not to the data when it comes to 

ascertaining its controllership17. Likewise, it is unlikely that manufactures of the 

devices or developers of the software might benefit from the household 

exemption since there is a clear commercial involvement (regardless of their 

non-/for-profit status) and because these manufactures or developers are not 

natural persons but rather organizations.  

 

The authors also propose a classification of types of control exercised in smart 

home devices scenarios, that we summarize in the following table: 

 
 

Developers of 

device’s software 

 

Semantic 

control 

Determine the structure and protocols 

mandating the communications between the 

components of the system 

Device manufactures Input control Determine how data are collected and 

transmitted through network 

Developers of apps Interpretative 

control 

Determine how data can be translated into 

actionable decisions 

Users Operation 

control 

Determine what components or functionalities 

are enabled 

 
 

Types of control in smart home devices  

(Table based on Chen J. et.al. Who is responsible for data processing in smart homes?; 

2020 ) 

 

 
16 Chen J., Edwards L., Urquhart L., McAuley D. (2020) Who is responsible for data processing 

in smart homes? Reconsidering joint controllership and the household exemption, International 

Data Privacy Law, Volume 10, Issue 4, November 2020, Pages 279–293 

https://doi.org/10.1093/idpl/ipaa011 

17 In this sense paras. 69 & 82 in Case Fashion ID C-40/17  ECLI:EU:C: 2019:629. Also, para. 

69 in Case Jehovan todistajat C-25/17 ECLI:EU:C:2018:551 

 

 

https://doi.org/10.1093/idpl/ipaa011
https://go.vlex.com/vid/838551617?fbt=webapp_preview
https://go.vlex.com/vid/838629621?fbt=webapp_preview
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Applying these categories to the scenario subject of discussion, we could say 

that the developers of the app, or in this case the wallet, hold the biggest control 

over the determination of the purposes in the data processing, as they 

transform this data into real actions or facts (e.g., authenticating to request a 

public aid). Nevertheless, some aspects are still very challenging. Indeed, it is 

not clear how GDPR rights will be exercised in such scenario or how wallet 

developers could comply with GDPR obligations. At the same time, it might be 

argued whether it is fair to impose these obligations in such conditions. 

Consequently, an adaptation of the traditional data controller concept for these 

scenarios might be suggested. 

 

5.3. Some remarks 
 

Despite technological circumstances, data controller/processor concepts are 

administrative roles based on factual circumstances and non-on technical 

features. When there exists a clear factual influence in the determination of the 

purposes of the data processing, the traditional roles must be applied 

regardless the technology deployed. However, when that influence or 

determination is not clear, the specific features of the technology deployed must 

be considered. It is the case of technologies that allow decentralization, type 

blockchain or OLYMPUS, but also of the last scenario described where there is 

not a clear entity providing IdM services. 

 

Likewise, the scenarios described are very specific and we presumed many 

circumstances. Any change will require a re-evaluation and the qualification of 

the parties might change. Furthermore, other aspects have not been considered 

such as the possible location of the partial IdPs outside the EU, which might 

consequently involve international data transfers outside the European 

Economic Area. 

 

In conclusion, the evaluation of the OLYMPUS technology would just take place 

in a scenario where the delimitation of the purposes in the specific data 

processing activity is not clear. From an abstract point of view, the technical 

features might suggest a qualification of joint controllership. However, as it has 

been shown in this section, possibilities for implementation are countless and 

any small change in the factual circumstances can result in a change in the 

qualification of the parties involved. 
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6. TOWARDS A REGULATORY FRAMEWORK FOR 

IDENTIFICATION AND AUTHENTICATION SERVICES 

WITHIN THE EUROPEAN UNION 

6.1. Proposal for review of the eIDAS Regulation 
 

6.1.1. Summary of the proposal 
 

The proposal for review of the eIDAS Regulation aims to introduce important 

changes for the purpose of increasing the confidence of citizens and residents 

in the European Digital Identity Framework. To this end, the proposal for review 

of the eIDAS Regulation is an attempt to unify the regulatory framework of 

identification and authentication processes before public and private services to 

avoid the fragmentation caused due to the limited scope of application of 

eIDAS1 that was subject of discussion in D5.318. Furthermore, the proposal 

aims to end with the differences between Member States and provide all EU 

citizens with an eID means. In this sense, Article 7 introduces a clear obligation 

to Member States to notify at least one electronic identification scheme 

including one electronic identification means.   

 

The ambitious policy option is justified by the need of introducing a strong 

mechanism capable to deal with the structural modifications in the market in the 

context of technology innovations, that among other consequences, have led to 

a reduced number of providers acting as guardianships of citizens’ identity. At 

the same time, citizens require fast, secure and convenient solutions. Indeed, 

the Proposal has a clear focus on empowering natural and legal persons in the 

control of their data.  This control is not only achieved by means of putting the 

citizen in possession of his/her data, but also by allowing the user to selectively 

disclose his/her data.   

 

Besides, the Proposal creates a regulatory framework that covers not only 

identification and authentication operations, but also attributes, credentials and 

attestation provisions. Nevertheless, certainly the main novelty introduced in 

eIDAS2 is the creation of the EDIW, of voluntary adoption by citizens and 

whose issuance will rely on legal identities attested by Member States.  With 

regard to these wallets, the Proposal maintains a high level of trust in public 

 
18 Ponte, N., Timón López, C., et al. (2020) D5.3- “OLYMPUS support for extended eID 
models”. Horizon 2020 Project OLYMPUS (Oblivious identitY Management for Private and 
User-friendly Services, 2020 [Online deliverable] https://olympus-project.eu/wp-
content/uploads/2020/10/Olympus_pu_d5_3_v1_0.pdf 
 

https://olympus-project.eu/wp-content/uploads/2020/10/Olympus_pu_d5_3_v1_0.pdf
https://olympus-project.eu/wp-content/uploads/2020/10/Olympus_pu_d5_3_v1_0.pdf
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sector, in particular, in the role of the State recognizing or issuing the EDIWs, as 

well as in their notification or withdrawal in case of security breaches.  

 

The EDIW is defined in Article 3 of the Proposal as a product and service that 

allows the user to store identity data, credentials and attributes linked to his/her 

identity, to provide them to relying parties on request and to use them for 

authentication, online and offline, for a service in accordance with Article 6a. 

Furthermore, the EDIW should allow to create qualified electronic signatures 

and seals and will also enable the user to issue electronic attestations of 

attributes legally recognized cross-border. 

 

Article 6a section 1 establishes that each Member State shall issue within 12 

months after the entry into force of the eIDAS2 a EDIW with a level of 

assurance “high” and that assures unlinkability and non-traceability by service 

providers. The wallets will rely on the legal identity of citizens, residents or legal 

entities and their use in the cases covered by the Regulation, must be free for 

natural persons. 

 

The EDIW should allow users to electronically identify and authenticate 

themselves before a wide range of public and private services as established in 

Recital 9 of the Proposal. For assuring a wide availability and usability of the 

EDIW, Recital 28 and Article 12b state that the EDIW shall be accepted by: 

 

1. Public bodies in the provision of public services. 

2. Private relying parties where strong user authentication is required; in 

particular, the areas of transport, energy, banking and financial services, 

social security, health, drinking water, postal services, digital 

infrastructure, education or telecommunications. 

3. Very large online platforms, as defined in Article 25.1 of the Digital 

Services Act19. 

 

Beyond these provisions, in the case of smaller and medium providers, the 

acceptance will be voluntary and the use of the EDIW will be encouraged 

through “codes of conduct”. In this sense, Recital 8 and Article 6b establish that 

service providers should communicate their intent to rely on the EDIW. 

 

Concerning technical requirements, the proposal states that the EDIWs must be 

able to support online and offline use cases (Recital 9), fulfil the LoAs 

 
19 Article 25.1: online platforms which provide their services to a number of average monthly 
active recipients of the service in the Union equal to or higher than 45 million. Proposal for a 
regulation of the European Parliament and of the Council on a Single Market for Digital Services 
(Digital Services Act) and amending Directive 2000/31/EC. Brussels, 15.12.2020 COM (2020) 
825 final 2020/0361 (COD) https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52020PC0825&from=en 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0825&from=en
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0825&from=en
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substantial or high and enable selective disclosure of attributes before relying 

parties (Recital 29).  Indeed, another key point in the proposal has been the 

inclusion and at the same time distinction between electronic identification and 

electronic attestation of attributes. The proposal defines an “attribute” as a 

feature, characteristic or quality of a natural or legal person or of an entity, in 

electronic form, so the “electronic attestation of attributes is an attestation in 

electronic form that allows the authentication of attributes”. Consequently, 

concerning the prior regime, the proposal for the new eIDAS Regulation states 

a clear difference between these two operations placing the attestation of 

attributes at the core of the Regulation, conjointly with electronic identification 

and authentication. 

 

6.1.2. eIDAS2 and OLYMPUS 
 

The innovations introduced by the proposal for review of the eIDAS Regulation 

are in line with the work developed in OLYMPUS with certain variations. In first 

place, the possibilities of an oblivious authentication that have been subject of 

discussion in OLYMPUS has now become one of the central points in the 

Proposal. Concerning this aspect, the mDL use case already broke in its offline 

modality the connection between the IdP and the service provider, so the IdP 

cannot track the use of the credential.  

 

Furthermore, both mDL and CFS use cases focused on allowing user’s 

attributes selective disclosure before different service providers. In the case of 

mDL this was achieved by storing a single credential (the driver’s license). On 

the other hand, the CFS, despite presenting a more different approach, is still in 

line with achieving selective disclosure beyond common use cases such as 

eCommerce or social media and proposes it for the request of a bank loan.  

 

Besides, some of the main drawback of the eIDAS Regulation that have been 

addressed in the Proposal were already noted in D5.3. In particular, the 

fragmentation of the legal framework in accessing public and private services or 

the problem of the privileged position of the eIDAS nodes with regard to 

surveillance practices.  Other aspects, such as the LoAs will be subject of 

further regulation. 

 

At the time of writing this deliverable the proposal for review of the eIDAS 

Regulation is still under review by Member States and therefore subject to 

modifications. Pursuing what established in Article 6 (a), EDIWs can be issued: 

a) by a Member State; b) under a mandate from a Member State; c) 

independently but recognized by a Member State. Depending on the path 

chosen, we will be in a scenario of market competition between wallet 
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providers. As it has been noted20, no solution is exempt from risks.  While option 

c is preferred to avoid cutting expectations of private providers or limit the award 

of public contracts to companies with more resources, it might still be 

challenging for medium and small companies to comply with the EU Digital 

Identity Wallet Trust Mark. This could result, as noted by the author, in giving 

this market to the large online platforms the Regulation is trying to defend 

citizens in first place.  

 

If this happens, we could still achieve some improvements in terms of privacy, 

as these platforms will be in principle obliged to provide an oblivious form of 

authentication, something that is not happening nowadays. Nevertheless, 

monopolization and excess of control would lead us to the same situation we 

are facing nowadays. 

 

To sum up, from the market point of view, the proposal for review of the eIDAS 

Regulation might set also a possible advantage for EU wallet providers if this 

movement is imitated in policies of non-Member States. Furthermore, it will be 

essential a common interest to make these wallets functionals and capable of 

storing the credentials of all type of credential providers. Nevertheless, the 

Proposal let also many questions opened. A crucial aspect is how to secure the 

use of the wallets. In this sense, the authentication method implemented in the 

wallet, or even in the devices hosting the wallet will play a key role21. 

 

In conclusion, even though the OLYMPUS project was conceived for a scenario 

of delegated IdM, it has provided with important insights that have been 

included in the proposal for modifying the core norm in the EU for electronic 

identification systems. Nevertheless, research must continue, and innovations 

must be readapted to this new scenario. 

 

6.2. Other Regulations 
 

6.2.1. NIS2 Directive 
 

 

20 GATACA. Here’s what the new eIDAS proposal really means for the SSI community in 6 key 
points (2021) July 22nd [Online article] https://gataca.io/insights/here-s-what-the-new-eidas-
proposal-really-means-for-the-ssi-community-in-6-key-points 

21 Timón López C., Alamillo Domingo I., and Valero Torrijos J. (2021) Which authentication 

method to choose. A legal perspective on user-device authentication in IoT ecosystems. In The 

16th International Conference on Availability, Reliability and Security (ARES 2021). Association 

for Computing Machinery, New York, NY, USA, Article 83, 1–6. DOI: 

https://doi.org/10.1145/3465481.3470068 

 

https://gataca.io/insights/here-s-what-the-new-eidas-proposal-really-means-for-the-ssi-community-in-6-key-points
https://gataca.io/insights/here-s-what-the-new-eidas-proposal-really-means-for-the-ssi-community-in-6-key-points
https://doi.org/10.1145/3465481.3470068
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The proposal for review of the Directive on security of network and information 

systems (NIS Directive) introduces a set of measures that aim to reinforce 

cybersecurity obligations and harmonization among Member States. In this 

sense, the obligations in cybersecurity matters have been strengthened, for 

example the need to provide staff training, implement security policies or a 

deadline of 24 hours to report an incident to the competent authority, regardless 

of whether personal data have or not been compromised.  

 

On the other hand, supervisory authorities’ powers of control are increased by 

the possibility of ceasing the activity or the director of an entity in breach with 

the obligations established in this Directive. Furthermore, an extraterritorial 

application of the Directive is envisaged in Article 24.3 for those entities located 

outside the EU but providing services in the scope thereof. 

 

Concerning the OLYMPUS project, the main modification is contained in the 

scope of application of the NIS2 Directive. More specifically, the NIS2 directive 

has included trust services, as well as the providers of electronic 

communications as Operators of Essential Services in Article 2, which at the 

same time refers to Annex I of the Directive. Nevertheless, we must recall that 

OLYMPUS still refers to a technology that could be implemented in several 

ways and by part of different operators such as a public administration, banks or 

health services which are also included in the Directive as Operators of 

Essential Services.  In addition, it may also be noteworthy the case of 

marketplace providers that require IdM systems to identify their clients and that 

are included in the scope of this Directive, although in this case as Important 

Entity.  

 

In summary, considering that the scope of the Directive has been extended, 

including trust services, but also other entities in which OLYMPUS technology 

could be implemented for the purpose of providing IdM services, there exist 

high chances that the entities that might deploy OLYMPUS will be subject to the 

obligations contained in the NIS2 Directive. 

 

6.2.2. Digital Services Act and Digital Markets Act 
 

Besides eIDAS2 and NIS2, the EU has prepared an ambitious pack of 

proposals for Regulations in the Digital Single Market in which a particular 

objective is appreciated: the regulation of large platforms. Indeed, as explained 

in the context of the DSA proposal, “large platforms represent key structuring 

elements of today’s digital economy, intermediating the majority of transactions 

between end users and business users”. 

 

The DSA already contains some specifications concerning obligations for very 

large platforms such as the obligation of conducting a risk assessment over the 
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dissemination of illegal content through their services, any negative effects for 

the exercise of fundamental rights or intentional manipulation of the services 

with an actual or foreseeable negative effect on the protection of public health, 

minors, civil discourse, or actual or foreseeable effects related  to electoral 

processes and public security (Article 26). Nevertheless, the EU has gone a 

step further with the DMA in which not only core services providers have been 

tackled, but in particular aims to regulate those core platform services 

designated as gatekeepers (Article 3) by imposing a set of obligations to thereof 

(Article 5). 

 

Although these regulations do not particularly concern technology, they 

establish obligations of conduct for information services providers. These are 

important because we must recall that, although eIDAS2 aims to achieve a wide 

usability of the EDIW, it does not impose its mandatory acceptance beyond the 

cases specifically contained in this Regulation. Consequently, in potential cases 

where the EDIW is not adopted, these regulations might apply. 

 

6.3. Legal conclusions 
 
The project OLYMPUS started in the year 2018 and was still clearly envisaged 

in a context of delegated IdM. In this line, one of the main objectives was to 

develop a more secure password-based authentication method, objective that 

has been widely achieved within the project. From a legal point of view, it has 

introduced an essential improvement in terms of privacy and security. Indeed, 

the project OLYMPUS has increased the level of security of passwords before 

those attacks focusing on the technology or the server side, giving a new 

chance to passwords. In this sense, the authentication method developed in 

OLYMPUS can be reused in other password-based scenarios besides the ones 

described in the project and we strongly recommend considering its possibilities 

to secure access to accounts or even the access to wallets stored in users’ 

devices. 

 

Besides, as noted in the section concerning the proposal for review of the 

eIDAS Regulation, selective disclosure has been one of the main focuses of the 

project OLYMPUS. The principle of data minimization is now a key point in the 

proposal and has been exhaustively discussed within the project. In this sense, 

we would like to highlight the step taken in the CFS where data minimization 

was even proposed in the bank sector when requesting a financial product. 

Although from a legal point of view it might still seem challenging, it must be 

noted that for example in the case of Spanish regulation, when requesting a 

consumer credit, it does not prevent from this possibility. Such possibility would 

support GDPR compliance and, what is more important, prevent from 

discriminatory practices. 
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Furthermore, as we have introduced before, the oblivious authentication that 

has been present in all the project and successfully achieved in an offline 

scenario is in line with what established in eIDAS proposal and should be 

considered in the development of the wallets. 

 

In conclusion, the OLYMPUS project has introduced important benefits that 

must not be forgotten, but they must be considered in combination with other 

technologies and in different scenarios. We strongly recommend reusing 

OLYMPUS highly resilient password service in other scenarios. A suggestion 

would be to consider OLYMPUS in the case of access to the wallets. To that 

end, we also suggest the combination of OLYMPUS with other authentication 

methods that make password convenient and phishing resistant. To sum up, 

although this project is coming to its end, their results will continue to live longer 

and must be applied and combined with other innovative proposals. 

7. CONCLUSIONS 

This document has documented the final version of the OLYMPUS pilots: the 
mobile drivers license (mDL) and the credit file (CF). Both pilots are divided into 
an online scenario based on a distributed token and an and offline scenario 
based on privacy preserving attribute-based credentials, and the architecture 
and interaction with the OLYMPUS framework is explained. Both pilots were 
evaluated using a survey-based approach. 24 participants were used to 
evaluate the mDL and it was found that it lived up to the user experience KPIs 
and that overall people liked interacting with the system. In the evaluation of the 
CF, 23 participants and here the user experience KPIs were met and 
participants liked using the system. Finally, the GPDR compliance is described 
and evaluated, and potential benefits of the OLYMPUS solution is presented. 
Furthermore, comments are made as how to integrate OLYMPUS technology in 
regulatory frameworks. 

It is concluded that OLYMPUS technology brings improvements for security and 
privacy of users. 
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ANNEXES  

Annex 1- Consent agreement and information sheet template 
 

CONSENT AGREEMENT REGARDING THE PROCESSING OF PERSONAL DATA IN THE 

PILOT TEST OF  OLYMPUS USE CASES 
 

 

I                                                                             hereby consent the processing of my personal 
data by Logalty for testing purposes in connection with the EU research project OLYMPUS 
(ObLivious identitY Management for Private and User-friendly Services), internally within the 
project as well as externally in publications.  

 
The purpose of the OLYMPUS project is to gain new knowledge in the design of identity systems 
that provide individuals with better means to control the information that they share. 

 
I will not be externally mentioned with my real name and I will not be identifiable, but my data can 
be tied together. The publication of the results from the project will be in a form so that it will not 
be possible to trace data back to named individuals. I am aware and I was informed that can 
withdraw my consent at any time by contacting [include the email address of someone in Logalty responsible 
for this or the DPO]. I understand which are my rights with regard to the processing of my personal 
data and to this effect I have been provided an information sheet together with this consent 
agreement. 
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          Date                                        Signature 

 

 

INFORMATION ON HOW WE PROCESS YOUR PERSONAL DATA 

We are the data controllers - how do you get in contact with us? 

Mrs. Casilda María Lazcano Soler, as Logalty’s Data Protection Officer (DPO) is responsible for 
the processing of personal data that we get about you. You can find our contact information below: 

 
Logalty email address: contacto@logalty.com  

DPO contact: [email] 

Purpose and grounds for processing of personal data 

We process your personal data for the purpose of gaining knowledge to be used in the design of 
identity systems based on OLYMPUS’ technologies. More specifically, the purpose of testing 
operations is to understand users’ perspective with regard to privacy, security and usability features 
for the technology proposed in a specific scenario.  

In order to carry out this testing, we need to issue fictional electronic certificates through Logalty’s 
application Certy. These certificates will be fictional and will not contain any real information. 
Nevertheless, in order to enroll in Certy’s system and issue fictional electronic certificates we need 
to process a minimum amount of personal data. The personal data provided for the issuance of 
these certificates will not be used for any other purpose without prior consent.  

Categories of personal data 

The process of personal data will be limited to the following categories and will not include the 
processing of any sensitive data:  

 

-Name and surname 
-Email 
-Phone number 
-Province of residence 

How will data be collected? 

When enrolling in Certy application you will be required to provide the above-mentioned data in 
order to issue the electronic certificate that will be used during testing process. These data will be 
collected under the basis of your free consent. 

We store your personal data in a secure way and we adopt measures to protect your data until the 
data processing finishes.  

Deletion of your personal data 

Your personal data will be permanently deleted from all databases at the end of the research project 
OLYMPUS estimated by November 2021. 

mailto:contacto@logalty.com
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Your rights 

In accordance with the General Data Protection Regulation (GDPR), you have a number of rights 
relating to our use of your information. If you want to exercise your rights, you have to contact us 
at the following email: [email del DPO] 

-Right of access: you have the right to access the information we hold about you at any 
moment without providing any justification. 

-Right to rectification: you have the right to request the correction of any information you 
believe it is inaccurate or incomplete.  

-Right to erasure: you have the right at any time to withdraw your consent and your 
personal data will be deleted. 

You also have the right to fill a complaint at the Spanish Data Protection Agency by means of the 
complaint procedure envisaged in its official website ( https://www.aepd.es/es ). Press the option 
“The Agency” and then “Contact”. 

 

 

https://www.aepd.es/es

