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EXECUTIVE SUMMARY 

Along the 39 months of the OLYMPUS project, the consortium has been fully 

committed to design and develop solutions to fulfil the objectives that were set at 

the beginning of the project. We obtained mature results satisfying the four main 

objectives: 

1. Establishing an oblivious identity management framework secure and 

privacy-friendly virtual identity management interactions, fulfilling GDPR 

principles such as data minimization 

2. Establishing solid links between citizens’ physical and digital identities and 

developing user friendly tools to foster the full acceptance of the different 

stakeholders 

3. Minimizing requirements on user hardware, offering user-friendly 

authentication and minimizing impact on stakeholders by adhering as 

closely as possible to existing identity management frameworks 

4. Validating and deploying the OLYMPUS framework in high-impact real-

world scenarios, performing user studies and proving the feasibility and 

advantages of the ecosystem for rea-world and business scenarios 

In addition, the consortium focused on maximizing the impact of the project 

results, in line with the broad goals of the H2020 funding programme, and 

specifically with articles 29 and 38 of the Grant Agreement. We aimed at 

stimulating the wide use of OLYMPUS results by promoting it in the European 

context, and beyond, as a best practice example for open-source development 

addressing the needs of individuals, governments, SMEs, and large industries, 

thus improving their privacy and security while enabling economic growth. 
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1. INTRODUCTION 

This document is the project deliverable “D2.6 Final Public Report”, which is part 

of Work Package 2 “Project Coordination and Management”. This deliverable is 

a summarized version of “D2.5 Second Periodic Report”, which will constitute the 

final report of the project.  

1.1. PURPOSE OF THE DOCUMENT 

This document summarizes the results of the OLYMPUS project, including 

scientific outcomes, how they were used to fulfil the project objectives, how they 

were disseminated, and how this work was managed (divided in work packages 

and monitored). 

1.2. RELATION TO OTHER PROJECT WORK 

This document D2.6 is related to OLYMPUS deliverables in general, as it 

summarizes the results reported in them, but it is more closely related to the 

following deliverables: 

• D7.4 Final Report on Dissemination, Exploitation and 

Standardisation Activities 

This document reports the dissemination, communication and standardisation 

activities of OLYMPUS in more detail. 

• D2.4 First Periodic Report (Confidential) 

This document describes the project results and work done during the first period. 

• D2.5 Second Periodic Report (Confidential) 

This document describes the project results and work done during the second 

period and is the final report. 
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2. PROJECT RESULTS 

This section summarizes the project’s results in relation to the objectives 

established at its start, as well as a quick overview (more details in D7.4) of the 

communication results. 

 

2.1. Summary of context and overall objectives as defined in 

the project’s Description of Action 
 

OLYMPUS project will leverage the central concept of oblivious identity 

management in order to realize the convenience of online identity management 

without introducing a central identity provider that forms a single point of failure 

in terms of security and privacy. 

The main problem with the former solutions is that the trusted third party becomes 

a security and privacy bottleneck in the system, as it can impersonate and track 

its users online. The main issues hampering of wider usage of Privacy-ABCs are 

that service providers have to change their infrastructure to support Privacy-

ABCs, and that users have to rely on secure hardware such as smartcards or 

secure elements. The latter is not only needed to protect credentials against 

compromise, but also to prevent illegitimate sharing of credentials. This is a 

particular problem in privacy preserving solutions: whereas the accounts of 

uniquely identified users can easily be blocked as soon as abuse is detected, the 

same cannot be done for anonymous users, thereby removing a deterrent for 

users to share their credentials. 

The oblivious identity management scheme proposed by OLYMPUS will be 

associated to the use of privacy-preserving identity management solutions by 

establishing an interoperable European identity management framework based 

on novel cryptographic approaches applied to currently deployed identity 

management technologies. 

The design will be integrated into popular existing identity solutions such as 

SAML, Identity Mixer, or OpenID Connect in order to minimize the changes 

required for service providers. OLYMPUS will also address the security problems 

of virtual identities by linking citizens’ physical identities to their digital identities, 

but in in such a way that new digital identities can be derived to preserve citizens’ 

privacy when accessing different online and offline services.  

Finally, OLYMPUS will produce a GDPR-compliant procedural and legal standard 

to make use of the obliviously identity management scheme in real business 

processes, maximising user privacy while maintaining or even increasing the 

security levels required by service providers. The application of GDRP 

recognized security measures such as data minimisation and separation, 

pseudonyms and cryptographic techniques will also reduce legal risk to service 

providers, especially in respect to explicit consent management. 
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The objectives of OLYMPUS are aligned with these requirements. These goals 

are: 

• [Objective 1]: Establish an oblivious identity management framework that 

ensures secure and privacy friendly virtual identity management 

interactions for citizens accessing services in Europe, based on novel 

cryptographic mechanisms. More specifically, the developed mechanisms 

will use distributed cryptography to split up the role of the IDP over multiple 

authorities, thereby preventing any single authority from tracking or 

impersonating its users. Design and development of a secure 

infrastructure to enable citizens to use different virtual identities when 

accessing different online/offline services, supporting privacy preservation 

and anonymization capabilities. 

• [Objective 2]: Establish solid links between citizens’ physical and digital 

identities and the derivation of additional digital identities to enable 

privacy-preserving transactions backed by strong identities for citizens. To 

this end, user surveys will be conducted to understand how to create a 

user experience in which these novel technologies are used. Based on 

these, the design and development of user-friendly tools will be required 

to foster the full acceptance of the different stakeholders. 

• [Objective 3]: Ease the integration of the OLYMPUS identity management 

system into existing technologies and deployments by minimizing the 

requirements on user hardware, offering user-friendly authentication using 

passwords or biometrics, without requiring trusted hardware or software. 

Also, minimize the impact on service providers by adhering as closely as 

possible to existing identity management frameworks (IdM) such as 

SAML, Identity Mixer, or OpenID Connect. Such integration will be built 

upon the results of previous EU projects by considering a multidisciplinary 

environment in which OLYMPUS approach is aligned with eIDAS and 

GDPR regulations. 

• [Objective 4]: Validate and evaluate the OLYMPUS framework in high-

impact real-world scenarios that allow to prove the feasibility and 

advantages of the proposed ecosystem to address technological, legal 

and social requirements on secure digital identities in Europe. Also, to 

perform user studies to improve and validate the user interfaces of the 

OLYMPUS framework. 

 

2.2. Progress beyond state of art, results, and potential impacts 
 

The main outcome of the project, and the main advance beyond the state of the 

art, is the consecution of a secure and privacy-preserving identity management 

system where the role of the identity provider is split across different entities 
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(Figure 1 shows a general view on the architecture of the solution, with its main 

components and processes). The OLYMPUS system is the first to offer data 

minimization, unlinkability and SSO-like capabilities while removing the single 

point of failure of the identity provider, increasing security (identity theft or forgery 

are much more difficult, as all partial providers would need to be compromised) 

and privacy (identity providers and service providers cannot track user activity 

even if they collude).  

 

Figure 1 OLYMPUS architecture 

This progress has been enabled by cryptographic components that improve state 

of the art alternatives in some way. Namely, the PESTO protocol allows fully 

distributed, proactively secure, and pseudo-oblivious (information about 

password is not leaked, but login attempts of users can be monitored to avoid 

online attacks) password verification and distributed token generation (with data 

minimization). In addition, we developed a distributed privacy-preserving 

Attribute-Based Credentials (dp-ABC) system based on Pointcheval-Sanders 

multi-signatures (the first based on multi-signatures).  

Lastly, the work done on the infrastructure and its user-centric approach improves 

usability over previous proposals. The inclusion of two approaches gives opens 

up the possibility for many use cases, including both online and offline (without 

contacting the identity provider) authentications. Also, the password plus multi-

factor authentication of users offers them the same comfortable experience that 

they are used to, but with clear security and privacy advantages over current SSO 

systems. 
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The developed OLYMPUS technology will impact a wide array of sectors and 

stakeholders with a new way of handling identity in a privacy friendly manner. 

With increasing focus on privacy and unintended uses of personal information, 

privacy and protection of unwanted sharing of personal data have become 

something that users are increasingly demanding solved by the services they 

use. OLYMPUS enables only sharing the needed information rather than 

revealing everything in authentication.  

Surveys among security specialists show that the majority feel that identity and 

access management are of the utmost importance in reducing security risks and 

that improving technology would help. OLYMPUS provides a novel identity 

access management solution in which the user does not have to rely and trust a 

single trusted IDP but can rather rely on a distributed infrastructure where no 

single entity can impersonate or track them. This makes OLYMPUS much 

stronger, reliable, and increases potential trust for service providers (as attacks 

are more unlikely). 

Human factors are a significant risk in security solutions. This is well supported 

in research where it is well known that human limitations will make people take 

shortcuts and use bad security solutions. OLYMPUS addresses this by taking a 

user centric design approach in which users are included from the beginning. 

By developing a privacy (by design) preserving digital identity framework, 

OLYMPUS will make sure that people will be able to preserve their privacy while 

interacting with digital services, enabling their fundamental rights in a digital 

society. 

OLYMPUS technology will allow companies to be compliant with data protection 

standards, since no personal information (or only the strictly necessary one) will 

be used in the operations, while letting service providers be sure of the security 

of the authentication. 

 

2.3. Work done to achieve objectives 
OBJECTIVE 1 

Much of the work during the first period focused on this objective. In D3.1, specific 

requirements for the OLYMPUS framework were defined, setting the basis for its 

development. In an internal version of D3.3 the framework was defined. This 

framework includes the concept of virtual IDP, which is composed of multiple 

IDPs that collaborate to provide the identity management functionalities. In 

addition, the framework contemplates two different scenarios, one based in 

signed tokens (for online scenarios) and the other based in Attribute Based 

Credentials (ABC) (mainly for offline scenarios). Both scenarios aim to provide 

data minimization and enhance user privacy. 

In addition, novel distributed cryptographic schemes that suit the framework’s 

requirements have been described in D4.1. These schemes cover secure user 

authentication against the IDPs, distributed token generation and distributed ABC 
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generation as well as zero knowledge proofs using these credentials. Moreover, 

D3.2 includes the impact assessment of the OLYMPUS framework, where a DPIA 

evaluation based on GDPR regulation has been conducted. 

During the second period, we have consolidated this work and completed the 

development of the designed systems. The architecture, its components and 

interfaces have been fully designed with the final version of D3.3. In addition, we 

have carried out the implementation of the different components (results in D4.2 

and D4.3) and the necessary integrations for the whole framework (D5.2 and 

D5.4), including the implementation on the use cases and taken into account the 

feedback generated to achieve the best results possible, both in terms of the 

general design of the solution and its realization through a fully functional 

implementation. 

OBJECTIVE 2 

The project has developed work on multiple fronts to achieve this objective. First, 

user studies have been conducted to obtain feedback and serve as a baseline of 

the design of solutions applying the OLYMPUS concepts in a user-friendly way. 

The resulting analysis and guidelines have been compiled in D3.4. 

Also, the OLYMPUS solution itself has been aimed at allowing strong links to 

physical identities while allowing the derivation of digital identities that enable 

privacy principles like data minimization. Part of this has been realized through 

the application of identity proving processes previous to the derivation of 

authenticated user data through PESTO (distributed signatures) or dp-ABC 

(distributed privacy-preserving Attribute-Based Credentials) approaches. This 

work has been demonstrated on the mDL (mobile Driving Licence) use case, and 

we have even proposed contributions to the standard itself based on the 

OLYMPUS technologies. Lastly, work has been conducted on the impact and 

legal aspects of applying OLYMPUS to this goal. For instance, in D5.3 we 

analysed the challenges and opportunities of applying OLYMPUS along with the 

eIDAS framework (and specifically, the enhanced mDL as an eIDAS eID), which 

is closely linked to citizen’s physical identities and may serve to strengthen cross-

border relationships in Europe. 

 

OBJECTIVE 3 

The work carried out to achieve this objective has involved the analysis of the 

different KPIs and obtaining an integrated architecture for the different use cases.  

Then, the different cryptographic tool sets that support the desired operation have 

been developed and implemented. User and password authentication (with the 

possibility of adding multifactor authentication) has been achieved while using 

distributed protocols and an initial integration with existing standards such as 

OAuth and OpenID connect has been achieved. What is more, we have also 

demonstrated the integration of the p-ABC approach with the emerging 

specification of W3C’s Verifiable Credentials. In addition, the implementation is 

flexible enough to cover both online and offline use cases. 
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The development has been divided into two main components, client and server, 

although a verification library for service providers is also provided. The client 

exposes a few basic methods related to authentication for client applications, like 

creating a user or generating an assertion for a service provider. The client 

interface hides the complexity of interacting with the multiple partial IdPs, easing 

integration for client-app developers.  

The server component can either be deployed as a self-contained webserver, as 

a servlet or be used as a library for a custom server application. It contains a set 

of protocol endpoints, matching the protocols supported by the client, i.e., 

password verification, PESTO and p-ABC credentials. 

Finally, GDPR requirements have been discussed in the consortium and are 

summarized in D3.2. The purpose is to ensure user’s consent is requested 

respecting GDPR requirements well as guaranteeing other data subject’s rights. 

What is more, alignment with GDPR principles has been monitored throughout 

the project, leading to results like privacy compliance reports (about the use 

cases, in D6.3) and analysis on which cases and under which conditions access 

must be granted to Law Enforcement Authorities regarding European and internal 

regulations, or possible tensions regarding LEA’s accountabilities. This GDPR 

analysis has been complemented with research on eIDAS, both involving its 

interactions with OLYMPUS and the use cases (D5.3) and proposals to update 

the eIDAS regulation itself (in D6.3, which also includes work related to other 

regulations like the NIS2 directive). 

OBJECTIVE 4 

This objective has been mainly addressed through the development and 

evaluation of two real-world use cases: Credit File platform and mobile Driving 

Licence (mDL). The former aimed to create an online platform where SMEs, self-

employed and legal or natural individuals can create and manage their credit file 

and their standardized rating for financial entities, easing the process for both 

financial entities and customers. The latter aimed to improve the mDL to 

demonstrate minimal and selective disclosure of personal information, with the 

specific case of a citizen willing to buy a restricted good or service.  

The OLYMPUS solution has been applied to develop solutions that fulfilled the 

security, privacy and legal requirements for these use cases. The process has 

been divided in two steps, with an intermediate evaluation (results in D6.2) 

followed by another development period and a last integration and final evaluation 

of the results (in D6.3). The results of the evaluations, carried out with the help of 

external evaluators, have been satisfactory, with KPIs on performance, usability 

and trust being achieved (mainly evaluated through questionnaires). Legal 

analysis on the compliance of the implementations to regulations like GDPR has 

also been reported in these deliverables.  

As extra efforts for validation, we have conducted user-studies on the usability 

and applicability of OLYMPUS in general (reported in D3.4) and designed an 

extra use case (related to the current landscape of COVID immunization 
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documents) to further demonstrate specific functionalities and with the main goal 

of collecting extra feedback from other developers (through a ReachOut1 

campaign). 

2.4. Dissemination and communication results 
Deliverable D7.4 is an extensive report of the project’s communication, 

exploitation and standardization results. Here, we summarize some key 

elements. 

SCIENTIFIC PUBLICATIONS 

# DOI Year Title, URL Authors 

1 

10.1109/GI

OTS.2019.8

766357 

2019 

OLYMPUS: towards Oblivious identitY 

Management for Private and User-

friendly Services 

https://zenodo.org/record/5647334 

Rafael Torres Moreno, Jorge 

Bernal Bernabe, Antonio 

Skarmeta, Michael 

Stausholm, Tore Frederiksen, 

Noelia Martinez, Nuno Ponte, 

Evangelos Sakkopoulos, Anja 

Lehmann 

2 

10.1007/978

-3-030-

17653-2\_3 

2019 

(R)CCA Secure Updatable Encryption 

with Integrity Protection 

https://ia.cr/2019/222 

Michael Klooß, Anja 

Lehmann, Andy Rupp 

3 

10.2478/pop

ets-2019-

0048 

2019 

ScrambleDB: Oblivious (Chameleon) 

Pseudonymization-as-a-Service 

https://petsymposium.org/2019/files/paper

s/issue3/popets-2019-0048.pdf 

Anja Lehmann 

4 

10.1109/Eur

oSP48549.2

020.00044 

2019 

PESTO: Proactively Secure Distributed 

Single Sign-On, or How to Trust a 

Hacked Server 

https://ia.cr/2019/1470 

Carsten Baum, Tore K. 

Frederiksen, Julia Hesse, 

Anja Lehmann, Avishay Yanai 

5 

10.1007/978

-3-030-

57990-6_20 

2020 

Short Threshold Dynamic Group 

Signatures 

https://ia.cr/2020/016 

Jan Camenisch, Manu 

Drijvers, Anja Lehmann, 

Gregory Neven, Patrick Towa 

6 

10.1007/978

-3-030-

42504-3_4 

 

Identity Management: State of the Art, 

Challenges and Perspectives 

https://zenodo.org/record/5721277 

Tore K. Frederiksen, Julia 

Hesse, Anja Lehmann, Rafael 

Torres Moreno  

7 
10.3390/s20

030945 
2020 

The OLYMPUS Architecture—Oblivious 

Identity Management for Private User-

Friendly Services 

https://www.mdpi.com/1424-

8220/20/3/945 

Rafael Torres Moreno, Jorge 

Bernal Bernabe, Jesús García 

Rodríguez, Tore Kasper 

Frederiksen, Michael 

Stausholm, Noelia Martínez, 

Evangelos Sakkopoulos, 

Nuno Ponte, Antonio 

Skarmeta 

8 

10.1109/AC

CESS.2019.

2950872 

2019 

Privacy-Preserving Solutions for 

Blockchain:Review and Challenges 
Jorge Bernal Bernabe, Jose 

L. Canovas, Jose L. 

Hernandez-Ramos, Rafael 

 
1 https://www.reachout-project.eu/ 

https://zenodo.org/record/5647334
https://ia.cr/2019/222
https://petsymposium.org/2019/files/papers/issue3/popets-2019-0048.pdf
https://petsymposium.org/2019/files/papers/issue3/popets-2019-0048.pdf
https://ia.cr/2019/1470
https://ia.cr/2020/016
https://zenodo.org/record/5721277
https://www.mdpi.com/1424-8220/20/3/945
https://www.mdpi.com/1424-8220/20/3/945
https://www.reachout-project.eu/
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https://www.researchgate.net/publication/

336937331_Privacy-

Preserving_Solutions_for_Blockchain_Revie

w_and_Challenges 

Torres Moreno and A. 

Skarmeta 

9 

10.1109/GI

OTS49054.

2020.91196

63 

2020 

OLYMPUS: A distributed privacy-

preserving identity management system 

https://zenodo.org/record/5647319 

Rafael Torres Moreno, Jesus 

García Rodríguez, Cristina 

Timón López, Jorge Bernal 

Bernabe and A. Skarmeta 

10 
10.3233/AIS

E27 
2020 

Security and privacy in the Internet of 

Things: Challenges Solutions 

https://bit.ly/3cqE8tq 

J.L. Hernández Ramos, A. 

Skarmeta 

11  2020 

Digital Identity Management: a key factor 

on the pursuit of privacy and the fight 

against cybercrime 

https://symposium.uoc.edu/30247/files/xv-

congreso-idp_-cybercrime_-new-threats-

new-responses-1-2-de-julio.html 

Cristina Timón, Julián Valero 

& Ignacio Alamillo 

12 

10.1007/978

-3-030-

57990-6_29 

2020 

Separating Symmetric and Asymmetric 

Password-Authenticated Key Exchange 

https://ia.cr/2019/1064 

Julia Hesse 

13 

10.1007/978

-3-030-

64834-3_26 

2020 

Fuzzy Asymmetric Password-

Authenticated Key Exchange 

https://eprint.iacr.org/2020/987 

Andreas Erwig, Julia Hesse, 

Maximilian Orlt, Siavash Riahi 

14 

10.1007/978

-3-030-

64837-4_4 

2020 

Public-Key Generation with Verifiable 

Randomness 

https://eprint.iacr.org/2020/294 

Olivier Blazy, Patrick Towa 

and Damien Vergnaud 

15 

10.1007/978

-3-030-

64840-4_26 

2020 

Succint Diophantine-Satisfiability 

Arguments 

https://eprint.iacr.org/2020/682 

Patrick Towa and Damien 

Vergnaud 

16  2020 

Implications juridiques relatives à la 

gestion de l’identité numérique et 

perspectives d’innovation en Europe 

https://ojs3.imodev.org/?journal=RIDDN&p

age=article&op=view 

&path%5B%5D=413&path%5B%5D=556 

Cristina Timón 

17 

10.1145/346

5481.34692

07 

2021 

Approaching the Data Protection Impact 

Assessment as a legal methodology for 

the evaluation of the level of privacy by 

design achieved by technological 

proposals. A special reference to Identity 

Management systems 

https://zenodo.org/record/5647249 

Cristina Timón, Julián Valero 

& Ignacio Alamillo 

18 
10.1145/34654

81.3470068 
2021 

Which authentication method to choose. 

A legal perspective on user-device 

authentication in IoT ecosystems 

https://zenodo.org/record/5647305 

Cristina Timón, Julián Valero 

& Ignacio Alamillo 

https://www.researchgate.net/publication/336937331_Privacy-Preserving_Solutions_for_Blockchain_Review_and_Challenges
https://www.researchgate.net/publication/336937331_Privacy-Preserving_Solutions_for_Blockchain_Review_and_Challenges
https://www.researchgate.net/publication/336937331_Privacy-Preserving_Solutions_for_Blockchain_Review_and_Challenges
https://www.researchgate.net/publication/336937331_Privacy-Preserving_Solutions_for_Blockchain_Review_and_Challenges
https://zenodo.org/record/5647319
https://bit.ly/3cqE8tq
https://symposium.uoc.edu/30247/files/xv-congreso-idp_-cybercrime_-new-threats-new-responses-1-2-de-julio.html
https://symposium.uoc.edu/30247/files/xv-congreso-idp_-cybercrime_-new-threats-new-responses-1-2-de-julio.html
https://symposium.uoc.edu/30247/files/xv-congreso-idp_-cybercrime_-new-threats-new-responses-1-2-de-julio.html
https://ia.cr/2019/1064
https://eprint.iacr.org/2020/987
https://eprint.iacr.org/2020/294
https://eprint.iacr.org/2020/682
https://ojs3.imodev.org/?journal=RIDDN&page=article&op=view&path%5B%5D=413&path%5B%5D=556
https://ojs3.imodev.org/?journal=RIDDN&page=article&op=view&path%5B%5D=413&path%5B%5D=556
https://ojs3.imodev.org/?journal=RIDDN&page=article&op=view&path%5B%5D=413&path%5B%5D=556
https://zenodo.org/record/5647249
https://zenodo.org/record/5647305
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2021 

A Trusted Approach for Decentralised 
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https://ieeexplore.ieee.org/document/9495

805 

Rafael Torres Moreno, Jesús 

García-Rodríguez, Jorge 

Bernal Bernabé & Antonio 

Skarmeta 

21 
10.1145/34654

81.3469211 
2021 

Towards the Design of a Privacy-

preserving Attribute Based Credentials-
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Usefulness, Barriers, and 

Recommendations 

https://dl.acm.org/doi/abs/10.1145/346548

1.3469211 

Mads Schaarup Andersen 

22 
10.1145/34654

81.3469212 
2021 

A Holistic Approach to Enhanced Security 

and Privacy in Digital Health Passports 

https://arxiv.org/abs/2105.13910 

Tore Frederiksen 

23 
10.1016/j.jisa.2

021.102971 
2021 

Implementation and evaluation of a 

privacy-preserving distributed ABC 

scheme based on multi-signatures 

https://www.sciencedirect.com/science/arti

cle/pii/S2214212621001824 

Jesús García-Rodríguez, 

Rafael Torres Moreno, Jorge 

Bernal Bernabé & Antonio 

Skarmeta 

24 

10.1007/978-3-

030-53949-

8_15 

2021 

Deploying Personalized Oblivious Mobile 

Identity 

https://doi.org/10.1007/978-3-030-53949-

8_15 

Georgia Sourla & Evangelos 

Sakkopoulos 

25  2021 
Security Analysis of CPace 

https://eprint.iacr.org/2021/114 
Michel Abdalla, Julia Hesse, 

Björn M. Haase 

 

2.5. Exploitation results 
In this section, we include a summary of the project’s exploitable results (more 

detailed information of them can be found in deliverable “D6.4 OLYMPUS Future 

Business Development”) 

During the project, two prototypes were developed and form the key exploitable 

results for future business development. These prototypes were created within 

the context of the mDL and CFP use cases.  

mDL 

In many countries around the world, especially in those without a national ID card, 

the Driving Licence (DL) is the identification document commonly used for 

authenticating individuals. The ISO 18013 series set the standards for an 

interoperable international DL, including an electronic version in a smartcard form 

https://zenodo.org/record/5647417
https://ieeexplore.ieee.org/document/9495805
https://ieeexplore.ieee.org/document/9495805
https://dl.acm.org/doi/abs/10.1145/3465481.3469211
https://dl.acm.org/doi/abs/10.1145/3465481.3469211
https://arxiv.org/abs/2105.13910
https://www.sciencedirect.com/science/article/pii/S2214212621001824
https://www.sciencedirect.com/science/article/pii/S2214212621001824
https://doi.org/10.1007/978-3-030-53949-8_15
https://doi.org/10.1007/978-3-030-53949-8_15
https://eprint.iacr.org/2021/114
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factor (ISO part 3) and the novel and much awaited version for mobile devices – 

ISO part 5 for Mobile Driving Licence (mDL). 

The OLYMPUS technology improves a step further the privacy protection of the 

mDL and allows a broader set of use cases with a more flexible and elegant 

solution. For example, age proof can be checked against any arbitrary value 

required by the verifier without ever revealing the birthdate. It also provides the 

option of offline verifications for not only the holder of the mDL, but also the 

verifier. This brings two advantages as, on one hand, it enhances the flexibility of 

a verifier, which can perform checks even when it has no internet access. On the 

other hand, since the verifier does not communicate with the IdP during a 

verification process, the IdP does not learn the services the mDL holder asks 

access for, thus avoiding user tracking. 

Furthermore, an mDL Issuing Authority (IA) may split the Identity Provider (IdP) 

into several idempotent instances, thus splitting knowledge between them, 

minimizing the impacts of a compromise on up to n-1 instances, and preventing 

tracking of users. 

CFP 

Nowadays, the process of getting funding for SMEs, self-employed workers or 

natural individuals takes more time than what it would seem to be necessary and 

requires going to physical office for obtaining it. By integrating the OLYMPUS 

oblivious identity manager, we allow the financial entity to have anonymous but 

verified access to the data sources required to decide whether to grant the 

funding or not. With this new scheme, the entity would not have to store any 

personal details of the customers. This avoids potential bias or discrimination for 

reasons outside purely financial data. It eases the process for customers that do 

not have to present themselves physically and they only provide the minimal 

amount of information required for the entity. And the process is easier also for 

the entities because, in addition to not storing the customers' personal 

information, the entity’s response is performed and provided quickly. 

While the future business exploitation of this concept as is has not been deemed 

viable in the short term, other related business opportunities have been identified. 

Namely, the opportunity of becoming a qualified certificate platform (as Logalty is 

a qualified trust service provider, in accordance with the eIDAS, and offers 

qualified services based on the administrative authorization granted by Spain’s 

government) where the features of the OLYMPUS framework are used for 

achieving a more secure and privacy-respecting solution. Also, we identified the 

offering of the OLYMPUS solution for the national and regional associations of 

lawyers, making available to its members a new service (as no similar solution 

exists currently) for seeking financing for debts acquired in the courts, with the 

advantages of security and privacy offered by OLYMPUS framework. 

2.5.1.    KERs 
The future business applications are not the only exploitable results of the project. 

Other Key Exploitable Results (KER) are derived from the components and pilots 
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developed in the project, focused on future research opportunities (and some 

possible commercialisations). Here, we include a brief summary of the project’s 

KERs, both the ones derived from the prototypes and future business operations, 

and from future research avenues.  

KER name Description Partner 

Age Verification 

Verify that a customer’s age is above a certain limit, without learning his/her 

actual age or any other personal information. Developed within the context of 

the mDL. Advantages of allowing age verification without revealing date of 

birth (or other data), no need to contact IdP for verification, and distributed 

solution resistant to n-1 attacks. 

MUL & 

SCY 

Qualified certificate 

platform extension 

An extension to the functionality of existing platform dedicated to the issuing 

and later use of qualified certificates. Introducing distributed password 

verification and attributes anonymization features. This extension would be 

used as an intermediary in the authentication process in some restricted (e.g., 

age) platforms. Thus, it means deploying a system that acts as an external 

provider of strong verifiable identities for different platforms, with common 

and easy to use log in system and extended privacy features. 

LOG 

National and regional 

associations of 

lawyers’ platform 

A new platform targeted to the national and regional associations of lawyers, 

that would make available to its members a new service for seeking financing 

for debts acquired in courts. Thus, we would provide a system that assures the 

privacy of the debtors when seeking financing until they are approved by the 

institution to get the loan. 

LOG 

Distributed Privacy-

Preserving Attribute-

Based Credentials 

The Distributed Privacy-Preserving Attribute-Based Credentials (dp-ABC) will 

be used to further research on privacy-preserving identity management and 

decentralized architectures, tackling problems outside the scope of this project 

like zero-trust environments.  These credentials remove the single point of 

failure of Single-Sign On solutions, and improve user privacy over them (i.e., 

unlinkability and avoiding tracking by identity provider) The distribution of the 

identity provider role is also an advantage (increased security). 

UMU 

Distributed password 

verification (software 

component) 

The distributed password verification components of the OLYMPUS 

framework will be used in other products requiring strong authentication, 

where traditional cryptographic keys cannot be used. Furthermore, delegated 

and distributed signatures allow construction of signature-based products 

without the requirement of secure user storage. This component removes the 

need for a trusted wallet service: as the cryptographic key is not known by the 

service provider, it cannot misuse the cryptographic key. 

ALX 

Knowledge on IdM 

technologies 

ALX offers consultancy services within the cybersecurity area. The knowledge 

gained within the project, contributes to the combined knowledge base within 

the organization. Furthermore, the highly specific knowledge we have acquired 

is within the area where we also carry out academic research, and thus, will 

help us continue making academic publications. 

ALX 

Proficiency in IdM 

Technologies 

IBM operates various services where user identities play a central role. IBM 

also interacts with several customers who are in need of a digital identity 

solution. The scientific results obtained within OLYMPUS project augment 

IBM’s expertise in the field. 

IBM 

 

3. WORK DIVISION AND MONITOR 

The consortium tackled the project’s work by dividing it in work packages (and 

further, in tasks, milestones and deliverables). In this section we specify how 

specific results of the project have been achieved within the context of that 

division. Further, we show how we monitored the correct progress of the project 

through risk management and key performance indicators. 

3.1. Main results by work package 
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WP 2 - Project Coordination and Management 

Key objectives Progress 

[Obj. 2.1] To perform 

and maintain an 

efficient overall project 

government, as well as 

set up and support the 

communication, control 

and reporting 

infrastructure. 

 

• Deliverable 2.1. defined the project management structure, 

including the role of project coordination assigned to UMU, which 

has been in charge of ensuring that project governance was 

maintained. In addition, tools for communication and 

collaboration have been setup and used for coordination and 

reporting, for example e-mail lists, OnlyOffice project or tools for 

on-line meetings (GoToMeeting). 

[Obj. 2.2] To monitor 

and report 

development tasks and 

resource usage, risks, 

identify deviations and 

propose corrective 

actions when needed. 

• Deliverable 2.2 includes project risk assessment and defines 

plans for quality assurance. In addition, task development has 

been monitored and progress reports have been generated 

(D2.4), including internal intermediate reports (e.g., in M30). 

Also, UMU has coordinated the first EC review and the response 

to their feedback. 

[Obj. 2.3] To perform 

administrative 

coordination including 

financial reporting 

supervision and 

funding distribution. 

• Each partner has generated financial reports (M18 and 39, as 

well as several internal intermediate reports like M30) and they 

have been supervised and aggregated by UMU, which has also 

provided administrative coordination of the project in accordance 

to D2.1 

[Obj. 2.4] To provide 

the scientific 

coordination of the 

project assuring 

excellence of the 

research activities 

performed. 

• UMU has coordinated technical discussion among partners and 

IBM has led scientific discussions in OLYMPUS, such as 

discussions about cryptographic methods. Several project 

meetings for extensive discussion have been carried out. Two 

meetings with the advisory board have been carried out 

[Obj. 2.5] To assure the 

required quality 

standard of the project 

activities and results. 

• Plans for quality assurance have been defined and followed, 

including internal review of all deliverables to ensure their quality, 

definition of quality metrics like KPIs and monitoring of the status 

of the project in relation to those metrics. 

 

WP 3 - Privacy enhancing digital identity Architecture 

Key objectives Progress 
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[Obj. 3.1] To extend and 

verify the use-cases 

based on a flexible and 

extensible technical 

framework in order to 

derive new models and 

solutions for real-world 

problems and detail 

related technical KPIs. 

• During development of task 3.1, use cases were extended and 

Key Performance Indicators (KPI) were detailed. These KPIs 

were used as a baseline to derive technical and technological 

requirements (these can be found in D3.1). The collection of KPIs 

is collected in the part B of this document. 

 

[Obj. 3.2] To collect, 

compare, analyse and 

evaluate existing IdM 

frameworks and 

platforms from different 

application domains 

regarding their 

requirements, 

functionality, flexibility, 

adaptability and 

extensibility. Such 

requirements will be 

used to infer the main 

barriers for a common 

privacy-preserving IdM 

ecosystem. 

• During the meetings that we have attended, partners have 

provided existing IdM solutions and discussed about their 

possible uses within the OLYMPUS ecosystem as well as their 

strengths and weaknesses for our use cases. In D3.1, these 

discussions are reflected meeting the requirements that we 

want to solve with OLYMPUS and that the existing IdM 

frameworks are not solving now. This work has been used as a 

basis for devising the design of the OLYMPUS architecture 

detailed in D3.3. 

[Obj. 3.3] To conduct 

user studies and create 

a design framework for 

creating oblivious 

privacy-preserving 

services. 

• In D3.1 a set of Key Performance Indicators (KPI) have been 

obtained. They allow us to evaluate the performance of the 

solution that OLYMPUS will provide. In addition, these 

indicators make it possible to perform usability and user 

behaviour studies. In this way, the OLYMPUS framework design 

will be positively affected in the successive tasks. D3.4 

documents the user experience guidelines devised from 

empirical studies (user studies) based on the solution. 

[Obj. 3.4] To identify 

social and legal 

constraints from the 

recent GDPR to drive 

the definition of the 

OLYMPUS architecture 

components, as well as 

the realization of the use 

cases. 

• A DPIA (available in D3.2) has been conducted in order to 

validate OLYMPUS solution in terms of privacy. For that 

purpose, the DPIA has been conducted on the one hand, 

regarding OLYMPUS architecture design from an abstract point 

of view, and on the other hand analyzing the use cases. 

Although the first analysis can differ from a common DPIA 

(which normally refers to a real implementation hence all factor 

influencing the processing are taken into account), we consider 

of particular importance to study OLYMPUS improvements from 

the point of view of privacy, so its convenience is attested for 

different scenarios beyond use cases proposed. Nevertheless, 



20 

 
 

 
This project has received funding from the European 

Union’s Horizon 2020 research and innovation 

program under grant agreement No 786725 

 

the analysis provided in relation to the two use cases proposed 

offers a first insight of OLYMPUS privacy impact in current IdM 

solutions. 

 

WP 4 - Oblivious identity Management 

Key objectives Progress 

[Obj. 4.1] Designing and 

analysing the security 

and privacy properties of 

novel cryptographic 

techniques for advanced 

privacy-preserving 

identity management 

through distributed 

oblivious IdM servers. 

• The requirements on the cryptographic design of the OLYMPUS 

IdM system have been collected in the consortium and IBM 

conducted a thorough investigation on which existing 

cryptographic techniques can be exploited to fulfill these 

requirements.  

• Functionality and security properties of a proactively secure 

distributed Single-Sign-On protocol, as required by the 

OLYMPUS system, were formalized within the UC framework. A 

thorough analysis of the literature was conducted to see which 

existing (partial) solutions exist.  

• The PESTO protocol was designed by the consortium, as a new 

cryptographic solution to proactively secure distributed SSO. 

This protocol serves as the core of the OLYMPUS framework. 

The key components are specialized Oblivious Pseudorandom 

functions and a specialized distributed signature algorithm. The 

protocol was formally proven to be secure against realistic 

attackers, and in concurrent and arbitrary contexts. 

• New proactively secure OPRFs (DH-based) and DSIG schemes 

(RSA-based) were developed, including a formal security 

analysis. They can be used to obtain a very efficient 

instantiation of the PESTO protocol. 

• Contributions are summarized in deliverable D4.1. 

• The consortium continues to improve and further develop the 

privacy properties of the PESTO protocol, making it for example 

attribute-hiding (see Annex of deliverable D5.4), and improving 

on its building blocks (OPRFs)  

[Obj. 4.2] Implementing 

the designed 

cryptographic 

techniques in portable 

and easy-to-deploy 

components, while 

maintaining a maximal 

backward compatibility 

to existing frameworks. 

• A first reference implementation of the OLYMPUS system was 

completed, alongside the architecture developed in WP3, and 

deploying the novel cryptographic protocols designed in T4.1 

(see Obj. 4.1 above). 

• Use case considerations from WP6 were taken into account, to 

already enable smooth deployment of  the system for the mDL 

and credit file use cases. 

• Backward compatibility and interoperability with existing 

standards such as OAuth, OIDC and W3C was taken into 

account. 
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• The results are summarized in deliverables D4.2, D4.3 and 

D5.4. 

[Obj. 4.3] Analysing, 

designing, and 

implementing an 

adaptation of distributed 

oblivious IdM to work 

specifically in offline use 

cases on semi-trusted 

user devices. 

• A distributed p-ABC protocol was designed based on 

Pointcheval-Sanders multi-signatures (see deliverable D4.1 for 

details). The protocol was implemented as part of the 

OLYMPUS system.  

• The use cases implementations were extended to support both 

online and offline authentication, using PESTO in the former 

and distributed p-ABC in the latter case.  

• The results are summarized in deliverable D4.2, D4.3 and D5.4. 

[Obj. 4.4] Take into 

account the legal and 

GDPR requirements 

identified in T3.2 as part 

of the component’s 

implementation. 

• GDPR requirements have been discussed in the consortium 

and are summarized in D3.2. UMU has worked in various 

documents which cover the aspects in relation to lawfulness of 

the processing, accesses by third parties and data retention 

period. The purpose thereof is to ensure user’s consent is 

requested respecting GDPR requirements as well as 

guaranteeing other data subject’s rights. Furthermore, we 

analysed in which cases and under which conditions access 

must be granted to Law Enforcement Authorities regarding 

European and internal regulations. Finally, the term of storage 

for user’s data is considered, as well as possible tensions 

regarding LEA’s accountabilities.  

• The GDPR compliance of the implementation and its application 

to the use cases has been analysed throughout the 

development process, with final results described in D6.3. 

 

 

WP 5 - OLYMPUS Framework integration 

Key objectives Progress 

[Obj. 5.1] To provide an 

integrated and 

deployable OLYMPUS 

framework to be 

leveraged by WP6 for 

the realization of the use 

cases. 

• Objective 5.1 has primarily been addressed via task T5.2, which 

has the goal of enabling the integration of the cryptographic 

protocols implemented in WP4 with other IdM systems. The 

work has been a continuous process throughout the project, 

e.g., as the use case solutions were developed, new 

requirements would arise. A description of how the framework 

can be used, was first documented in the deliverable D5.2, 

giving a description of the codebase as that time (M17). D5.2 

was later updated to D5.4, containing the various changes the 

codebase underwent in the second half of the project. Both 

D5.2 and D5.4 are primarily targeted at other developers (e.g., 

the use cases), and describe how client and server applications 
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may integrate their solutions with the OLYMPUS framework. 

The work (both D5.2 and D5.4) has been done in close 

connection with the use case partners (LOG, SCY, MUL) to 

ensure the implemented framework solution is easily integrable 

with their solutions. 

• In addition to the discussions with the use case partners, 

ensuring that the framework implementation is usable in the 

concrete applications, discussions between ALX, IBM and UMU 

have been focused on how the framework may be integrated 

with other existing IdM technologies such as OpenID Connect 

and W3C Verifiable Credentials. While deliverables D5.2 and 

D5.4 document how this may be done, work has been done on 

implementing these integrations. This work has resulted in a 

third (minor) use case showcasing how the OLYMPUS vIdP can 

used in connection with both OIDC and W3C VC. The use case 

demonstrates how the OLYMPUS vIdP can be used by a 

standard, commercial-off-the-shelf OIDC based service provider 

and how dp-ABCs can fit into the VC scheme. 

[Obj. 5.2] To develop an 

integration of the 

advanced privacy 

OLYMPUS solution into 

existing physical identity 

Credentials. 

• This objective was addressed in deliverable D5.3, which has 

been finalized and delivered. SCY and MUL have been involved 

in the standardization process regarding mobile driver’s licenses 

(mDL) and monitoring and discussing how the cryptographic 

protocols of OLYMPUS fits into this work. UMU have 

investigated how the EIDAS regulation affects OLYMPUS. 

[Obj. 5.3] To provide a 

benchmarking and 

testing environment to 

help in the achievement 

of high-quality 

developments. 

• Objective 5.3 was addressed in task T5.1, which created an 

environment for testing and benchmarking the components 

implemented in the project. This was achieved with the 

deliverable D5.1. The deliverable is primarily a description of 

how testing and benchmarking will be done in the project. In 

addition to the description in the deliverable, automated testing 

has been configured to run on the code-repository, hence a 

series of tests verifying quality of the code is implemented. A 

dummy implementation of the OLYMPUS interfaces was also 

implemented, allowing the use cases to begin implementation 

work, without waiting for the actual cryptographic functionality to 

be implemented. 

[Obj. 5.4] To test 

integrated components 

and ensure quality of the 

delivered components 

taking account the 

GDPR impact over the 

controllers defined in 

task 4.2. 

• Objective 5.4 has been achieved partially through the test and 

benchmarking environment created in Objective 5.3 and Task 

T5.1. This has ensured the quality of the technical 

components/implementations of the solution 

• The use cases and their evaluation, i.e., D6.3, has also helped 

ensure the quality of the technical implementation and any 

GDPR related impacts (which have been evaluated throughout 
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the lifetime of the project) have been addressed in that 

deliverable.  

 

 

WP 6 - Use cases Validation 

Key objectives Progress 

[Obj. 6.1] A collection of 

requirements related to 

the use cases to be 

used for WP3. 

• A collection of technical and non-technical requirements was 

provided for the use cases from LOG and MUL/SCY. Regarding 

these requirements, diagrams and flow charts were provided in 

order to clarify the uses cases to previous WPs. Several 

discussions with the contributions of all partners took place with 

the purpose of resulting in clearer use cases specifications and 

it allowed to describe the architecture requirements in a proper 

way. The deliverable D6.1 Use cases description with the 

contributions of all partners was summitted properly 

[Obj. 6.2] Develop and 

deploy hands-on pilot for 

Offline age verification 

Use case. 

• We developed a client and verifier mobile applications that 

integrate with PESTO solution (online scenario) and p-ABC 

solution (offline scenario). They have been adapted for the mDL 

pilot applications and the new functionality provided in the 

OLYMPUS solution (account management, multi-factor 

authentication, range proof credentials) (MUL/SCY). Also, the 

pilot has been tested by engaging external testers (not 

participating in the development team). The results were 

collected and analysed to reach some deductions about the 

offered solution and applications and to enhance even further 

the user experience (SCY, reported in D6.3). 

 

[Obj. 6.3] Develop and 

deploy hands-on pilots 

for Online credit rating 

Use case. 

• The OLYMPUS client was integrated with the Credit File app by 

the development of an Android plugin instead of porting the 

whole client to JavaScript. This plugin integrates all the 

architecture’s functionality in the app without using external 

endpoints. The iOS app was developed by using a REST 

wrapper for the OLYMPUS client. Also, the development of the 

whole app’s navigation flow was completed, implementing the 

steps that connect the Credit File app with other business apps 

required for the process. In addition to that, the Credit File app 

allows now to select whether the process is performed against a 

distributed vIdP or not and a distributed vIdP has been 

configured and deployed. Besides of that, the pilot was 

evaluated by involving internal and external users (LOG, 

reported in D6.3). 
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• The ongoing efforts were evaluated to provide an up-to-date C 

implementation of PESTO (see T5.2) w.r.t. efficiency and 

compatibility with the age verification use case, collecting and 

taking into account early feedback (IBM).  

[Obj. 6.4] Evaluation of 

user experiences and 

business opportunities 

to wider deployment. 

• The deliverable D6.2 First pilots deployment and initial 

evaluation was prepared with the contributions of all the 

partners involved in the use cases. The phase of involving the 

commercial unit in the stakeholders search and activating the 

analysis of new business cases of the use case has ended 

(LOG).  

• ALX lead the work on deliverable D6.3 (which reports the 

second pilot testing and evaluation phase) and it was prepared 

with the collaboration of all partners involved in the evaluation of 

the pilots. Also, the contributions to the deliverable D6.4 

OLYMPUS Future Business Development have been prepared 

(LOG) and all partners contributed. 

 

 

WP 7 - Dissemination, Communication and Exploitation 

Key objectives Progress 

[Obj. 7.1] The 

enhancement of 

competence in the area 

of services to find, 

analyse, rank, select 

and integrate OLYMPUS 

services with respect to 

privacy and security in 

the use-case scenarios 

and possible extension 

to areas like IoT. The 

awareness will be raised 

on a broader scale 

(national and 

international 

communities) through 

cooperation with other 

relevant projects, 

services, platforms, and 

initiatives and 

organisations. 

• IBM and UMU organized a workshop within IFIP summer 

school, held in Brugg, Switzerland on August 20th 2019. 

• Olympus organized the workshop Future of PI, co-located with 

Euro S&P 2021, targeted to researchers and IT specialists. 

• 2 students have conducted master's thesis about constructing a 

cryptographic whistleblowing solution. PESTO aspects used for 

authentication and ideas of attribute hiding used in construction. 

• 2 UMU students have conducted a master thesis within the 

project’s development on identity management, and 2 PHDs are 

being completed too. 

• OLYMPUS solution was presented and described how it is used 

and deployed in a workshop in the 2021 IFIP Summer School, 

as part of a collaboration with H2020 project CyberSec4Europe 

• A campaign within the ReachOut project has been deployed for 

reaching developers to get extra feedback and to familiarize 

them with OLYMPUS tools and privacy-preserving identity 

management in general. 
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[Obj. 7.2] Development 

of business plans 

around the technologies 

and individual 

exploitation paths for 

partners with a joint 

sustainability of open 

source software 

components. 

• Each partner’s business model and exploitation plan has been 

reviewed in D7.2 Business and Innovation Plans. 

• A business workshop was held online to present the Olympus 

results to a high-profile audience of C-level managers, business 

developers and decision makers. 

• From the feedback collected with external stakeholders, 

Olympus partners described possible business models in D6.4 

OLYMPUS Future Business Development. 

[Obj. 7.3] Dissemination 

of the project results, 

publication of concepts 

and reports to the 

research IdM research 

and industry 

communities as well as 

to other European 

stakeholders to create 

awareness, involvement 

and update. Promote the 

relevance of the 

OLYMPUs solution 

within the GDPR 

framework. 

• Dissemination and communication have been a high priority in 

the project. Several actions were undertaken in the first period, 

most notably: 

• Setup of project website (initial elementary version, followed 
with a design revamp) 

• Project flyer was created 

• Regular updates on the project website and social media 
presence (LinkedIn and Twitter) 

• Article on web magazine Open Access Government 

• Several scientific papers accepted in prestigious publications 

• Presentation of the project in several conferences: 

• eID Forum 2018 (Tallin, Estonia) 

• eID Conference 2018 (Lisbon, Portugal) 

• ICT 2018 (Vienna, Austria) 

• Global IoT Summit 2019 (Aarhus, Denmark) 

• eID Forum 2019 (Tallin, Estonia) 

• IBM presented OLYMPUS within a workshop at IFIP summer 
school in Brugg/Windisch together with UMU and ALX. A 
scientific paper about the workshop’s contents will be published 
in the proceedings of the school (submission 11/2019). IBM 
plans to submit a scientific paper presenting the cryptographic 
solutions within OLYMPUS together with ALX in 11/2019 to a 
top security conference. IBM is currently planning to present 
OLYMPUS to a security-oriented scientific audience at a top 
security conference (e.g., EuroS&P). More scientific papers 
within the scope of the project are currently initiated. 

• Constitution of the Advisory Board with high profile individuals 

• Regular communication and dissemination of results on the 

website, LinkedIn and Youtube channel. 

• Two meetings with the advisory board were held 

• Website had a redesign in March 2021, including a fresh new 

look, news highlights in home page and links to social media, 

source code repository and readthedocs API documentation. All 

deliverables and articles are published on the website. 

• Olympus was presented in several webinars and 

conferences - IEEE European Symposium on Security and 
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Privacy 2020, ARES, IWAPS, Identification & Security, Digital 

Around the World,  

• A Policy Brief with contributions and recommendations for 

improving cross-border identification in the European Union has 

been published. The analysis and contributions take into 

consideration the eIDAS regulation and GDPR directive. 

[Obj. 7.4] Monitoring of 

ongoing standardisation 

activities and 

contribution to them 

(including W3C, SO/IEC 

JTC1/ 

SC17 WG 10) by 

promoting the 

OLYMPUS 

advancements and 

solutions. Goal is to 

enable a smooth and 

fast market entry of 

technologies, products 

and solutions 

investigated and 

developed in context of 

OLYMPUS. 

• Partners MUL/SCY have participated regularly in ISO/IEC 

JTC1/SC17 WG 10 meetings and actively contributed to the 

mDL standard ISO 18013-5 (approved and released in August 

2021). 

• MUL/SCY participated in mDL interoperability test events. 

• A contribution using Olympus technology was submitted to 

WG10 to be incorporated as Day 2 feature. 

• UMU has followed activity of W3C Verifiable Credentials 

Working Group and experimented the mDL with the VC Data 

Model specification. 

• IBM reached out to a number of research projects (FutureTPM, 

ICT4Cart) assess standardization opportunities, and the W3C 

working group and companies in the distributed identity 

business. 

• IBM is a participant of the panel of the CFRG working group of 

the Internet Research Task Force (IRTF), reviewing 

standardization of PAKE and OPRF protocols, which are 

building blocks of PESTO 

 

3.2. Deliverables and milestones 
 

Del. no. 
Deliverable 

name 

WP 

no. 

Lead 

beneficiary 
Type 

Dissemin.  

level 

Delivery 

date 

From 

Annex I 

Actual 

delivery 

date 

If 

deliverable 

not 

submitted 

on time: 

Forecast 

delivery 

date if 

appropriate 

Status Comments 

 

 

D1.1  

 

 

H - 

Requirement 

No. 2 

 

 

WP1 

 

 

 1 - UMU 

 

 

Ethics 

Confidential, 

only for 

members of 

the 

consortium 

(including 

the 

Commission 

Services) 

M01 

 
30/09/2018 

 

 

  

Submitted 
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Del. no. 
Deliverable 

name 

WP 

no. 

Lead 

beneficiary 
Type 

Dissemin.  

level 

Delivery 

date 

From 

Annex I 

Actual 

delivery 

date 

If 

deliverable 

not 

submitted 

on time: 

Forecast 

delivery 

date if 

appropriate 

Status Comments 

 

 

D1.2 

 

 

POPD - 

Requirement 

No. 3 

 

 

WP1 

 

 

1 - UMU 

 

 

Ethics 

Confidential, 

only for 

members of 

the 

consortium 

(including 

the 

Commission 

Services) 

M01 30/09/2018  Submitted 

 

D2.1 
Project 

Handbook 
WP2 1 - UMU Report Public M01 30/09/2018  Submitted 

 

D2.2 
Quality 

Assurance Plan 
WP2 

3 - 

ALEXANDRA 
Report Public M02 31/10/2018  Submitted 

 

D2.3 

Initial Version 

of Project's 

Web Site 

WP2 1 - UMU Other Public M03 30/11/2018  Submitted 

 

 

 

D2.4 

 

 

First Periodic 

Report 

 

 

WP2 

 

 

1 - UMU 

 

 

Report 

Confidential, 

only for 

members of 

the 

consortium 

(including 

the 

Commission 

Services) 

M18 28/02/2020  Submitted 

 

D2.5 
Second 

Periodic Report 

 

 

WP2 

1 - UMU Report 

Confidential, 

only for 

members of 

the 

consortium 

(including 

the 

Commission 

Services) 

M39*2 31/11/2021  Submitted 

 

D2.6 
Final Public 

Report 
WP2 1 - UMU Report Public M39* 31/11/2021  Submitted 

 

D3.1  

Requirements 

and Design 

Templates for 

OLYMPUS 

 

WP3 
1 - UMU Report Public M08 02/05/2019  Submitted 

 

 
2 We use * to mark the deliverables with a revised delivery date from the amendment (3 months 
later than original) 
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Del. no. 
Deliverable 

name 

WP 

no. 

Lead 

beneficiary 
Type 

Dissemin.  

level 

Delivery 

date 

From 

Annex I 

Actual 

delivery 

date 

If 

deliverable 

not 

submitted 

on time: 

Forecast 

delivery 

date if 

appropriate 

Status Comments 

D3.2 

Security and 

Privacy- aware 

OLYMPUS 

Framework 

Impact 

Assessment 

 

WP3 

3 - 

ALEXANDRA 
Report Public M18 27/02/2020  Submitted 

 

D3.3 
OLYMPUS 

Blueprint 
WP3 2 - IBM Report Public M24 31/08/2020  Submitted 

 

D3.4 

OLYMPUS 

User 

Experience 

Design 

Guidelines 

 

WP3 

3 - 

ALEXANDRA 
Report Public M24 24/03/2021  Submitted 

Delayed 

because of 

COVID-19 

D4.1  

Cryptographic 

Design of an 

Oblivious IdM 

System 

 

WP4 
2 - IBM Report Public M14 31/10/2019  Submitted 

 

D4.2 

First Reference 

Implementation 

of Oblivious 

IdM 

 

WP4 
1 - UMU Report Public M22 30/06/2020  Submitted 

 

D4.3 

Second 

Reference 

Implementation 

of Oblivious 

IdM 

 

WP4 

6 - Scytales 

AB 
Report Public M33* 28/05/2021  Submitted 

 

D5.1  

OLYMPUS 

Benchmarking 

and Testing 

Environment 

WP5 
3 - 

ALEXANDRA 
Report Public M12 30/08/2019  Submitted 

 

D5.2 

Intermediate 

Integrated 

OLYMPUS 

Framework and 

Tools 

WP5 
3 - 

ALEXANDRA 
Report Public M17 31/01/2020  Submitted 

 

D5.3 

OLYMPUS 

support for 

extended eID 

models 

WP5 
4 - 

MULTICERT 
Report Public M24 27/08/2020  Submitted 
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Del. no. 
Deliverable 

name 

WP 

no. 

Lead 

beneficiary 
Type 

Dissemin.  

level 

Delivery 

date 

From 

Annex I 

Actual 

delivery 

date 

If 

deliverable 

not 

submitted 

on time: 

Forecast 

delivery 

date if 

appropriate 

Status Comments 

D5.4 

OLYMPUS 

Framework and 

Tools 

WP5 
3 - 

ALEXANDRA 
Report Public M35* 30/07/2021  Submitted 

 

D6.1 
Use-case 

descriptions 
WP6 1 - UMU Report Public M06 15/03/2019  Submitted 

 

D6.2 

First pilots 

deployment 

and initial 

evaluation 

WP6 5 - LOGALTY Report Public M19 31/03/2020  Submitted 

 

D6.3 

Final Pilot 

deployment 

and evaluation 

of User 

Experience and 

GDPR 

compliance 

WP6 
3 - 

ALEXANDRA 
Report Public M37* 30/09/2021  Submitted 

 

D6.4 

OLYMPUS 

Future 

Business 

Development 

WP6 5 - LOGALTY Other Public M39* 31/11/2021  Submitted 

 

D7.1  

Intermediate 

Report on 

Dissemination 

and 

Standardisation 

Activities 

WP7 
4 - 

MULTICERT 
Report Public M18 2/02/2020  Submitted 

 

D7.2 

Business and 

Innovation 

Plans 

WP7 5 - LOGALTY Report Public M18 29/02/2020  Submitted 

 

D7.3 
Public 

Workshop 
WP7 2 - IBM Other Public M24 27/08/2020  Submitted 

 

D7.4 

Final Report on 

Dissemination, 

Exploitation 

and 

Standardisation 

Activities 

WP7 
4 - 

MULTICERT 
Report Public M39* 31/11/2021  Submitted 
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Milest. 

no. 
Milestone title WP no. 

Lead 

beneficiary 

Delivery date 

in Annex 1 

Means of 

verification 
Achieved 

If not 

achieved, 

forecast 

date 

Comments 

 

MS1  

Milestone name Website 

and collaborative tools 

up and running 

 

WP2 
1 - UMU 31/10/2018 D2.2 Yes  Web online. 

MS2 

Use-case requirements 

for OLYMPUS identified 

and made available 

 

WP3 
1 - UMU 28/02/2019 D6.1 Yes  

Uses case 

definition and 

deliverable 

preparation. 

MS3 

Initial dissemination, 

exploitation and 

standardisation plan 

available 

WP6 5 - LOGALTY 31/08/2019 
Internal 

Report 
Yes  

ToC defined and 

initial plan for 

dissemination and 

communication. 

MS4 

First reference 

implementation of 

Oblivious IdM 

components ready to be 

integrated 

 

WP4 
2 - IBM 31/10/2019 D4.1 Yes  

First version of 

components 

available and 

tested by use 

cases. 

MS5 

First OLYMPUS 

Framework integration 

and start of the first cycle 

of testing 

 

WP5 

3 - 

ALEXANDRA 
31/01/2020 D5.2 Yes  

Second round of 

implementation in 

testing phase 

start. 

MS6 

Initial feedback provided 

to WP3-WP5 WP6 5 - LOGALTY 31/03/2020 D6.2 Yes  

Work based on 

this feedback 

started 

MS7 

Second reference 

implementation of 

Oblivious IdM 

components ready to be 

integrated 

WP4 2 - IBM 31/10/2020 

Internal 

report. 

Contributio

n to D4.3 

Yes  

Second version of 

components 

implemented and 

tested  

MS8 

Second OLYMPUS 

Framework Integration 

and start of second cycle 

of testing 

WP5, 

WP6 

3 - 

ALEXANDRA 
28/02/2021 

Internal 

report. 

Contributio

n to D5.4 

and D6.3 

Yes  

Second 

integration 

completed and 

second phase of 

testing started 

MS9 

Business Future 

development workshop 

WP5 
3 - 

ALEXANDRA 
27/10/2021* D6.4 Yes  

Business 

workshop 

completed and 

feedback 

collected 

 

 

3.3. KPIs 
As a way to monitor and evaluate the achievement of the project’s objectives, a 

number of key performance indicators (KPIs) have been defined. These KPIs are 

centred on desirable properties derived from those objectives: efficiency, user 
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perception (user-friendliness…), quality assurance, and project’s impact on 

scientific and business communities. The following tables describe the KPIs 

taken into account throughout the project. 

ID Unit Description 

End 

Users/Tester

s 

Criteria Target 

1 Technical KPIs 

1.1 Enrolment 

performance 

time 

Total time to perform 

enrolment 

End user Practice < 3 seconds 

1.2 Enrolment 

performance 

(client) 

Time to perform enrolment 

on client side 

End user Practice < 2 seconds 

1.3 Enrolment 

performance 

(server) 

Throughput of enrolments 

(no. enrolments in some 

timeslot) 

End user/server Practice > 5000 / hour 

(will depend 

on the 

concrete 

server) 

1.4 Authentication 

performance 

time 

Total time to perform 

authentication 

End user Practice < 2 seconds 

1.5 Authentication 

performance 

time (client) 

Time to perform 

authentication on the client 

side 

End user Practice < 2 seconds 

1.6 Authentication 

performance 

time (server) 

Throughput of 

authentications (no. 

authentications in some 

timeslot) 

End user/server Practice > 5000/hour 

(will depend 

on the 

concrete 

server) 

1.7 Validation 

performance 

Time to validate token on 

Service provider side 

End user Practice < 2 seconds 

2 User Experience KPIs 

2.1 User trust Perceived level of trust in 

solutions using OLYMPUS 

and the use of information 

General public 

/Associate 

partners 

Demonstrato

r evaluation 

and 

questionnair

e 

>70% of user 

that trust high 

o very high in 

the solution. 

2.2 Tool usability App user friendliness, look 

and feel perceived by the 

user (simple to install, easy 

to navigate, provides use 

guidelines and information 

about problems, easy to 

remove). 

General public 

/Associate 

partners 

Demonstrato

r evaluation 

and 

questionnair

e 

Surveys 

should reveal 

that the 

service is 

perceived as 

reliable in at 

least 50% of 

cases 
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2.3 API usability Level of simplicity, 

adaptability and 

functionality perceived by 

developers. 

Developers Practice and 

questionnair

e 

Surveys 

should reveal 

that the 

service is 

readily 

adoptable and 

applicable in 

at least 50% 

of cases 

2.4 API 

completeness 

Level of completeness on 

the API documentation 

perceived by developers. 

Developers Practice and 

questionnair

e 

Surveys 

should reveal 

that the 

service has 

adequate 

documentatio

n in at least 

50% of cases 

2.5 API 

understandabilit

y 

Level of understandability 

on the API documentation 

perceived by developers. 

Developers Practice and 

questionnair

e 

Surveys 

should reveal 

that the 

service has 

clear 

documentatio

n in at least 

50% of cases 

2.6 User 

satisfaction 

General level of 

satisfaction with the 

solution  

General public 

/Associate 

partners 

Demonstrato

r evaluation 

and 

questionnair

e 

>75% users 

satisfied with 

the solution 

 

3 Quality assurance KPIs 

3.1 Number of 

evaluators 

Number of people from the 

target groups that will 

evaluate the corresponding 

tool. 

General public 

/Associate 

partners 

Demonstrato

r evaluation 

>20 

3.2 Average 

number of 

interactions 

Total number of 

enrolments + 

authentications/verification

s divided by the number of 

evaluators. 

General public 

/Associate 

partners 

Demonstrato

r evaluation 

1 enrol per 
evaluator; At 
least 1 auth 
process + 1 
verification 
process per 
evaluator. 
20 to 30 
enrolments 

40 to 60 

authentication 

processes 

3.3 Protocol 

abortions 

number of 

enrolment/authentication 

protocols started but not 

finished. 

General public 

/Associate 

partners 

Demonstrato

r evaluation 

and 

questionnair

e 

< 20% 
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ID KPI Metric Target 

1. Visual Identity & Branding 

1.1 
Design of graphic 

material 

Graphic 

material 

produced? 

Logo created 

Templates 

created  

Brochure 

created 

2. Web Presence 

2.1 Website 

All public 

deliverables 

available for 

download? 

≥ 20 

deliverables 

# news entries 
≥ 48 news 

entries 

# sessions 
≥ 4 000 

sessions 

# unique 

visitors 

≥ 2 500 

unique 

visitors 

# countries of 

origin 

≥ 75 different 

countries of 

origin 

2.2 LinkedIn 

# posts ≥ 25 posts 

# page views 
≥ 250 page 

views 

# unique 

visitors 

≥ 75 unique 

visitors 

2.3 Twitter 

# tweets ≥ 15 tweets 

# impressions 
≥ 10 000 

impressions 

# profile visits 
≥ 200 profile 

visits 

2.4 Youtube 
# videos ≥ 3 videos 

# views ≥ 100 views 

3. Press and Campaigns 

3.1 Number of publications 
# press 

releases 

≥ 3 press 

releases 
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# articles in 

corporate 

publications 

≥ 3 articles 

4. Events 

4.1 
Participation in 

conferences 

# 

presentations 

of OLYMPUS 

in well-known 

conferences 

≥ 15 

presentations 

5. Collaboration with other R&D projects 

5.1 

Other projects 

involvement and 

collaborations 

# projects 

collaborated 
≥ 3 projects 

6. Standardization working groups 

6.1 Standardization activities 

# 

standardisation 

working groups 

engaged 

≥ 3 working 

groups 

# attended 

standardisation 

meetings 

≥ 12 

meetings 

# submitted 

contributions to 

standards 

≥ 1 

contribution 

7. Scientific workshops 

7.1 

Organization/participation 

in scientific conferences 

or workshops 

# scientific 

workshops 

organized 

≥ 2 

workshops 

# participations 

in scientific 

workshops 

≥ 6 

workshops 

8. Publications in refereed conferences 

8.1 Scientific production 

# scientific 

papers/articles 

in refereed 

journals 

≥ 18 papers 
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4. CONCLUSION 

This document has summarized the results obtained within the OLYMPUS 

project, as well as its work division and where and when the results have been 

published (either through deliverables or scientific communications). Namely, the 

project’s technical production has been documented throughout the deliverables 

and has resulted in an open-source repository3 with the implementation of all the 

components involved in the OLYMPUS solution. In addition, the technical and 

theoretical contributions (in various fields, from cryptography to legal research) 

have been disseminated to the scientific community through 25 journal and 

conference publications. What is more, the project has participated in the 

organization of 4 scientific workshops.  

Additionally, the project’s activities have resulted in two fully realized business 

prototypes, plus an extra simple prototype aimed at reaching other developers 

with a use case tied to the current situation of the COVID-19 pandemic as 

background. The prototypes have been applied to relevant real-world scenarios 

to improve existing options thanks to the OLYMPUS infrastructure properties.  

Namely, we developed a prototype for improved authentication (in particular, age 

verification), within the context of the mobile driving licence (mDL) standard (ISO 

18013-5). This includes an mDL issuing authority, the OLYMPUS vIdP, and two 

mobile applications (holder and verifier) to carry out the authentication. What is 

more, we submitted a proposal for day 2 features of the ISO 18013-5 based on 

the OLYMPUS technologies.  

For its part, the CFP (Credit File Profile) use case tackles the issues of current 

processes for SMEs, self-employed workers, or natural individuals to obtain 

financing. With the Credit File platform, instead of needing to physically apply for 

financing, all processes can be done online, while preserving the user’s privacy 

(i.e., minimal disclosure) until after the proposal has been accepted. This is a 

clear advantage for users, avoiding potential discrimination and easing the 

process, but also for financial entities, as data processing and compliance to 

regulations like GDPR is greatly simplified.  

 

 
3 https://bitbucket.alexandra.dk/projects/OL/repos/olympus-identity  

https://bitbucket.alexandra.dk/projects/OL/repos/olympus-identity

