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USER-FRIENDLY SERVICES 

 

ABSTRACT 

  

The aim of WP6 is to work on the validation of the OLYMPUS solution within the 

use cases and explore future business solutions considering a wider 

deployment using OLYMPUS technologies developed and integrated in other 

work packages. The focus is on working on the use cases, validating these 

prototypes and also evaluating them with other stakeholders in order to identify 

a wider deployment for business development and exploitation. 

This document provides and summarizes the elements of the future business 

plan for OLYMPUS prototypes and new opportunities for exploitation. 
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1. EXECUTIVE SUMMARY 

This deliverable presents the results obtained after the evaluation performed by 
external stakeholders and the possible business models resulting from that. 
Also, some new business opportunities were explored, in addition to the two 
pilots developed during the project. 

The deliverable is structured as follows: 

• Section 3 provides an overview of the OLYMPUS framework, including 
its modules and components. 

• Section 4 describes the Business Workshop that it was organized, with a 
characterization of the participants and the results and conclusions 
obtained. 

• Section 5 analyses the use cases from a business point of view and 
focuses on the exploitable results. It also summarizes business models 
and their evolution and describes the new opportunities motivated by the 
stakeholders’ analysis of the project pilots. 

• Section 6 summarizes what other uses could be made of the system. It 
describes some other tasks encouraged by different partners of the 
project. The possible applications are detailed along with the exploitable 
assets of each one. 

• Section 7 concludes the deliverable. 
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2. INTRODUCTION 

This document is the deliverable “D6.4 OLYMPUS Future Business 

Development”, which is part of Work Package 6 “Use cases Validation”. 

This deliverable describes the results from the evaluation with external 

stakeholders related to possible business models based on the demonstrating 

capabilities of the OLYMPUS technologies in real working environments.  

3. PROJECT CONTEXT 

This deliverable focuses on the results that have tangible and commercial 

value. The purpose of this section is to highlight the project context that 

motivates the different new business opportunities and are detailed in other 

sections of this document.  

 

3.1. Technological context 
 

A common challenge regarding online services is how to determine who is 

allowed to access the service and who is not. Traditionally, this has been 

handled by each service provider managing a database with users, their 

passwords and their access rights. This solution does introduce a number of 

new problems, however: The service provider must ensure the password 

database (and the user's password during authentication) is well protected, 

something which is hard to do properly. Furthermore, the service provider 

learns a a lot of information about the user. 

The problem of securely managing passwords has, to a certain degree, been 

managed with the introduction of federated identities. Federated identities 

introduce the concept of an Identity Provider (IdP), which is responsible for 

managing user authentication and handling the security of the user database. 

The service providers trust the IdP and will only need to validate a 

token/signature issued by the IdP, in order to grant a user access to a service. 

This set-up allows the service provider to focus on its core competence (offering 

a service), without dealing with the security issues of user management. The 

security-critical task of user authentication is instead placed at a specialized 

entity, namely the IdP. 

However, the introduction of federated identities does not attempt to tackle the 

issue of user privacy: The IdP knows a great deal about the user and the 

service provider will also learn a number of attributes about the user, as these 

are contained in the access tokens issued by the IdP. Assuming the access 

tokens do not reveal (much) information about the user, the service provider will 

still learn which IdP has the user info and the IdP will learn which service 

provider the user is trying to access, access date and times, frequency, and 
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other metadata. One way to solve this issue is to use privacy preserving 

attribute-based credentials (pABC). The pABC technology allows a user to 

prove its identity to a service provider, without revealing unnecessary 

information. Furthermore, this is done in a manner that does not involve the IdP 

directly, hence making it impossible for the IdP to learn which service provider 

the user is accessing. 

Due to the trust in the IdP, the IdP itself also becomes an interesting target for 

attackers. If an attacker can successfully compromise the IdP, the attacker may 

obtain a much larger user database (compared to if a single service provider 

was compromised). A compromised IdP could also allow the attacker to 

impersonate users on any trusting service providers. As such it is critical that 

the security of the IdP is ensured. 

The OLYMPUS project addresses both issues above: By utilizing distributed, 

threshold password verification protocols, the security of the IdP is improved 

with the introduction of a virtual IdP. The privacy aspect is addressed by using a 

distributed variant of the pABCs mentioned above. Furthermore, another aim of 

the project is to make these technologies easily integrable with existing IdP/IdM 

systems, such as OpenID Connect, SAML or W3C’s Verifiable Credentials. 

 

3.2. Modules and components 
 

The OLYMPUS framework includes both client and server functionality (as well 

as some custom verifier functionality in the case of pABCs). The framework 

aims to be easily integrable and therefore offers only basic functions related to 

the usage of the protocols. How this is used by the various applications, 

depends on the concrete business logic context. For example, the framework 

allows the distributed signing of JWT tokens, however which attributes are in 

the JWT token is context specific and determined by the application using the 

framework. 

The client functionality is fairly simple and mainly relies on executing the 

cryptographic protocols, although some additional client logic is oriented at 

managing distributed pABCs. More specifically, a module transparently 

manages the communication flows with the partial identity providers, the 

cryptographic operations for authentication and exposes simple interfaces like 

registration, change of password, authentication, etc. This module has two 

separate instantiations. The first handles the aggregation of JWT token shares 

in the PESTO approach. The second makes use of an extra component for 

managing pABCs, the credential management component. 

Namely, in addition to executing the cryptographic protocol to combine the 

credentials, the component manages the (optional) storage of said credentials 

and uses them to generate presentation tokens tailored to specific policies. This 

allows the pABCs to be used repeatedly without contacting the OLYMPUS 

servers. 
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As the presentation tokens will be derived using specific zero-knowledge proofs, 

the pABC approach needs a verification component that would be used by the 

relying party (in contrast to the distribute signed JWT tokens that can be verified 

using standard methods). This component simply implements the cryptographic 

functionality necessary to check the validity of the presentation token. 

The server functionality is a bit more complex. Each partial IdP will expose 

through REST interfaces all the necessary functionality, which is mainly carried 

out by three modules. The distributed authentication module handles the 

PESTO cryptographic protocols for distributed password verification and 

manages the attributes associated to a user. The distributed token generator 

creates JWT shares with the RSA-like signatures of the PESTO protocol. Lastly, 

the dp-ABC management module generates credential shares for users.  

In addition to the cryptographic protocol implementations, the server also 

contains components (or extension points) for added functionality: multi-factor 

authentication, validating identity proofs, secure storage and improving security 

of cryptographic implementations. 

OLYMPUS allows the common security step in password-based systems of 

adding extra factors for authenticating a user. A vIdP may allow different 

schemas for authentication, like confirmation emails or sending an SMS to a 

phone number. These MFA methods are defined through an interface, which 

can be implemented by deployers to achieve the specific method that best 

applies to their use case. As a default example, the project includes an MFA 

implementation using Google Authenticator. 

Therefore, a set of OLYMPUS servers will form a virtual IdP (vIdP) and their 

main overall task is to sign user attributes according to some specification. For 

this to be possible, the servers will need to know these attributes and be sure 

about their authenticity and correctness. A user can supply the vIdP with his 

attributes, which in turn will have to be verified they are correct and accurate 

through appropriate identity proofing mechanisms Examples of identity proofing 

could be an X.509 certificate validator or an XML signature validator. In either 

case, the validator checks a signature or similar kind of proof. If the proof is 

valid, the attributes contained are added to a database and may be used in 

credentials or tokens issued by the vIdP. Closely related to this is the possibility 

of connecting any database desired by a deployer to the OLYMPUS server by 

just implementing a simple storage interface. 

In the OLYMPUS framework, the sensitive operations used by the cryptographic 

protocols are isolated to a dedicated interface which comes with a default 

software implementation. This allows a vIdP deployment with higher security 

requirements to replace the default software implementation, both with other 

software implementation (e.g., crypto libraries deemed more secure) or even 

one using Hardware Security Modules (HSM). 
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All these components and assets can be found on the OLYMPUS public 

repository1. The theoretic development of cryptographic primitives, an asset in 

itself, is described in project’s deliverables and published papers. In summary: 

• Cryptographic primitives: 

o The Pointcheval-Sanders Multi-Signatures scheme. 

o The PESTO distributed authentication protocol 

o A custom implementation of range proofs from Bulletproofs [3] 

• Server side: 

o d-pABC issuer 

o Distributed authentication (password verification and MFA) 

module 

o Distributed token issuer 

• Client side: 

o d-pABC client 

o Distributed authentication module 

• Service provider side: 

o d-pABC verification library 

o Distributed token verifier 

The project has had three deployments (a generic use case for demonstration2, 

and the two use cases developed within the project: Credit File and mDL) which 

relied on the generic modules and extra components and assets: 

• Credit File: 

o The Credit File application 

o Identity proving interfaces (e.g., signed XML verification) 

• mDL: 

o Mobile Driver License Issuing Authority 

o Identity proving interface (i.e., mDL verification) 

o mDL Holder application 

o mDL Verifier application 

• Generic use case: 

o Front-end for OIDC integration 

o Mobile application for p-ABCs 

  

 
1 https://bitbucket.alexandra.dk/projects/OL/repos/olympus-identity/  
2 https://bitbucket.alexandra.dk/projects/OL/repos/usecase-3/  

https://bitbucket.alexandra.dk/projects/OL/repos/olympus-identity/
https://bitbucket.alexandra.dk/projects/OL/repos/usecase-3/
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4. BUSINESS WORKSHOP 

By the end of the project, after having concluded all technical deliverables and 

results and conducted a thorough process of evaluation of the pilots, it was the 

best moment to prepare and organize a Business Workshop to present the 

different implementations carried out during the project. 

The workshop was open to any professionals with an interest in the field of the 

IdM technologies, but specifically targeted to: 

- CEOs and CIOs from companies based on IdM technologies to learn 

about new trends. 

- IdM users and developers interested in privacy-preserving solutions. 

- Innovators in the area of IdM. 

The webinar was based on the following subjects that summarize the contents 

of the workshop: 

- OLYMPUS distributed technology allows password fragmentation and 

increases the security of traditional passwords. 

- OLYMPUS mDL use case enables selective disclosure revealing 

merchants the strictly necessary data for the purchase of the product. 

- OLYMPUS Credit File use case enables the generation of an 

anonymized credit file that is presented to the financial entity to study the 

viability for the request of a loan. Additional personal data are only 

revealed after the decision of the financial entity. 

- OLYMPUS framework and eIDAS regulation. 

The workshop was organized in collaboration with eIDForum and Scytales 

Studios with the idea of reaching as many professionals as possible. They 

helped with the organization, preparing a website to promote the workshop and 

for the people interested to register and with the logistics related to the day of 

the sessions.  

Because of the current pandemic situation, the workshop had to be organised 

as an online webinar with different sessions that were performed by some of the 

partners of the project. In these sessions, the OLYMPUS team explained the 

objectives of each use case and presented a demo of their functionality. Also, 

there were some sessions covering the general purposes of the OLYMPUS 

project, its legal implications and the contributions and future steps regarding 

current regulations. After all the sessions finished, there was a time slot 

dedicated to discussing the future of this technology. It was intended also to 

evaluate the interest about the pilots and the technology generated among the 

different participants and stakeholders registered. 

The workshop took place on the afternoon of October 27th, 2021 and had a 

duration of two hours. The agenda was as follows: 
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✓ 15:00 - Welcome and workshop objectives: 

chair Geoff Slagle from SCY  

✓ 15:05 - OLYMPUS project approach and benefits: 

Antonio Skarmeta from UMU 

✓ 15:20 - OLYMPUS mDL use case and demo: 

Georgia Sourla from SCY and Nuno Ponte from MUL 

✓ 15:40 - OLYMPUS Credit file use case and demo: 

Noelia Martínez from LOG 

✓ 16:00 – OLYMPUS and eIDAS interoperability: 

María Cristina Timon from UMU 

✓ 16:15 - Conclusion and future opportunities: 

Antonio Skarmeta from UMU 

✓ 16:20 - Open round table about the business opportunity. 

 

✓ 17:00 – End of the workshop. 

During the preparation of the workshop, different actions took place in order to 

generate interest around the assistance to the webinar. For example, several 

emailing campaigns were organized. Their purpose was to send the information 

about the workshop to customers and possible stakeholders. Also, by this kind 

of campaign, we tried to get the maximum number of people to register among 

the different stakeholders. Also, in addition to contacting several stakeholders 

directly, it was announced on social media and on some of the corporate webs 

of the partners of the project. 

This workshop was recorded and uploaded for any people interested in 

watching it and it is accessible using the next link:  

https://www.youtube.com/watch?v=oQLFC6JsYBI 

 

4.1. Participants 
 

As mentioned earlier in this section, different actions took place during the 

preparations of the business workshop in order to generate interest among the 

different potential stakeholders. As a result of these actions, we found that 

almost 70 professionals were pre-registered for the workshop. 

Once we counted with the agenda of the webinar and we proved that there 

were some stakeholders interested, both eIDForum and SCY Studios, as 

commented before, helped us prepare all the logistics for both the website with 

the final registration mechanism (https://www.scytales.com/olympus-workshop-

2021-registration) and the organization during the workshop. This resulted in a 

total of 63 professionals registered to attend the webinar. 

Among these professionals, and in addition to our partners in the consortium, 

we counted with a couple of members of the European Commission and had a 

https://www.youtube.com/watch?v=oQLFC6JsYBI
https://www.scytales.com/olympus-workshop-2021-registration
https://www.scytales.com/olympus-workshop-2021-registration
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representation of different organizations and sectors. A summary of them is 

presented in the following list: 

- Acuant 

- A-SIT Austria 

- Astrea 

- Atos Spain S.A. 

- Cheqd 

- Computer Technology Institute and Press "Diophantus" 

- Conceptivity / ECSO 

- Finnish Transport Safety Agency 

- GET Group 

- GFT Italy 

- GO-HBD AB 

- ID Control 

- ID4All 

- Identitas Consulting 

- NabuAdvisors 

- Open Canarias 

- OSIA 

- SafePay Systems Ltd. 

- Sealed 

- Secure Identity Alliance 

- SigneBlock 

- Signicat AS 

- Softlock  

- Thales 

- Trust SEC 

- Universidad de Córdoba 

- UTS 

- Veridos GmbH 

Furthermore, they were provided with a questionnaire about the technology that 

was presented to them with some demographic questions that would serve to 

know more information about the participants in the workshop up to a certain 

extent. Not many of the assistants answered this questionnaire, we count with 

15 responses, but the results are of great value to the project anyway. 

Regarding the profile background of the participants, there was a mix of 

different business profiles, being several of them in the project manager role, as 

represented in the following graphic.  
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In relation to the field of expertise of the professionals attending our business 

workshop, there was a clear predominance of people working in security and in 

IdM, as expected because of the target that we wanted to have in the webinar. 

All the responses are displayed in the next graphic. 

  
As depicted in the chart below, the participants came from different professional 

sectors, working half of them in public services and service providers entities. 

 

 



14 

This project has received funding from the European 

Union’s Horizon 2020 research and innovation program 

under grant agreement No 786725 

 
 

 
 

4.2. Questionnaire results 
 

After the general questions, the participants answered a series of questions 

related to the workshop’s contents to learn what was the attendees’ previous 

knowledge of the technologies presented in the webinar. 

The first of the questions was about if they were familiar with the technologies 

related to the project before attending the webinar. The results showed that 

most of them had heard about Single Sign-on technologies, data minimization, 

and privacy-preserving but there was less knowledge about distributed crypto 

graphic technologies or ObLivious Identity management. 

 

Entering in the questions that were more specific to OLYMPUS, its technologies 

and the different aspects presented during the webinar, the participants 

answered a question about how important they found the different functionalities 

offered by the solution. The features better considered by most of the 

respondents were the Single Sign-On technologies and the privacy-preserving 

IdM.  

 

In relation to the potential anonymity aspects of using Olympus as a general 

SSO solution, the questionnaire had different questions about that. More than 

half of the participants in the questionnaire thought that aspects as the IdPs not 

learning the users’ actual attributes or the IdPs not learning which SPs user 

access were extremely important. Only half of the participants thought that the 

fact that the different SPs cannot know if they share the same user was 

something extremely important. 
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About the usefulness of a solution like the OLYMPUS framework, all 

participants in the questionnaire thought that it was useful to some extent, being 

extremely useful the response of slightly more than half of the respondents. 

 

When asked about the reasons because they found the solution useful, they 

gave great importance to the fact of preserving privacy and data minimization, 

particularly data protection environments, preventing tracking as a way to get 

users to trust in the solution and do not fear that their data would be stolen or 

misused. Some of them thought that it depends on the adoption of the 

technology and on the way the system is built regarding online or offline 

authentication. 

The next question was about which benefits the participants envisioned for 

OLYMPUS regarding the information provided and their own expertise in the 

field, related to their personal or professional challenges. Based on that the 

results showed the benefits ranked in this order of importance, as it is presented 

in the following graphic: 

- Eliminating the identity provider (IdP) as the single point of failure. 

- Reduce point of failure in centralized versions. 

- Reduce gaps in actual IdM in managing privacy aspects. 

- Provide the user control over their attributes. 

- User-friendly authentication. 

- Easy integration with existing IdM technologies. 

- Avoid impersonation. 
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In what regards to envisioning the use of the OLYMPUS technology in one of 

the participants’ services or products, more than half of the respondents found it 

interesting to use the entire framework with only little changes. Also, almost 

80% of the participants thought that they would use some parts of the software 

in their environments and 73% responded that ideas about the project could be 

used in their services or products. 
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Another question was about what type of potential services could be of interest 

to the respondents if commercialization of the OLYMPUS solution would 

happen. In this case, a variety of answers were offered to the participants to 

learn what would be the most demanded option for OLYMPUS among: 

- Solution installation and configuration. 

- Training. 

- Updates and technical support. 

- Customization. 

- Consultancy. 

The results (see charts below) showed that the most interesting option was the 

customization of the solution followed by consultancy, solution installation and 

technical support. It seems that the option that was less attractive is offering 

training. 
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Finally, the participants were asked about which features they missed in the 

solution presented to them in order to consider adopting it. Some of them 

mentioned aspects related to the implementation as developing a wallet or 

having the possibility of performing the back-office management with Web UI. 

Others were concerned about the problems that a future integration could have 

when integrating the solution within operational systems like a CRM, adapting 

the solution to the service providers or its interoperability with self-sovereign 

identity solutions. Some participants still had doubts about security and the 

costs of maintenance and updating when trying to be ahead of hackers. Also, 

there were some respondents that missed knowing more about the 

technologies in place and their future alignment with eIDAS2 European Digital 

Identity Wallets and EBSI. 

Furthermore, some of the participants gave their contact data in order to form a 

group of interest about the technologies and the solution presented. They 

expressed their consent to be contacted about the conclusion of the project and 

updates about the project progress. 

 

4.3. Conclusions 
 

The results of this business workshop show that there is still some lack of 

knowledge about these technologies and it is not clear for many how this 

solution could be of interest in most of the traditional IdPs in use currently. Still, 

there is a sense of untrust in the organizations that will manage the data and 

that seems something could be valuable to address in future work to increase 

interest in this kind of solution. 

The participants were interested in learning more about the solution and its 

possible applications because, in general, they thought that it could be useful 

for them if different schemas were available. Regarding that, another subject 

that was relevant during the open discussion time was to make clear that the 

implementation and some examples of usage are available in the project online 

repository for any developer interested to examine.  
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A point of concern mentioned in this space of discussion was the potential 

usability of the solution to improve the user experience and to try to get them to 

use this kind of application. It seems that these approaches have a positive 

effect on the users, at least based on the results obtained during the evaluation 

of the use cases and following the idea of keeping the solution simpler, at least 

on the user’s side. 

During this discussion, there were some new ideas and potential areas of 

collaboration. Some of these new applications were identified in the public 

sector using a cumulative collection of attributes to get social benefits. The 

same goes in relation to managing eGovernment services interrelated with 

contributions to eIDAS. Also, it was mentioned the collaboration with the health 

care sector in relation to the pandemic situation. 

These results along with the ones collected from the evaluations of the use 

cases show two paths of work to follow in order to increase the user trust in this 

solution and to make it more attractive for them. One of the paths is related to 

the developer side of the research and the other is focused on identifying new 

business opportunities as the ones presented in this document. 

5. FUTURE EXPLOITABILITY SOLUTIONS  

In this section, this deliverable will focus on the exploitable results that are 

directly related to the application of the use cases that this project covers.  

 

5.1. mDL use case 
 

The mDL is designed to mainly serve the purpose of secure face-to-face 

identification, using an official identity document in an electronic format 

contained in a mobile device. This serves as an alternative to the physical 

document and it is another way to verify oneself using just the user’s mobile 

smartphone. The mDL app can be used for various purposes, such as age 

verification in a shop or nationality verification when crossing a border. 

Let’s examine the case where a citizen is willing to acquire some age-restricted 

good or service (e.g. a purchase in a liquor store). In order to be able to prove 

that his or her age is above the legal minimum, the citizen should provide the 

merchant some kind of identification. In this case, the merchant is going to learn 

much more information about the citizen than the absolutely needed one, such 

as full name or address. On the contrary, in the mDL use case there is no need 

of disclosing the full data of one’s ID. Instead, the citizen, using the mDL 

application, shall provide only the needed information about age, making proof 

that he or she is older or younger than a certain age limit, without effectively 

revealing the date of birth. 
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In order to achieve this, the user should first install the mDL Holder app and 

register for an account in an Olympus based Identity Provider, which would 

probably be the mDL Issuing Authority itself. They can also download their 

personal info and securely store it in the mobile device for later offline usage. 

This procedure will provide the user with a data structure with the Driver’s 

License information authenticated by the Issuing Authority. When the user 

needs to prove his/her age, a peer-to-peer connection would be established 

between the user’s device and the merchant’s equipment with the mDL Verifier 

app, in order for the user to obtain the access policy. As long as the user gives 

his/her consent for sharing the requested data, an authentication token shall be 

generated and sent to the verifier app. 

The procedure described above can be performed even if the holder and/or the 

verifier are not online and cannot receive the most recent data from the Issuing 

Authority. This can be achieved since the mDL Holder app contains all mDL 

data stored in the device and can also provide a proof to the verifier that the 

sent data are authenticated by a commonly trusted IA. 

Being able to be verified in offline mode is very useful not only for the holder, 

but also for the verifier. In the case of a purchase in a liquor shop, it is the 

holder that might not be able to establish an internet connection in order to be 

authenticated via the IA. But there could be scenarios where the verifier is not 

able to establish an internet connection either, i.e. an officer in the suburbs who 

wishes to check a citizen’s id or driver licence.  

A more detailed explanation of the business model is presented in the next 

subsection. 

 

5.1.1. Age verification 
 

In many countries around the world, especially in those without a national ID 

card, the Driving Licence (DL) is the identification document commonly used for 

authenticating individuals. Further to merely ascertaining driving privileges, the 

usage scenarios of DLs include name verification, address checking and age 

proof. 

The ISO 18013 series set the standards for an interoperable international DL, 

including an electronic version in a smartcard form factor (part 3) and the novel 

and much awaited version for mobile devices - part 5 for Mobile Driving Licence 

(mDL). 

The mDL specification ISO 18013-5 has a strong emphasis on security and 

privacy. It is designed to follow the data minimization principle, protecting the 

mDL holder’s privacy, in addition to the integrity and authenticity of the mDL 

data. However, the design solution adopted in the ISO 18013-5 standard is 

suboptimal, in the sense that it does not scale well as more personal attributes 

are requested and not flexible enough to easily accommodate further biographic 
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data elements or intricate use cases such as age proofing of “older than 17 and 

half years?” This is especially the case since multiple Issuing Authorities are 

responsible to define the different personal attributes. 

The Olympus technology improves a step further the privacy protection and 

allows a broader set of use cases with a more flexible and elegant solution. For 

example, age proof can be checked against any arbitrary value required by the 

verifier without ever revealing the birthdate. It also provides the option of offline 

verifications for not only the holder of the mDL, but also the verifier. This has 

two advantages as, on one hand, it gives the ability to a verifier to perform 

checks even when he has no internet access. On the other hand, since the 

verifier does not communicate with the vIdP during a verification process, the 

IdP does not learn the services the mDL holder asks access for, thus enhancing 

even further the user’s privacy. 

Furthermore, an mDL Issuing Authority (IA) may split the Identity Provider (IdP) 

- required for the online ISO 18013-5 authentication method - into several 

idempotent instances, thus splitting knowledge between them, minimizing the 

impacts of a compromise on n-1 instances and preventing tracking of users in a 

single instance. This is also important for Issuing Authorities that will for the first 

time provide online identification services and are hesitant moving into online 

services provision. 

Therefore, in the case of the mDL the Olympus technology is mostly targeted to 

Issuing Authorities (i.e. National Competent identification authorities, 

International Organizations, Enterprises etc). Once it is adopted in an mDL, the 

Verifiers can become also consumers of the technology, required to be 

integrated into the validation software (for example at POS, checkpoints and 

online services). In this sense, the verification points will be simultaneously an 

end user and customer. The estimated setup cost for a country of about 10M 

population will be around 3M € and it is expected to engage around 30 persons. 

This cost will be covered initially by fund raising and then by application fee. 

The expected profit for that case of country is around 6M €. 

A Lean Canvas diagram is presented below, describing the purpose and 

characteristic of the explained business model, followed by a summary of the 

Age Verification KER. 
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KER exploitation summary tables 

 

KER Name: Age Verification 
_______________________________________________________________ 

Describe in few lines the 
product/service you will offer 
or, if this is not the case, how 
you are going to use the 
scientific outcomes developed 
thanks to the R&D project 

Verify that a customer’s age is above a 
certain limit, without learning his/her actual 
age or any other personal information. 

Problem identified 
 
 

Customers usually need to show an ID 
(physical or mobile) that reveals all their 
personal info. Data minimization is needed 
to protect customer privacy 

Solution proposed 
 
 

An identity management framework that 
reveals only the absolutely necessary part 
of information needed (i.e. age>18? 
Yes/No), through a mobile driving licence. 
A distributed system with advanced 
cryptography that can resist to n-1 attacks 
(in n IdPs) 

Current solutions 
(competition) 
 

Signed claim can be passed to achieve age 
verification but it is still susceptible to 
backend attacks. 

Unique Value Proposition - Age verification without revealing date of 
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Competitive advantage 
 

birth. 
Verifier does not need to contact IdP for 
verifications. 
Offline verification is supported. 
Distributed solution for IdPs, resistant to n-1 
attacks. 

Who are the customers - 
Market 
 

mDL Issuing Authorities 
Companies needing age verification (i.e. 
POS for age restricted goods) 

Business model (how you will 
generate value out of the KER) 

Offer the OLYMPUS solution to mDL IAs 
and provide compatible mDL verifiers to 
verification companies. 

Early adopters 
(whom you will address first) 

Liquor Store chains and Issuing Authorities.  

Go to market approach (how 
you will reach out Early 
adopters) 

Direct approach to mDL Issuing Authorities 
Participation in numerous mID-eID fora. 

State of the art – IPR status No patent 

Company/Organization history 
 

Scytáles is a company that aims to enable 
customers in performing operations online 
and offline for Authentication, Traceability, 
and Connectivity via interfaces, as well as 
access digitally stored information. 
 
Multicert is an eIDAS Qualified Trusted 
Service Provider (QTSP) operating in the 
PKI industry since 2002. All PKI 
components are exclusive technology 
developed by Multicert. Multicert is active on 
the standardization of the mobile Driver 
Licence (mDL) specified in ISO 18013-5, 
mainly responsible for specification of the 
trust model and interoperable certificate 
profiles. 

Team responsible for 
implementing the roadmap 
 

Scytáles 
 
Multicert 

Financial needs 
 

Scytáles: Seed funding 
 
Multicert: own resources for solution 
development. Grants or subsidies for 
participation on standardization groups. 

Sources/actions to secure 
resources 

Scytáles: Fund raising 
 
Multicert: own resources 
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KER’s Exploitation route 
(how the KER will be further exploited – Select only an option) 

Selected route Implementing actor Yes 
D

IR
E

C
T

 U
S

E
 

Commercialisation: deployment of a 
novel product/service (offered to the 
target markets) 

One partner ✓ 

A group of partners  

Contract research (new contracts 
signed by the research group with 
external clients) 

A partner  

A group of partners  

A new research project (application 
to public funded research 
programmes) 

A partner  

A group of partners  

Implementation of a new university - 
course 
(Note that a training course is a 
service) 

A partner  

A group of partners  

A new partnership  

IN
D

IR
E

C
T

 U
S

E
 

Assignment of the IPR A partner  

A group of partners  

Licensing of the IPR A partner  

A group of partners  

Development of a new 
legislation/standard 

A partner ✓ 

A group of partners  

Spin- off A partner  

A group of partners  

By assignment  

By licensing  

 Other (please describe) 
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Exploitation Roadmap (Syctáles) 
(Actions to implement after the expiration of the EU grant)  

Briefly describe 
actions planned 3-6 
months after project 
end 

Approach mDL IAs and make contact with verifying 
agencies/companies to communicate the advantages 
of the OLYMPUS solution in mDLs 

Roles for partner 
involved 

Partners will contribute to the overall effort, based on 
their individual skills and commitments 

List milestones and 
monitoring 
parameters 

Prepare the pitch deck and the results for the MVP 
justification 
Raise seed funding and get some initial traction (1-2 
paying customers) 

Impact in 3-year time? 
(jobs created, 
investments 
mobilized, turnover 
generated) 

About 30 persons will be involved in developing the 
needed infrastructure, application details and support 
the offered solution. In 3 years we expect total 
revenue of 20M €. 

 

 

 

Exploitation Roadmap (Multicert) 
(Actions to implement after the expiration of the EU grant)  

Briefly describe 
actions planned 3-6 
months after project 
end 

Keep supporting discussions on using pABC in mDL. 
Follow the European Digital Identity Wallet 
specification works and raise awareness about 
pABC. 

Roles for partner 
involved 

Raise awareness at the highest levels to highlight the 
benefits of pABC and make it required in ID schemes 
and/or included as industry best practice. 

List milestones and 
monitoring 
parameters 

Follow discussions on ISO 18013-7 (mDL Day 2 
features) and European Digital Identity Wallet 
Seek for funding to participate on standardization 

Impact in 3-year time? 
(jobs created, 
investments 
mobilized, turnover 
generated) 

7 new persons to be involved in developing, 
deploying and maintaining solutions related to mDL. 
 
In 3 years we expect total revenue of 4,5M €. 
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Financials (Scytáles) 
(Cost partners will incur after the end of the project and how to cover tem) 

Cost estimation to 
implement planned 
activities (1 year, 3 
years). 

The estimated setup cost for a country of about 10M 
population will be around 3M €. 

Projected revenues 
and eventual profits 
over the next 1-3 
years? 

The corresponding profit will be around 12M €. In 3 
years we expect total revenue of 20M €. 

Financial needs and 
sources to cover initial 
budget 

App fee 

Timeline for the 
funding 

Deployment through RFP or direct contract deal 

 
 

Financials (Multicert) 
(Cost partners will incur after the end of the project and how to cover tem) 

Cost estimation to 
implement planned 
activities (1 year, 3 
years). 

Not disclosed. 

Projected revenues 
and eventual profits 
over the next 1-3 
years? 

In 3 years we expect total revenue of 4,5M €. 

Financial needs and 
sources to cover initial 
budget 

For each selling, revenue is divided into an initial 
investment to cover the project phase and then 
periodic (e.g. yearly) support & maintenance fees. 

Timeline for the 
funding 

Funding depends on project awarding from Issuing 
Authorities. RFPs expected for Q2 2022. 

 

5.2. Credit File use case 
 

Nowadays, the process of getting funding for SMEs, self-employed workers or 

natural individuals takes more time than what it would seem to be necessary 

and requires going to the branch office for obtaining it.  

This process requires the customer to identify himself, grant some signed 

consents to allow access for the entity to the user’s financial data and, since the 

GDPR 2016/679[1] took effect, they have to be stored by the entity. In case of 

not storing them, the entity will be charged with significant penalties. But the 

consents are not the only documents that the entity must keep: it has to store 

the required documents as proof of the client’s information. All of that before 

knowing if the user request is going to be accepted or not.  
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Since the customer has to provide a full identity with all his personal 

information, even the data that is not required for the process, and to present 

himself physically in the branch office, some kind of bias or discrimination can 

be revealed during this process that could be the reason of not granting the 

funding request.  

Self-employed workers are more likely to request funding or to begin high-risk 

operations than natural individuals and with other implications. As an example 

of this, it is safe to say with the data provided by INFORMA[2] for a company 

from the insurance sector that, with almost 13 500 funding requests performed 

during 2019, an average of 28% of them were denied due to lack of trust on the 

right use of the provided data.  

Taking into account all of these motivations it is possible to conclude that a 

change of paradigm is needed. All of this could be solved using an ecosystem 

that allows the process to be online and to only use anonymous information that 

comes from a financial report that contains all the user’s required information. 

That is the aim of this use case by integrating an oblivious IdM to allow the 

entity to have anonymous but verified access to the required data sources, to 

decide whether to grant the funding or not. With this new scheme, the entity 

would not have to store any personal details of the customers. It consists of an 

online platform where users can create and manage their digital identity and 

their credit file, with information gathered from different institutions, to perform 

funding requests to more than one entity, using only the required information for 

each one. 

It eases the process for customers that do not have to present themselves 

physically and they only provide the minimal amount of information required for 

the entity. And the process is easier also for the entities because, in addition to 

not storing the customers' personal information, the entity’s response is 

performed and provided quickly. 

Currently, this process is supported by the World Bank’s International 

Committee of Credit Reporting (ICCR) and its focus on making the financial 

inclusion a reality, by its work in some new initiatives for making finance more 

flexible and accessible. 

Although this use case showed a promising future at the beginning of the 

project, it needed a joint exploitation collaboration with an external organization 

to be able to operate it. This external organization would be in charge of the 

elaboration of the financial report and, during the project, both their strategic 

plan and their priorities changed. The pace at which their work is advancing is 

not suitable to consider it as an actual part of the future business plan and that 

does not allow us to envision it as a possible business opportunity, at least for 

the moment. 

Even though the evolution of the exploitation of the credit file use case as 

presented does not seem viable in the short term, the search for new business 
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opportunities and stakeholders has continued. This resulted in the identification 

of new business opportunities that are detailed in the following subsections. 

 

5.2.1. Qualified certificate platform extension 
 

There are very different platforms across the Internet that have some kind of 

access restriction policy. The most common policy is the one based on not 

allowing to enter users below a certain age or allowing access only to users 

from some country. These types of policies are justified because of the contents 

of the platform or the regulation about the taxes related as it happens with the 

gambling platforms. 

In those cases, there is not a standard method to prove the age or the country 

of residence of the user that is trying to register. Currently, many of these 

platforms ask for the use of credit cards for proving that. This method is 

something that does not increase the user trust in the platform even if they are 

going to use this credit card in the following steps on the site. 

Based on the fact that we are a qualified trust service provider, in accordance 

with the eIDAS regulation and that we offer qualified services based on the 

administrative authorization granted by Spain’s government, we have 

envisioned here a possible new business model that we have started to 

promote among different departments.  

We have been working for a couple of years in the development of a platform 

called Certy. This platform is a centralized remote platform for qualified 

certificates and, in fact, we have been making use of Certy as a certificate 

provider for the Credit File use case. This platform can issue different types of 

qualified certificates that allow the user to perform strong authentications and 

qualified signatures. All these certificates are issued to people over 18 years old 

and have the 'Country Name' attribute, from which the Country of residence or 

nationality of the signer can be extracted. 

This platform can be extended by using the features OLYMPUS framework 

provides for it to act as a proxy between the user and the restricted platform. 

This will provide the platform with the assertions of the attributes it needs to 

grant the user’s access from the user’s qualified certificate. In order to do that, 

the certificate should be created before accessing the platform. That way, with a 

previous successful authentication process, the platform will only have the 

specific information it needs to assure that the user complies with some specific 

access policies and if they do so, grant their access to the site. 

The costs are derived from the programming hours required for the final 

implementation of the service, in addition of the time required for quality testing 

and system maintenance. 
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A LEAN canvas diagram is presented next to describe in a more detailed way 

the purpose and characteristics of the explained business model, followed by a 

summary of the Certy platform extension KER: 

 

 

KER exploitation summary tables 

 

KER Name:  
Qualified certificate platform extension 

Describe in few lines the 
product/service you will offer or, 
if this is not the case, how you 
are going to use the scientific 
outcomes developed thanks to 
the R&D project 
 

An extension to the functionality of our 
existing platform dedicated to the issuing 
and later use of qualified certificates by 
the usage of the distributed password 
and attributes anonymization features. 
This extension will be used as an 
intermediary in the authentication 
process in some age-restricted 
platforms. 

Problem identified 
 
 

There is not a strong system of identity 
validation when using restricted webs or 
platforms (age, location, country, etc) 
and that allows any user to access them. 

Solution proposed 
 
 

To use the OLYMPUS framework in 
combination with our strong qualified 
certificate to validate that a user 
complies with the specific restrictions of 
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a particular web and to provide more 
strength to the current login systems. 

Current solutions (competition) 
 

The most common way to prove if the 
users comply with age-restrictions is to 
use their credit card. 

Unique Value Proposition - 
Competitive advantage 
 

A system that acts as an external 
provider of strong verifiable identities for 
different systems or platforms. Common 
and easy to use log in system for any 
user. 

Who are the customers - Market 
 

Age-restricted platforms. Location-
restricted platforms. Gambling or adult 
platforms. 

Business model (how you will 
generate value out of the KER) 

To add value to our products by 
incorporating the functionalities 
described above. 

Early adopters 
(whom you will address first) 

Highly sensitive data protection 
environments. 
 

Go to market approach (how you 
will reach out Early adopters) 

Mid 2022. 

State of the art – IPR status 
 

No patent. 

Company/Organization history 
 

Logalty has its Certified Contracting, 
Communication and Digital Identity 
Solutions integrated into the banking and 
insurance processes developing the 
multichannel business, with full usability, 
regulatory compliance and probative 
effectiveness. Logalty generates and 
safeguards effective electronic evidence 
by Distributed Intermediation. 

Team responsible for 
implementing the roadmap 
 

Logalty. 

Financial needs 
 

1 000 hours of development 
300 hours for QA testing and systems 
maintenance 

Sources/actions to secure 
resources 
 

Logalty internal approval of the project 
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KER’s Exploitation route 
(how the KER will be further exploited – Select only an option) 

Selected route Implementing actor Yes 
D

IR
E

C
T

 U
S

E
 

Commercialisation: deployment of a 
novel product/service (offered to the 
target markets) 

One partner ✓ 

A group of partners  

Contract research (new contracts 
signed by the research group with 
external clients) 

A partner  

A group of partners  

A new research project (application 
to public funded research 
programmes) 

A partner  

A group of partners  

Implementation of a new university - 
course 
(Note that a training course is a 
service) 

A partner  

A group of partners  

A new partnership  

IN
D

IR
E

C
T

 U
S

E
 

Assignment of the IPR A partner ✓ 

A group of partners  

Licensing of the IPR A partner  

A group of partners  

Development of a new 
legislation/standard 

A partner  

A group of partners  

Spin- off A partner  

A group of partners  

By assignment  

By licensing  

 Other (please describe) 
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Exploitation Roadmap 
(Actions to implement after the expiration of the EU grant)  

Briefly describe 
actions planned 3-6 
months after project 
end 
 

Include in the company’s roadmap for 2022 and 
identify the potential stakeholders to start meeting 
with different stakeholders to get funding. 

Roles for partner 
involved 
 
 

Logalty will contribute with the overall effort and 
contacts for searching funding and seek interests. 

List milestones and 
monitoring parameters 
 

Logalty's digital identity services with enhanced 
privacy and security capabilities in 2022 

Impact in 3-year time? 
(jobs created, 
investments 
mobilized, turnover 
generated) 

No direct incomes are expected 

 

 

Financials 
(Cost partners will incur after the end of the project and how to cover them) 

Cost estimation to 
implement planned 
activities (1 year, 3 
years). 

The estimated cost will be around 63.500 € 

Projected revenues 
and eventual profits 
over the next 1-3 
years? 

No direct incomes are expected, although it is 
planned to increase the number of clients and 
customer satisfaction 

Financial needs and 
sources to cover 
initial budget 

100% of the cost of development and operating 
hours 

Timeline for the 
funding 
 

Early 2022 

 

5.2.2. National and regional associations of lawyers 
 

Currently there are no automated search services for financing, and if you go in-

person to the financial institutions, you cannot maintain your privacy when 

seeking financial support, regardless of obtaining or not obtaining the financial 

loan. 

We have identified an implementation of the OLYMPUS architecture for the 

national and regional associations of lawyers, making available to its members 
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a new service for seeking financing for debts acquired in the courts, with the 

advantages of security and privacy offered by OLYMPUS framework. 

The applications of the OLYMPUS IdM solution developed during this project 

cover a broad range of possible solutions. The possibilities range from 

guaranteeing privacy on the use of the provided information when handling 

personal data, to restricting access to areas for individuals below a certain age. 

There are late payments not associated with financial obligations. Part of this 

delayed payment is generated in judicial resolutions where a creditor, normally 

the one who wins the sentence, and a debtor, the one who loses it. 

The debtor has the option of going to the financial market to finance his debt 

and/or can access credit companies. 

There is the possibility of enabling a platform that allows debtors (individuals or 

companies) to access a credit market in order to settle their debts. 

This platform would allow the debtor, without exposing his identity, to provide a 

set of contrasted information by public and private organizations guaranteeing 

the authenticity of this economic-financial information (credit file). 

The debtor, signing mandates would allow the platform to access different 

public and private organizations to collect all the necessary information to be 

presented later to the credit entities. Depending on the type of loan and the 

amount, the information needs could change. The resulting credit file would be 

sent to all the credit entities associated (financial or not) to this platform; and 

each one will know the information, but not the identity, so the organization 

would make its loan offers to the debtor. 

Once the debtor evaluates the offers and accepts one of them, he enters in 

negotiations with the lender. 

The costs are derived from the programming hours required for the final 

implementation of the service, in addition of the time required for quality testing 

and system maintenance. 

A LEAN canvas diagram is presented next to describe in a more detailed way 

the purpose and characteristics of the explained business model, followed by a 

summary of the Association of lawyers’ platform KER: 
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KER exploitation summary tables 

 

KER Name:  
National and regional associations of lawyers’ platform 

Describe in few lines the 
product/service you will offer or, 
if this is not the case, how you 
are going to use the scientific 
outcomes developed thanks to 
the R&D project 
 

A new platform targeted to the national 
and regional associations of lawyers, 
that would make available to its 
members a new service for seeking 
financing for debts acquired in courts. 

Problem identified 
 
 

There are some delayed payments 
generated from judicial resolutions that 
do not cause financial obligations and do 
not go through the same circuit to get 
financing to settle them. 

Solution proposed 
 
 

To develop a new system for allowing 
debtors to access the credit market and 
pay their debts. 

Current solutions (competition) 
 

None identified that does not require for 
the user to go to the financial institutions 
physically. 
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Unique Value Proposition - 
Competitive advantage 
 

A system that assures the privacy of the 
debtors when seeking financing until 
they are approved by the institution to 
get the loan. 

Who are the customers - Market 
 

Debtors of legal resolutions. 

Business model (how you will 
generate value out of the KER) 

Generating transactions in our core 
business by exploiting the privacy 
capabilities of the Olympus architecture 
for financial seekers. 

Early adopters 
(whom you will address first) 

Debtors of legal resolutions 

Go to market approach (how you 
will reach out Early adopters) 

End of 2023. 

State of the art – IPR status 
 

No patent. 

Company/Organization history 
 

Logalty has its Certified Contracting, 
Communication and Digital Identity 
Solutions integrated into the banking and 
insurance processes developing the 
multichannel business, with full usability, 
regulatory compliance and probative 
effectiveness. Logalty generates and 
safeguards effective electronic evidence 
by Distributed Intermediation. 

Team responsible for 
implementing the roadmap 
 

Logalty. 

Financial needs 4 500 hours of development 
1 200 hours for QA testing and systems 
maintenance 

Sources/actions to secure 
resources 
 

Logalty internal approval of the project 
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KER’s Exploitation route 
(how the KER will be further exploited – Select only an option) 

Selected route Implementing actor Yes 
D

IR
E

C
T

 U
S

E
 

Commercialisation: deployment of a 
novel product/service (offered to the 
target markets) 

One partner ✓ 

A group of partners  

Contract research (new contracts 
signed by the research group with 
external clients) 

A partner  

A group of partners  

A new research project (application 
to public funded research 
programmes) 

A partner  

A group of partners  

Implementation of a new university - 
course 
(Note that a training course is a 
service) 

A partner  

A group of partners  

A new partnership  

IN
D

IR
E

C
T

 U
S

E
 

Assignment of the IPR A partner ✓ 

A group of partners  

Licensing of the IPR A partner  

A group of partners  

Development of a new 
legislation/standard 

A partner  

A group of partners  

Spin- off A partner  

A group of partners  

By assignment  

By licensing  

 Other (please describe) 
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Exploitation Roadmap 
(Actions to implement after the expiration of the EU grant)  

Briefly describe 
actions planned 3-6 
months after project 
end 
 

Include in the company’s roadmap for 2022 and 
identify the potential stakeholders to start meeting 
with different stakeholders to get funding. 

Roles for partner 
involved 
 

Logalty will contribute with the overall effort and 
contacts for searching funding and seek interests. 

List milestones and 
monitoring parameters 
 

Logalty's digital identity services with enhanced 
privacy and security capabilities in 2022 

Impact in 3-year time? 
(jobs created, 
investments 
mobilized, turnover 
generated) 

No direct incomes are expected 

 

 

Financials 
(Cost partners will incur after the end of the project and how to cover them) 

Cost estimation to 
implement planned 
activities (1 year, 3 
years). 

The estimated cost will be around 280.000 € 

Projected revenues 
and eventual profits 
over the next 1-3 
years? 

No benefits are expected in the short term, since the 
project is currently on standby, as stakeholders have 
not been able to set reserve the required budget due 
to pandemic restrictions. 

Financial needs and 
sources to cover 
initial budget 

100% of the cost of development and operating 
hours 

Timeline for the 
funding 
 

End 2022 
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6. EXTENDING THE RESEARCH OPPORTUNITIES 

The implemented components and the current use cases, analysed in the 

previous sections of this deliverable, allowed us to envision the current business 

opportunities presented by these pilots. Those opportunities are presented in 

this section along with some new ones that appeared during different 

stakeholders’ evaluations. 

 

6.1. dpABC research 
 

Management of digital identities is a key cornerstone in a world where online 

presence is at the highest levels and is only expected to increase. Current 

identity management solutions lack the necessary security and privacy 

properties to fulfil the needs of an advanced digital society, and especially in 

terms of protecting users and complying with regulations with that aim. It is 

necessary to develop and apply new tools that enable secure and privacy-

preserving identity management. 

 

In that sense, we identify the OLYMPUS system and, more specifically, its 

distributed privacy-preserving Attribute-Based Credential system, as a solution 

for tackling today’s security and privacy issues and as a basis for further 

research and development on this track. 

 

The distributed nature of the solution addresses single-point-of-failure issues, 

and opens up many possibilities regarding distributed and decentralized 

architectures. The unlinkability of pABC presentations, and the possibility of 

proving predicates that allow data minimization, enable privacy-respecting 

authentication and authorization scenarios. What is more, the authenticity of 

presentations is ensured, so security of the solution and trust by relying parties 

are maintained. 

 

With these facts in mind, the distributed pABC approach is attractive for many 

applications and research on attaining security, privacy and trustworthy 

authorizations even in dynamic and “zero-trust” scenarios. We plan to follow this 

path for further research based on the dpABC scheme. In fact, we have already 

identified two scenarios of application and started development for them: Smart 

Cities and privacy-preserving data sharing (specifically, of Cyber-Threat 

Intelligence - CTI). 

 

6.1.1. Smart city 
 

Today, an increasing number of people worldwide live and work in cities. 

Creating livable environments in which people and businesses can thrive has 

become one of today’s most pressing issues. For that reason, many cities and 

metropolitan areas are embracing the “Smart City” concept, that is adopting a 
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more efficient management of services and turning cities into enablers of 

innovation, economic growth, and well-being, but also safe, dynamic and 

inclusive. 

In Smart Cities, multiple heterogeneous services and data sources will be 

available to potential users. The requirements for their usage can vary greatly, 

from being open to anyone connected to the platform to needing to fulfil specific 

conditions (e.g., living at the city or having income lower than a threshold). 

Thus, the Smart City infrastructure needs to provide the means to perform 

authentication and authorization. Privacy concerns and related regulations like 

GPDR must be taken into account. Users need to be empowered in their control 

over their identity, and over how much identifying information is shared in their 

interactions with the platform. 

In this context, we work on the MiMurcia Smart City platform, which establishes 

a capability-based authorization framework. We work on extending the security 

and privacy aspects for the authorization process, taking advantage of the 

desirable properties of OLYMPUS and dpABCs to give users that interact with 

the platform control on which data is being shared with it. As an extra, the 

identity proofing is integrated with eIDAS, demonstrating the flexibility of the 

solution and achieving strong linkage with users’ physical identities. 

 

6.1.2. pp-IdM for CTI data sharing 
 

Sectorial collaboration and sharing of results are key to improve the overall 

knowledge beyond the boundaries of individual organisations (i.e., collective 

intelligence). Therefore, information sharing platforms and mechanisms to 

manage cyber-threats represent the means to improve reaction and resilience 

to cyber-attacks in different contexts, such as research, industry, government or 

medicine. The aim is strengthening the safety and security of citizens, 

organisations and countries. 

Cyber-Threat Intelligence (CTI) sharing emerges as a potential solution that 

allows stakeholders to exchange useful CTI-related so that they are able to take 

preventive measures and define a proactive response against future cyber-

security attacks. However, the realisation of the CTI sharing process involves 

potential security and privacy concerns, such as the disclosure of sensitive 

information, unauthorised access to shared data, and manipulation of 

exchanged information. 

 

Thus, it is necessary to develop efficient methods to create, disseminate, and 

consume threat intelligence in a standardized, usable, privacy-aware, and legal 

way. While pABCs are not the core mechanism for the privacy-preserving 

sharing of data (other data anonymization techniques may be applied, like 

generalization, k-anonymity), they are enablers for the development of a holistic 

infrastructure that supports CTI sharing. In particular, we are applying them for 
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the privacy-preserving Identity Management necessary for protecting data 

generation and access. In this application, unlinkability and data minimization 

during interactions, while preserving the trust on the authenticity of the data 

presented by users (even in an environment with multiple organizations, 

through the “federation” to the virtual identity provider), are key properties for 

achieving an infrastructure for CTI sharing. 

 

A LEAN canvas diagram is presented next to describe in a more detailed way 

the purpose and characteristics of the explained business model, followed by a 

summary of the dp-ABC research KER: 

 

 

KER exploitation summary tables 

KER Name:  
Distributed Privacy-Preserving Attribute-Based Credentials 

Describe in few lines the 
product/service you will offer or, 
if this is not the case, how you 
are going to use the scientific 
outcomes developed thanks to 
the R&D project 
 

The Distributed Privacy-Preserving 
Attribute-Based Credentials (dp-ABC) will 
be used to further research on privacy-
preserving identity management and 
decentralized architectures, achieving 
more developed solutions and tackling 
problems outside the scope of this 
project like zero-trust environments 

Problem identified 
 
 

Existing IdM solutions do not offer 
enough security or privacy, and tools that 
try to tackle the issue are not practical 
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Solution proposed 
 
 

Distributed Privacy-Preserving Attribute-
Based Credentials enable the split of the 
identity provider role into multiple entities, 
increasing security. 
Further, this kind of credentials allow the 
derivation of zero-knowledge proofs, 
achieving minimal disclosure and 
unlinkability. 

Current solutions (competition) 
 

Single-Sign On solutions are the most 
used for identity management. 
The only solutions tackling privacy in 
advanced implementation states are the 
ones based on Identity Mixer. 

Unique Value Proposition - 
Competitive advantage 
 

Distributed Privacy-Preserving Attribute-
Based Credentials remove the single 
point of failure of Single-Sign On 
solution, and improve user privacy over 
them (e.g. unlinkability and avoiding 
tracking by identity provider) 
The distribution of the identity provider 
role is also an advantage (increased 
security) against solutions based on 
Identity Mixer. Further, our solution is 
more efficient 

Who are the customers - Market 
 

Business and, especially, governmental 
organizations that look to provide identity 
management services. 

Business model (how you will 
generate value out of the KER) 

As a research asset to further investigate 
and develop solutions for identity 
management 

Early adopters 
(whom you will address first) 

European and national research 
agencies 

Go to market approach (how you 
will reach out Early adopters) 

Participating in research calls along with 
other research teams 

State of the art – IPR status  

Company/Organization history 
 

The University of Murcia is a large 
University with around 36.000 students 
and 3.500 staff members. The UMU 
group has participated in several EU 
projects from FP5 to H2020 

Team responsible for 
implementing the roadmap 

UMU 

Financial needs 
 

The component is ready for use without 
further investment, but further research 
based on it will need to be framed on 
other innovation projects 

Sources/actions to secure 
resources 

Research grants coming from actions like 
EU H2020 framework 
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KER’s Exploitation route 
(how the KER will be further exploited – Select only an option) 

Selected route Implementing actor Yes 
D

IR
E

C
T

 U
S

E
 

Commercialisation: deployment of a 
novel product/service (offered to the 
target markets) 

One partner  

A group of partners  

Contract research (new contracts 
signed by the research group with 
external clients) 

A partner  

A group of partners  

A new research project (application 
to public funded research 
programmes) 

A partner ✓ 

A group of partners  

Implementation of a new university - 
course 
(Note that a training course is a 
service) 

A partner  

A group of partners  

A new partnership  

IN
D

IR
E

C
T

 U
S

E
 

Assignment of the IPR A partner  

A group of partners  

Licensing of the IPR A partner  

A group of partners  

Development of a new 
legislation/standard 

A partner  

A group of partners  

Spin- off A partner  

A group of partners  

By assignment  

By licensing  

 Other (please describe) 
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Exploitation Roadmap 
(Actions to implement after the expiration of the EU grant)  

Briefly describe 
actions planned 3-6 
months after project 
end 
 

Design the integration and evolution points of the 
solution in other European projects 
(ERATOSTHENES) 

Roles for partner 
involved 
 
 

UMU will participate in the project and manage the 
asset 

List milestones and 
monitoring 
parameters 
 

Design of architecture and interfaces for the 
integration. Obtain first implementation.  
Evaluate the results in terms of practicality and  

Impact in 3-year time? 
(jobs created, 
investments 
mobilized, turnover 
generated) 

PhD centered around the design, implementation, 
evolution and evaluation of the asset 
 

 

 

Financials 
(Cost partners will incur after the end of the project and how to cover them) 

Cost estimation to 
implement planned 
activities (1 year, 3 
years). 

1year: Around 40K – 60K for final testing, 
documentation and validation 
2year: 100K for fund raising and initial customer 
traction for testing 

3year: scale up customers up to 3-15 customers or 
some community 

 

Projected revenues 
and eventual profits 
over the next 1-3 
years? 

2y: 20K 
3y: 300K 

 

Financial needs and 
sources to cover 
initial budget 

UMU to fund initial stages until fund raising 
 

Timeline for the 
funding 
 

13-16 months after the end of the project 
 

 

 

6.2. Distributed password verification software 
 

Several emerging technologies are Internet based and therefore allows the 

users to access the service from everywhere with an Internet connection. At the 

same time, the used data can be highly sensitive and must be secured for the 
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users to trust the solution. One such example is online hosting of wallets used 

by blockchain technology. In most blockchain systems, each user is 

represented by a public key and possession of the corresponding private key, 

allows any entity to represent that user. To securely store the private key, 

special hardware is often used, however this forces the user to either a) store 

the key material on some trusted device and only be able to access the service 

using this device, or b) trust that the wallet provider handles the key material in 

a secure manner. 

 

A key component in the OLYMPUS framework, is the use of a distributed 

password verification protocol. The protocol allows the user to transform a 

password into a more secure cryptographic key online, without the hosting 

service being able to reconstruct the key material. In the OLYMPUS framework, 

this cryptographic key is used to authenticate with the vIdP, however the key 

could also be used for other purposes in other applications.  

 

The software component used for the password verification protocol, may 

therefore be used in other projects. This is not limited to research projects, as 

commercial solutions may also benefit from the technology. Indeed, the 

software component has already been used in connection with one commercial 

project, related to online hosting of blockchain wallets, where it was investigated 

if the software component could be used as part of the product. 

 

Alternatively, this approach could be enhanced even further, if the RSA-based 

distributed signature scheme used by the vIdP is switched out with a distributed 

signature scheme fitting the specific blockchain in question. This would allow 

the partial IdPs to collaboratively sign transactions on behalf of the user, after 

the user have completed the password-based authentication. Thus the 

OLYMPUS framework could be used to construct a distributed wallet solution 

where the private key is never held in plain on any single device. 

A LEAN canvas diagram is presented next to describe in a more detailed way 

the purpose and characteristics of the explained business model, followed by a 

summary of the Distributed password verification software KER: 



46 

This project has received funding from the European 

Union’s Horizon 2020 research and innovation program 

under grant agreement No 786725 

 
 

 
 

 

KER exploitation summary tables 

KER Name:  
Distributed password verification (software component) 

Describe in few lines the 
product/service you will offer or, 
if this is not the case, how you 
are going to use the scientific 
outcomes developed thanks to 
the R&D project 
 

The distributed password verification 
components of the OLYMPUS 
framework will be used in other products 
requiring strong authentication, where 
traditional cryptographic keys cannot be 
used. Furthermore, delegated and 
distributed signatures allow construction 
of signature-based products without the 
requirement of secure user storage. 

Problem identified 
 
 

Blockchain (and other distributed) 
technology relies on signatures, however 
users often don’t have access to secure 
storage. 

Solution proposed 
 
 

The distributed password verification 
component allows the user to transform 
a traditional password into a 
cryptographic key, without special 
hardware requirements and without 
reducing the security assumptions of the 
cryptographic key. Furthermore, the 
distributed signing component allows the 
user to delegate signing, to a set of 
servers. 
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Current solutions (competition) 
 

Various wallet solutions can be used to 
store a cryptographic key, requiring a 
password to access the key. In these 
solutions, the user must trust the wallet 
provider not to misuse the cryptographic 
key. 

Unique Value Proposition - 
Competitive advantage 
 

The distributed password verification 
component removes the need for a 
trusted wallet service: as the 
cryptographic key is not known by the 
service provider, it cannot misuse the 
cryptographic key. 

Who are the customers - Market 
 

Companies building services/products on 
top of blockchain and other similar 
distributed technologies. 

Business model (how you will 
generate value out of the KER) 

Consultancy and as software developers, 
utilizing knowledge of the software 
component. 

Early adopters 
(whom you will address first) 

One company (Stormbird) has already 
hired ALX for consultancy and as 
developers. 

Go to market approach (how you 
will reach out Early adopters) 

ALX are involved in various innovation 
networks, where we regularly present 
novel solutions. ALX are in contact with a 
wide group of Danish companies. 

State of the art – IPR status 
 

A software component with the same 
functionality is now known by use. 

Company/Organization history 
 

The Alexandra Institute is a non-profit 
research organization, based on bringing 
state-of-the-art research to Danish 
small/medium sized companies. 

Team responsible for 
implementing the roadmap 
 

ALX 

Financial needs 
 

The software component may be used 
directly in commercial activities without 
further investment, but may also be used 
as part of other research and innovation 
projects. 

Sources/actions to secure 
resources 
 

Nothing concrete 
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KER’s Exploitation route 
(how the KER will be further exploited – Select only an option) 

Selected route Implementing actor Yes 
D

IR
E

C
T

 U
S

E
 

Commercialisation: deployment of a 
novel product/service (offered to the 
target markets) 

One partner ✓ 

A group of partners  

Contract research (new contracts 
signed by the research group with 
external clients) 

A partner  

A group of partners  

A new research project (application 
to public funded research 
programmes) 

A partner ✓ 

A group of partners  

Implementation of a new university - 
course 
(Note that a training course is a 
service) 

A partner  

A group of partners  

A new partnership  

IN
D

IR
E

C
T

 U
S

E
 

Assignment of the IPR A partner  

A group of partners  

Licensing of the IPR A partner  

A group of partners  

Development of a new 
legislation/standard 

A partner  

A group of partners  

Spin- off A partner  

A group of partners  

By assignment  

By licensing  

 Other (please describe) 
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Exploitation Roadmap 
(Actions to implement after the expiration of the EU grant)  

Briefly describe 
actions planned 3-6 
months after project 
end 
 

The software component and knowledge on it will be 
included in our regular commercial sales activities as 
part of our project portfolio. Relevant research 
projects where the software could be used, is being 
investigated. 

Roles for partner 
involved 
 
 

External consultancy and software 
developer/provider.  

List milestones and 
monitoring 
parameters 
 

Yearly evaluation of our competencies. 

Impact in 3-year time? 
(jobs created, 
investments 
mobilized, turnover 
generated) 

Unknown. 1-2 jobs created 

 

 

Financials 
(Cost partners will incur after the end of the project and how to cover tem) 

Cost estimation to 
implement planned 
activities (1 year, 3 
years). 

Cost of sales activities are absorbed in internal sales 
team budget. Unknown costs related to 
research/innovation project application 

Projected revenues 
and eventual profits 
over the next 1-3 
years? 

Unknown 

Financial needs and 
sources to cover 
initial budget 

Unknown 

Timeline for the 
funding 
 

Unknown 

 

6.3. Knowledge on IdM technologies  
 

Identity management is a technological field undergoing constant development, 

in order to support novel solutions. Concepts such as federated identities and 

multi-factor authentication have been known for some time, however they have 

only gained wide adoption within the last 5-10 years. As a consequence of new 

use cases and a changed threat landscape, these concepts are still undergoing 

changes and improvements. Future technologies for improving usability, such 

as password-less authentication, as well as technologies that may improve the 
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security of existing systems, without changing the user experience, are being 

investigated. 

Keeping an overview and understanding of these technologies is critical in 

relation to developing novel solutions and systems. This goes from both a 

commercial perspective, where lack of knowledge may easily result in missed 

opportunities, and from a research perspective. The OLYMPUS project has 

allowed a number of currently used technologies to be investigated in depth, 

giving a deep understanding of, not only the technology itself, but also how 

future concepts and technologies could be designed to fit into these existing 

technologies and solutions. 

A LEAN canvas diagram is presented next to describe in a more detailed way 

the purpose and characteristics of the explained business model, followed by a 

summary of the Knowledge on IdM technologies KER: 
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KER exploitation summary tables 

 

KER Name:  
Knowledge on IdM technologies 

Describe in few lines the 
product/service you will offer or, 
if this is not the case, how you are 
going to use the scientific 
outcomes developed thanks to 
the R&D project 
 

ALX offers consultancy services within 
the cybersecurity area. The knowledge 
gained within the project, contributes to 
the combined knowledge base within the 
organization. Furthermore, the highly 
specific knowledge we have acquired is 
within the area where we also carry out 
academic research, and thus, will help 
us continue making academic 
publications. 

Problem identified 
 
 

Traditional IdM solutions, and in 
particular existing standards, may 
prevent novel IT solutions from realizing 
their full potential.  

Solution proposed 
 
 

Knowledge on the latest IdM technology 
allows ALX to offer advice to companies 
and organizations trying to create novel 
solutions. 

Current solutions (competition) 
 

Other consultancy companies offer 
guidance on more traditional IdM 
solutions, following existing standards. 

Unique Value Proposition - 
Competitive advantage 
 

Few established consultants have the 
state-of-the-art knowledge needed to 
either make new, more private, and 
secure solutions (which does not follow 
existing standards), or to construct 
privacy enhancing solutions that can 
work with existing standards. 

Who are the customers - Market 
 

Companies launching novel solutions, 
requiring special needs of their IdM 
solution, not offered by traditional 
products. Alternatively, companies that 
wish to enhance the security and privacy 
in their existing IdM solutions. 

Business model (how you will 
generate value out of the KER) 

Consultancy and knowledge helping in 
future research-focused grant 
applications. 

Early adopters 
(whom you will address first) 

ALX has already been doing consultancy 
work for Nets (supplying the Danish 
national eID infrastructure) and DIGST 
(the agency for digitization). 

Go to market approach (how you 
will reach out Early adopters) 

ALX is involved in various innovation 
networks, where we regularly present 
novel solutions. ALX is in contact with a 
wide group of Danish companies. 
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State of the art – IPR status 
 

ALX has prior knowledge within the 
realm of Identity management 

Company/Organization history 
 

The Alexandra Institute is a non-profit 
research organization, focused on 
bringing state-of-the-art research to 
Danish small/medium sized companies. 

Team responsible for 
implementing the roadmap 
 

ALX 

Financial needs 
 

The knowledge may be used directly in 
commercial activities without further 
investment, but may also be used as 
part of other research and innovation 
projects. 

Sources/actions to secure 
resources 
 

Nothing concrete 

 

 

KER’s Exploitation route 
(how the KER will be further exploited – Select only an option) 

Selected route Implementing actor Yes 

D
IR

E
C

T
 U

S
E

 

Commercialisation: deployment of a 
novel product/service (offered to the 
target markets) 

One partner ✓ 

A group of partners  

Contract research (new contracts 
signed by the research group with 
external clients) 

A partner  

A group of partners  

A new research project (application 
to public funded research 
programmes) 

A partner ✓ 

A group of partners  

Implementation of a new university - 
course 
(Note that a training course is a 
service) 

A partner  

A group of partners  

A new partnership  

IN
D

IR
E

C
T

 U
S

E
 

Assignment of the IPR A partner  

A group of partners  

Licensing of the IPR A partner  

A group of partners  

Development of a new 
legislation/standard 

A partner  

A group of partners  
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Spin- off A partner  

A group of partners  

By assignment  

By licensing  

 Other (please describe) 
 

  

  

  

 

 

Exploitation Roadmap 
(Actions to implement after the expiration of the EU grant)  

Briefly describe 
actions planned 3-6 
months after project 
end 
 

The knowledge on IdM will be included in our regular 
consultancy portfolio. Relevant research projects 
where the knowledge may also be used, is being 
investigated. 

Roles for partner 
involved 
 
 

Independent consultant 

List milestones and 
monitoring 
parameters 
 

Yearly evaluation of our competencies. 

Impact in 3-year time? 
(jobs created, 
investments 
mobilized, turnover 
generated) 

Unknown. 1-2 jobs created. Increased turnover from 
consultancy, since we are very strong in this area 
now. 

 

 

Financials 
(Cost partners will incur after the end of the project and how to cover tem) 

Cost estimation to 
implement planned 
activities (1 year, 3 
years). 

Consultancy service is already implemented. It will be 
supplemented with additional research and 
innovation projects. Unknown cost 

Projected revenues 
and eventual profits 
over the next 1-3 
years? 

Unknown 

Financial needs and 
sources to cover 
initial budget 

Unknown 

Timeline for the 
funding 

Unknown 
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6.4. Proficiency in IdM technologies  
 

Undoubtfully, future-proof IdM technologies have to be privacy-preserving. As a 

major vendor of IdM products, IBM has invested into researching privacy-

enabling IdM technologies since many years, approaching the topic from 

various directions and folding the research outcomes into their products. 

However, while many challenges connected with secure IdMs can be 

considered resolved, robustly decentralizing IdM without falling back to 

unattractive high-end technical requirements (e.g. requirement of hardware 

tokens, assumed availability of blockchain, etc) is among the most pressing 

open challenges. From the perspective of IBM, the results of the OLYMPUS 

project represent a major step forward in this respect. In addition to increasing 

IBM's proficiency in IdM technologies, the results can be expected to be 

reflected in upcoming IdM products by IBM in the not too far future, satisfying a 

clearly articulated user demand. 

A LEAN canvas diagram is presented next to describe in a more detailed way 

the purpose and characteristics of the explained business model, followed by a 

summary of the Proficiency in IdM Technologies KER: 
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KER exploitation summary tables 

 

KER Name: Proficiency in IdM Technologies 

Describe in few lines the 
product/service you will offer or, 
if this is not the case, how you 
are going to use the scientific 
outcomes developed thanks to 
the R&D project 
 

IBM operates various services where 
user identities play a central role. IBM 
also interacts with several customers 
who are in need of a digital identity 
solution. The scientific results obtained 
within OLYMPUS project augment IBM’s 
expertise in the field. 

Problem identified 
 
 

Existing IdM solutions are mostly 
centralized and constitute a single point 
of failure in the system. Even 
decentralized solutions might put the 
user privacy at stake by, e.g., sending 
passwords in the clear. 

Solution proposed 
 
 

IBM can transfer knowledge gained in the 
OLYMPUS project and apply it to secure 
their own services, and to advise 
customers to deploy decentralized 
solutions inspired by the PESTO protocol 
developed by the OLYMPUS team. 

Current solutions (competition) 
 

Current decentralized IdM systems are 
mostly blockchain based and they do not 
solve the issue with clear-text password 
relevance. 

Unique Value Proposition - 
Competitive advantage 
 

IBM has excellent knowledge of 
customer needs and business units to 
turn scientific advancements into a 
product. 

Who are the customers - Market 
 

Companies who need to revisit their 
privacy protection solutions due to 
advances in GDPR, or due to emerging 
technologies such as digital currencies 
and smart IoT devices. 

Business model (how you will 
generate value out of the KER) 

IBM Research is consulting customers in 
finding the best IdM solution for their 
particular purposes. On the other hand, 
we will use the knowledge gained in the 
OLYMPUS project to further advance the 
state of the art research in digital IdM. 
For IBM this creates the value of being 
well represented in the area of 
foundational and privacy-preserving 
research, which are both areas of 
importance to IBM. 
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Early adopters 
(whom you will address first) 

Central banks (existing customers), own 
services (IBM Cloud services) 

Go to market approach (how you 
will reach out to early adopters) 

There is no concept yet, since there are 
already enough customers in need for a 
digital IdM solution who are in contact 
with IBM already. 

State of the art - IPR status 
 

IBM has prior knowledge in the field of 
IdM, e.g., the Idemix tool previously 
developed at IBM Research. 

Company/Organization history 
 

IBM Research is the corporate research 
division of the IBM corporation, funded in 
1946. 

Team responsible for 
implementing the roadmap 
 

IBM Research Europe - Zurich, CH, 
Department Security Research 

Financial needs 
 

None (no special equipment etc. 
required) 

Sources/actions to secure 
resources 
 

None planned. 

 

 

 

 

 

 

 

 

KER’s Exploitation route 
(how the KER will be further exploited - Select only an option) 

Selected route Implementing actor Yes 

D
IR

E
C

T
 U

S
E

 

Commercialisation: deployment of a 
novel product/service (offered to the 
target markets) 

One partner ✓ 

A group of partners  

Contract research (new contracts 
signed by the research group with 
external clients) 

A partner  

A group of partners  

A new research project (application 
to public funded research 
programmes) 

A partner ✓ 

A group of partners  

Implementation of a new university - 
course 
(Note that a training course is a 
service) 

A partner  

A group of partners  

A new partnership  



57 

This project has received funding from the European 

Union’s Horizon 2020 research and innovation program 

under grant agreement No 786725 

 
 

 
 

IN
D

IR
E

C
T

 U
S

E
 

Assignment of the IPR A partner  

A group of partners  

Licensing of the IPR A partner  

A group of partners  

Development of a new 
legislation/standard 

A partner  

A group of partners  

Spin- off A partner  

A group of partners  

By assignment  

By licensing  

 Other (please describe) 
 

  

  

  

 

 

Exploitation Roadmap 
(Actions to implement after the expiration of the EU grant)  

Briefly describe 
actions planned 3-6 
months after project 
end 
 

Identification of remaining open research questions 
in the field, writing of related research proposal, 
continue work on improvements of the cryptographic 
core of the OLYMPUS project, continue to evaluate 
the protection of the developed technologies (IPR), 
continue dissemination activities. 

Roles for partner 
involved 

Assist in writing of research proposal, continue 
research with ALX in the domain of OLYMPUS 

List milestones and 
monitoring 
parameters 

Publications at top-tier venues 

Impact in 3-year time? 
(jobs created, 
investments 
mobilized, turnover 
generated) 

1 PhD student, 2 Interns, 3 top-tier research 
publications 
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Financials 
(Cost partners will incur after the end of the project and how to cover tem) 

Cost estimation to 
implement planned 
activities (1 year, 3 
years). 

IBM is strengthening their deepened knowledge in 
the domain of IdM. Based on the exploitation results 
(see above) and our hiring plans the cost can go up 
to 300.000 EUR 

Projected revenues 
and eventual profits 
over the next 1-3 
years? 

Unknown. Revenue is obtained through IPR licensing 
and indirectly through research output. 

Financial needs and 
sources to cover 
initial budget 

Unknown 

Timeline for the 
funding 
 

Unknown 
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7. CONCLUSIONS 

This document has given a brief explanation of the technological context that 

surrounds the project. Also, a description of the assets resulting as outcomes of the 

project has been provided. 

This deliverable has shown the details about the business workshop organized by 

the partners of the project, giving information about the way it took place and who 

the attendees were. Furthermore, this deliverable has presented the results 

obtained from the evaluation of the stakeholders registered in the webinar and 

shown the path to follow for exploiting the implemented solution. 

This document has presented the business models around the use cases defined 

at the beginning of the project and its evolution. Also, it includes a LEAN Canvas 

and a detailed KER analysis for each business opportunity. 

This deliverable has analysed the future steps in regard to extending the research 

opportunities presenting detailed information about the way the work is going to be 

continued in the future.  
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